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1. Introduction
ICANN is a unique multi-stakeholder body responsible for the technical management of Internet domain names and addresses. It operates at the global level and lays down the policy governing the introduction of new gTLDs into the DNS. As domain names often entail expressive and communicative elements,
 ICANN’s policies are relevant to the right to freedom of expression.
  Because they also involve a proprietary element, ICANN introduced a domain name dispute resolution mechanism, which in turn raises issues for the right to a fair trial (due process) and intellectual property rights. In short, ICANN’s policies and procedures may substantially interfere with the enjoyment of a wide range of internationally recognized human rights. 

At the same time, ICANN is a non-profit corporation registered in California and therefore subject to US law. As a private company, it is not bound by the US Bill of Rights. Nor can it be held liable under international human rights law, which is only directly binding upon states, who are the principal subjects of international law, rather than corporations.

Nonetheless, it is particularly important for ICANN to recognize that as a corporation whose policies have a strong impact on the public interest beyond US borders, it has a responsibility to respect human rights. As a matter of international law, this duty derives from UN Guiding Principles on Business and Human Rights,
 which were unanimously adopted by the United Nations Human Rights Council in June 2011. The Guiding Principles present the global reference for corporate responsibilities to respect human rights and apply to all business enterprises, both transnational and others, regardless of their size, sector, location, ownership and structure. The Guiding Principles are explained further below.
2. UN Guiding Principles on Business and 

Human Rights & Due Diligence
The UN Guiding Principles on Business and Human Rights cover corporations, partnerships, or any other legal forms used to establish business entities, and ICANN’s status as a non-profit corporation clearly falls under the broad notion of “other business enterprises” under the Principles 
 Thus, ICANN has a duty to respect human rights obligations – which is an independent obligation of that of states - throughout its global operations, irrespective of where its Registrars, users, and domain name owners are located. 
Under the UN Guiding Principles, companies operating in the ICT sector, are expected to adopt an explicit policy statement outlining their commitment to respect human rights both substantially and procedurally throughout its activities and have appropriate due diligence mechanisms to identify, assess, prevent any adverse impact on human rights. In the context of ICANN, the Guiding Principles support the creation of a body dedicated to human rights protection – e.g., Human Rights Advisory Council - which would assess whether ICANN’s policies, procedures and complaints’ mechanisms are compatible with international human rights standards, in particular those concerning the right to freedom of expression and the right to a fair trial (or due process). In case of non-compliance, the body in question would make recommendations as to how such shortfalls might be remedied. Currently, there is no such human rights body within the ICANN, and this paper aims to contribute to the further discussion and highlight several existing (so UDRP – Monika, and SOMETHING ELSE – Joy, or how many issues altogether?) mechanisms that may adversely affect internationally recognized human rights.

I suggest this justification (can still reframe in nicer ways): The purpose of this paper is to follow-up on the Council of Europe’s report (include reference), which analysed the human rights implications of ICANN’s activities, including freedom of expression and the new gTLDs, data privacy and RAA. In particular, the focus of the present paper is to examine as yet undiscussed issues of UDRP and XXX, and their potential adverse impact on human rights.  In particular, the paper examines the ways in which the UDRP policies and XXX unfairly favour trademark holders at the expense of freedom expression, fall short of the requirements of procedural fairness under international human rights law and may lead to unlawful deprivation of property.  
3. UDRP & Human Rights Issues

3.1. Introduction
Today, most domain name dispute proceedings are carried out by five dispute resolution service providers
 under the ICANN’s Uniform Domain-Name Dispute-Resolution Policy (‘UDRP’). It was the first-ever Consensus Policy developed by ICANN to be binding on its accredited Registrars, and as a form of mandatory administrative proceeding is currently the only non-judicial, global standard dispute resolution policy for trademark-related disputes.
 The UDPR’s worldwide application eliminates confusion and adds degree of predictability to the field, as opposed to a fragmented international system consisting of different regimes.
 It is applied to gTLDs, ccTLDs in many countries throughout the world and allows trademark holders with domain names in several countries to adjudicate them simultaneously.
 While the UDRP provides a much faster and cheaper dispute resolution mechanism than traditional litigation,
 it is also deeply problematic from a human rights perspective. In particular, it tends to be biased in favour of trademark holders at the expense of free speech, its rules of procedure fall short of international standards on the rights to a fair trial and an effective remedy and may lead to unlawful deprivation of property. 

Human rights and constitutional concerns around the UDRP are felt in many countries, and this is best evidenced by the new French statute reforming domain name dispute resolution, which suspended application of the UDRP to .fr domain names pending approval of a new policy by the Minister of Communications.
 This calls into question not only the future of the UDRP with respect to .fr domain names, but also the future viability of the UDRP as a whole. Two types of concerns around the UDRP can be distinguished: substantial and procedural, and they will be discussed in turn. 

3.2. Substantive Concerns: Freedom of Expression

3.2.1. UDRP Policy
Substantively, the UDPR requires that a complainant establish: 1) that the domain name is identical or confusingly similar to the trademark or service mark in which the complainant has rights, 2) that the defendant has no rights or legitimate interests in the domain, and 3) that the domain name was registered and used in bad faith.
 Similarly, the UDRP offers a non-exhaustive list of four factors to be considered in determining whether a domain was registered in bad faith, including circumstances indicating that: 1) the defendant registered or acquired the domain primarily for the purpose of selling the domain to the trademark holder or some third party, 2) the defendant registered the domain to prevent the trademark holder from reflecting the mark in a corresponding domain name, 3) the defendant registered the domain primarily for the purpose of disrupting the practices of a competitor, and 4) the defendant used the domain specifically to cause confusion in an attempt to attract consumers to the defendant’s web site.

                               3.2.2. UDRP Implications for Free Speech
Each of the substantial elements of the UDRP that a complainant must establish in order to prevail, and the panel decisions on each element, have implications for the right to freedom of expression, which is one of the classic fundamental rights laid down in the constitutions of many countries and in many international treaties, including Article 19 of the Universal Declaration of Human Rights and, Article 19 of the International Covenant on Civil and Political Rights. 
The first element that a complainant must prove is that the “domain name is identical or confusingly similar to a trademark or service mark in which the complainant has rights.”
 Panel decisions adopted a very broad interpretation of “confusingly similar.” This can be illustrated by the string of “sucks” cases adjudicated by UDRP panelists. In several cases, the respondent registered a domain consisting of a popular trademark followed by the word “sucks,” such as “philipssucks.com.”
 A majority of the panels found that such domains violate the UDRP
 though the reasoning varied somewhat among panels. Firstly, a domain name was declared confusing similarity where the domain name included the trademark, regardless of any other terms included in the domain name.
 Secondly, a domain name was found confusing similar on the basis that it could reasonably be confused with the trademark holder’s official complaint site.
 The reasoning was that non-English-speaking consumers could be confused by the use of the term “sucks.”
 Just a minority of panelists found no confusing similarity because the term “sucks” served as a clear indication that the domain was not affiliated with the trademark.
 

This broad construction of the “confusingly similar” element may conflict with the right to freedom of expression under which you have the freedom to express yourself online and to access information and the opinions and expression of others. This includes political speech, views on the religion, and opinions and expressions that are favorably received or regarded as inoffensive but also those that may offend, shock or disturb others. Although a conservative argument could be made that the domain name holders could have exercised their freedom of expression by selecting a different, ‘not confusingly similar’ domain name, but this approach has a chilling effect on legitimate criticism and removes the protection where it is most relevant. 

The second element that a complainant must establish under the UDRP is that the respondent has “no rights or legitimate interests in respect of the domain name.”
 As Ben Norton sets out, “panel decisions tend to be heavily colored by their determination of the first element.”
 Once a panel finds that a domain name is confusingly similar to a trademark or service mark, the panelists tend to assume that the respondent has no rights or legitimate interests in the domain.
 Even in case of a legitimate interest in criticizing the complainant’s company or brand, UDRP panels tend to hold that the use of a confusingly similar domain name cannot be a legitimate use because the registrant could have exercised that right in a way that did not create confusion.
 The panelists reason that the respondent could have exercised their right to freedom of expression by registering a domain that did not create a likelihood of confusion.
 The first element, whether it is ‘confusingly similar’, which is as set out above, from a human rights perspective not based on a fair balance, is conclusive of the second ‘whether there is a legitimate interest’. As a whole this is at odds with the right to freedom of expression under international human rights treaties.

The third element under the UDRP is that a complainant must establish bad faith.
  Generally, the fact that the respondent is not actually using a domain name is evidence of a bad faith registration. The reasoning is that a lack of use indicates that a respondent simply registered the domain name to later sell it to the trademark owner.
 In less clear cases, panels tend to treat these three elements as factors and decide the case in favor of the complainant when any two of the three favor the complainant.
 However, this undermines the fair balance that is trying to be sought by the UDRP rules that explicitly state that “the complainant must prove that each of these three elements is present.”
 

These developments clearly involve human rights considerations and come at the expense of freedom of expression.  
3.3.  Procedural UDRP Concerns
Two types of concerns on the procedural level of the UDRP can be highlighted. Firstly, the parties disagreeing over domain names under the UDRP procedures can freely chose any law to be applied to the dispute without any rules set in advance (legally speaking, no choice-of-law rules in the adjudication policies) Secondly, there is a lack of due process safeguards in the process governing the adjudication of dispute and no mechanism to appeal the decisions within the UDRP. 

3.3.1. Lack of Choice-of-Law Rules 
Since the Internet has no territorial boundaries, it challenges traditional concept of territorial state jurisdiction (whereby national law is applicable in the territory of a nation state). All the transactions occurring in the digital sphere thus require specific rules/agreement governing the choice-of law in case of a dispute. Normally, such rules are stipulated in the contractual policies that govern e-commerce, social networking and other sites online.  Contrary to this established practice, UDRP lacks the choice-of-law rules in the UDRP, which may lead to a biased selection of laws by the panelists that are more favorable to trademark holders. Instead of directing panelists to apply particular laws, the UDPR stipulates the freedom to apply ‘any rules and principles of law (…) deem[ed] applicable.’
 Given the influence of trademark holders and the fact that they generally pay the panelists’ fees, the current rules governing choice-of-law within the UDRP thus might favor trademark holders over the domain name-only holders, and in turn, lead to erroneous deprivations of property. Right to property is a human right, recognized in international instruments, such as the UDHR, and ECHR. The implications of the UDRP policies on this right will be discussed below.  

3.3.2. Lack of Due Process Safeguards & No Appeal Mechanism
Secondly, the UDRP policy rules require the complainant to file a complaint with the forum, and the forum then forwards a copy to the respondent.
 Notice is considered effective from the time the complaint is sent to the respondent, rather than the date that the respondent actually receives notice. The respondent has twenty days to respond,
 and if s(he) fails to do so, the panel will decide the case based on the complaint, even if the respondent had not actually received the complaint at that time.
 These problems are exacerbated by the fact that the UDRP does not contain any mechanism for appeal of a panel’s decision.
 Instead, a respondent must file a lawsuit in a court of competent jurisdiction to challenge a panel’s decision.
 

3.3.3. UDRP Implications for Due Process, Property Rights and Effective Remedy
A combination of these procedural factors in the UDRP raise serious issues and lead to human rights violations as laid down in international human rights instruments, such as the Universal Declaration on Human Rights, the International Covenant on Civil and Political Rights, and the International Covenant on Economic Social and Cultural Rights.
 

· Property Rights in Domain Names

Since the UDRP involves the challenge or the transfer of a domain name from one party to another,
 the legal basis of domain names becomes particularly important. Despite of the fact that ICANN’s new gTLD agreement explicitly foresees that it shall not be construed as establishing or granting any property ownership rights or interests in the TLD string,
 domain names are nonetheless classified as property rights in certain jurisdictions, such as USA and Canada,
 as well as international tribunals, such as the ECtHR, has ruled that domain registrations can constitute property or ‘possession,’
 In the same vein, the USA Court of Appeals Ninth Circuit, held that a domain name is intangible property because it satisfies the three-part test for the existence of a property right: namely, domain names are an interest capable of a precise definition; domain names are capable of exclusive possession or control; and they are capable of giving rise to a legitimate claim for exclusivity.
A detailed analysis of the legal and semantic differences between the different concepts of ‘property rights’ across the world is beyond the scope of this short paper/report, suffice it to say that domain names can be classified as property rights in many jurisdictions.
 

· Due Process & Fair Trial

As property rights, domain names are subject to both substantive and procedural due process rights, as required by international human rights treaties and instruments. In civil matters, as is the case with the UDRP, due process rights under Articles 10 UDHR, Articles 14 and 16 ICCPR (safeguarding right to fair trial) and Article 17 of the UDHR (safeguarding property rights) require States to provide access to court for individuals bringing claims against one another and against the state; and ensuring that the resulting trial is fair. Human rights law requires that the proceedings taken as a whole should be fair and complied with the speciﬁc safeguards which involve, inter alia, the existence of accessible, foreseeable, proportional legislation (or in this case of ICANN – an accessible, foreseeable binding policy) as well as an open leading of evidence, an impartial, independent and competent court, the equality of arms of the parties. In this regard, lack of an opportunity to appeal panel’s decision in the UDRP procedures not only may violate due process rights, as well as a right to an effective remedy, but also has the bizarre effect of forcing the owner of a domain name to file a lawsuit to retain a property right.
 

4. Conclusion on UDRP 
Human rights and constitutional concerns around the UDRP are felt in many countries, and this is best evidenced by the new French statute reforming domain name dispute resolution, which suspended application of the UDRP to .fr domain names pending approval of a new policy by the Minister of Communications.
 This calls into question not only the future of the UDRP with respect to .fr domain names, but also the future viability of the UDRP as a whole. The French case may serve as a warning sign of the potential dangers that may occur if the UDRP is not reformed and re-designed to bring in line with domestic laws. More countries may follow the French example and adopt their own rules; and this would eliminate the uniformity that makes the UDRP valuable.

As it is currently administered, the UDRP may violate constitutional protections over freedom of expression, due process, and lead to the unlawful deprivation of property. These are not merely technical violations, but rather indications that the system lacks the basic fairness that these provisions are designed to ensure. The current system needs to be amended to address these issues, or other countries may follow France’s example and create independent systems. If that were to occur, it would undermine the uniformity of the UDRP and severely increase the costs of dispute resolution. The inclusion of human rights baseline into the UDRP processes could rectify the current situation. 

More emphasis on due process rights is particularly desirable in order for ICANN to fulfil its global public interest role and guarantee human rights protection. Due diligence principle as defined by the UN Guiding Principles requires meaningful consultation with affected stakeholders and in the context of ICANN, this includes ensuring that domain name owners have meaningful information and transparency about how the transfer of the domain names is conducted, what are the safeguards, how can they appeal the decisions, so that they are able to raise concerns and make informed decisions. 

5. [POSSIBLE SPACE FOR ADDITIONS BY JOY AND/OR OTHERS]

6.  CONCLUSION

ICANN, as globally operating non-profit corporation, whose role in the field of Internet governance is ever-increasing, should not only fully recognize its duty to protect human rights under the UN Guiding Principles, but also fully embrace it by respecting a principle of due diligence. A core aspect of human rights due diligence principle as defined by the UN Guiding Principles is meaningful consultation with affected stakeholders, transparency and accountability. Accountability means ensuring that ICANN is answerable for its actions. ICANN has the duty to explain, clarify and justify its actions. Transparency is also a necessary pre-condition for the exercise of accountability since without access to clear, accurate and up-to-date information, it is impossible to judge whether the desirable standard has been met. Human rights are objective and internationally agreed upon with solid reasoning to clarify and justify behaviour. They provide a workable framework for checks and balances for the accountability system of ICANN. A Human Righst Advisory Council would ensure that there is consistency in the discussion of human rights related issues and would thus also provide more stability in the policy making process. A more attentive approach towards human rights protection could help to create an accountable and transparent way of fulfilling ICANN’s public interest role, 
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