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Executive Summary
During the last year/Since ICANN 52 meeting in London in June 2014, 
there have been active cross-community discussions about Human Rights and ICANN, and the continuous dialogue suggests a growing need to structuralize them. This report focuses on the corporate and social responsibility (CSR) of Internet Corporation for Assigned Names and Numbers (ICANN) to respect human rights. It applies the UN Guiding Principles on Business and Human Rights
 to the specific context of ICANN. Recognizing the special nature and complexity of ICANN’s multi-stakeholder governance structure, it is intended to help ICANN ‘translate’ and operationalize respect for human rights into its own policies and procedures. The report makes practical recommendations and offers various examples of how to put the principles into practice. It does so in accordance with the terms of reference of the Cross Community Working Party on Corporate and Social Responsibility of ICANN to Respect Human Rights (see Annex). 

In particular, the Report recommends that ICANN should also have proven commitment to respect for human rights in all of its practices. Respect for human rights via effectively implemented policy are fundamental in ensuring that its international, bottom-up and multi-stakeholder operating model remains effective. 
 The mechanisms through which ICANN can achieve respect for human should be built into every level if its organization and mandate – beginning with its Bylaws, detailing in its Human Rights Framework and Principles (should be adopted by ICANN’s Board)
 and reinforced in ICANN’s Strategic and Operational Plan. Furthermore, improving ICANN’s respect for human rights must be an ongoing priority of ICANN’s regular Organizational Reviews.

Tthis work builds upon and continues the dialogue on the human rights responsibilities of ICANN initiated by the Council of Europe report published in June 2014,
 and the ARTICLE 19 report published in February 2015.
 Whereas the Council of Europe report explored the duty of governments to protect human rights, ARTICLE 19 report ‘ICANN’s Corporate Responsibility to Respect Human Rights’  introduced a new dimension to these debates by highlighting on the duty of corporations to respect human rights, based on the UN Guiding Principles for Business and Human Rights. This report aims to go beyond that earlier work and operationalize those principles into specific steps which ICANN should take could incorporate CSR-HR principles into its procedures. It builds on the Interpretative Guide developed by the Office of the UN High Commissioner for Human Rights
 as well as the EU Commission’s ICT Sector Guide on Implementing the UN Guiding Principles on Business and Human Rights.
 It seeks to clearly highlight the key steps expected of ICANN, from setting its commitment to respect human rights, to identifying and addressing the human rights-related risks, to establishing remedy mechanisms.
Recommendations
Having regard to the specifics of ICANN multi-stakeholder governance structure and already existing policies and mechanisms that are relevant to respecting human rights, as well as ICANN’s mission to operate for the interest of the whole Internet community, the report recommends that ICANN should build respect for human rights into every level if its organization and mandate:

· beginning with its Bylaws, 

· detailing in its Human Rights Framework and Principles (should be adopted by ICANN’s Board)
 ,and 

· reinforced in ICANN’s Strategic and Operational Plan. 

· improving ICANN’s respect for human rights must be an ongoing priority of ICANN’s regular Organizational Reviews.

1. On commitment and embedding level:  

· Commit itself to a policy on human rights;

· Set up an internal human rights body, 

· Subject its work and ICANN policies generally to regular (bi)annual external reviews; 

· align existing policies and procedures with human rights.

2. On due diligence level: 
· Produce an externally audited annual report on human rights issues and implications within ICANN policies and procedures;

· Commission external (bi)annual reports on human rights with clear recommendations;
3. On remediation level: 

· In accordance with Article IV – Section 4 of ICANN’s Bylaws,
 strengthen the capacity and increase resources (staff, in particular) 
of the Office of ICANN Ombudsman, which could effectively deal with remediation procedures and complaints in case of  human rights implications/violations; and assistance on human rights issues to ICANN staff and community;
Finally, the report recognizes that implementing respect for human rights across ICANN’s policies and procedures is a complex process, requiring continuous commitment and resources. We also recognize that ICANN may not always be in control of all the circumstances in which it operates, and/or those circumstances may change rapidly and serious human rights-related issues may arise. Implementation of the Guiding Principles is therefore, a continuous process of learning and improvement. 
‘One of the greatest ironies of this period in history is that, just as technology remakes our world, the need to maintain the human dimension of our work, and a company’s sense of its social responsibility, is growing at an equally rapid pace. Harmonizing economic growth with the protection of human rights is one of the greatest challenges we face today.’ 

Mary Robinson, former United Nations High Commissioner for Human Rights

1. Introduction

The Internet Corporation for Assigned Names and Numbers (ICANN) is a unique non-profit multi-stakeholder body, responsible for the technical management of Internet domain names and addresses. It operates at a global level and creates policies governing the introduction of new generic Top Level Domains (gTLDs) into the DNS, as well as coordinates the assignment of technical Internet protocol parameters and allocates Internet numbering resources
. Domain names and top level domains may entail expressive and communicative elements (e.g. .gay, .sucks, .islam and so on),
 so ICANN’s policies are directly relevant to the right to freedom of expression and freedom of association. Moreover, the relationship between ICANN and the domain name registrars is governed by the 2013 Registrar Accreditation Agreement (RAA), whose data retention and disclosure provisions are relevant to the right to data privacy and data protection. Thus, ICANN’s policies and procedures may substantially interfere with the enjoyment of a range of internationally recognized human rights under the Universal Declaration of Human Rights (UDHR), the International Covenant on Civil and Political Rights (ICCPR) and the International Covenant on Economic, Social and Cultural Rights (ICESCR).

As previously discussed in more detail applying the UN Guiding Principles on Business and Human Rights,
 ICANN – unlike states, as a non-profit corporation - is not required to protect 
human rights under international law.
 Nonetheless, Article 4 of the ICANN Articles of Incorporation states that ICANN is bound to operate “for the benefit of the Internet community as a whole, carrying out its activities in conformity with relevant principles of international law and applicable international conventions and local law”.

Moreover, unlike many corporations, ICANN is a private body which is not a purely economic organ seeking profit because it is a non-profit corporation with a mandate to  ‘operate for the benefit of the Internet community as a whole.’

Operation for the benefit of the Internet community as a whole includes an obligation by ICANN to respect for internationally recognized human rights. Whereas according to the UN Guiding Principles, ICANN should not bear the duties to protect human rights that belong to the states, it nonetheless has a baseline responsibility to respect human rights. Whereas governments have a prerogative to define the scope of legal compliance with human rights for the corporations in the national settings, the broader scope of this baseline responsibility is also defined by what has become known as the corporate (and) social responsibility (CSR) to respect human rights. 
This report aims to make practical recommendations for ICANN on how to implement CSR policy to respect human rights, conduct human rights assessments, and where such human rights mechanisms could be located within ICANN’s 
policies and processes
. This report aims to further an informed cross-community debate on ICANN & human rights within the ICANN community, which will result in tangible policy changes and reforms proposed by the community. In particular, we hope that ICANN will draw upon the guidelines developed here in implementing CSR into specific human rights policies.  

The scope of this report is limited to:

1. specific context of ICANN: its own policies and procedures and to its relationships with relevant third parties, such as registries, registrars, GAC, and so on. 

2. In terms of human rights content it is limited to internationally recognized human rights.

This report is divided into two parts. Part I sets out and explains the concept of CSR and introduces the general as well as Internet-specific CSR frameworks. Part II moves from theoretical overview and explores how human rights policies could be fitted into ICANN policy processes in practice. It sets out eight steps that ICANN needs to takein order to implement CSR principles; as well as a case study of an ICANN policy which needs a human rights assessment – the UDRP. The report concludes with practical recommendations for ICANN. 

PART I  
3. CSR to Respect Human Rights 
Human rights are basic standards of behavior aiming to secure dignity and equality of all human beings without discrimination. They include a range of internationally recognized human rights under the Universal Declaration of Human Rights (UDHR), the International Covenant on Civil and Political Rights (ICCPR) and the International Covenant on Economic, Social and Cultural Rights (ICESCR),
 which this report aims to cover (only internationally recognized human rights). These documents set out a range of rights, including right to freedom of expression, to privacy and to fair trial and due process, among others. 

Various private bodies have become increasingly active in the last decade in understanding and addressing human rights issues related to their policies, activities, and procedures, by recognizing their social and corporate responsibility (CSR) to respect human rights. CSR is generally understood and defined as the obligation of private companies and non-governmental bodies to make decisions and pursue certain policies that are in line with the objectives and values of our society.
 The acceptance and fulfillment of responsibilities by private actors is mainly determined by ethical considerations, and maintaining good relations and public image..
 Some classical CSR pioneers though claim that ‘‘social responsibility begins where the law ends. A firm is not being socially responsible if it merely complies with the minimum requirements of the law, because this is what any good citizen would do.’’

The concept of CSR, including the respect for human rights, has become increasingly used as metrics to measure the overall performance of various organizations, and thus, many companies have embraced CSR principles to score well on those metrics, and maintain high degree of stakeholder trust. On the other hand, those private companies that do not embrace CSR to respect human rights face potential lawsuits, reputational harm and loss of stakeholder trust. In many ways, CSR enables private bodies to do less than what they would otherwise be required to do by law; by showing that they are good ‘citizens’. Adopting the CSR also keeps the threat of regulation at bay and increases a chance of good relationships with various stakeholders and regulators.  
Due to continuous globalization, CSR has become an international issue
, which has been debated and defined at various international forums.  
The importance of global CSR at the widest international level was for the first time underlined before the UN Guding Principles were endorsed, back in 2007 in the United Nations Global Compact summit when the Geneva Declaration was adopted.
 The UN Global Compact is a strategic policy initiative for businesses committed to CSR.
 With over 12,000 corporate participants and other stakeholders from over 145 countries, it is the largest voluntary CSR initiative in the world. By participating in the UN Global Impact and adhering to the standards set in there, ICANN thus would join the largest global initiative and prove that it is capable of self-regulation in the area of human rights. Ability to effectively self-regulate is an important factor for maintaining trust by the governments. Governments do have a duty to protect human rights, including when they participate in the multi-stakeholder settings such as ICANN; and thus if states feel that certain issues, for which they also have responsibilities, are not effectively self- regulated by ICANN, they might want to decrease the level of independence currently enjoyed by ICANN. 
As earlier introduced in previous ARTCILE 19 report, the UN Guiding Principles, known as the ‘Protect, Respect, and Remedy’ framework, were unanimously adopted by the United Nations Human Rights Council in June 2011. These principles were developed over six years by Professor John Ruggie after extensive consultations with both the public, private and non-governmental sectors from all the continents, and have gained a very broad support and acceptance. Several important international CSR standards, adopted later, such as the OECD Guidelines for Multinational Enterprises, released in 2011;
 as well as ISO 26000 Standard for social responsibility.
draw directly on the Guiding Principles. This suggests a strong convergence around the UN Guiding principles, and in practice it means less of conflicting standards and more consistent human rights expectations for ICANN. 
While the general CSR principles are useful, civil society, governments and private sector companies have long been working to operationalize the general CSR principles into industry-specific standards, which would address industry-specific needs and against which companies can measure their activities and chart their progress. 

Since the Internet challenges a lot of traditional legal concepts, such as jurisdiction, and territoriality, ICT companies may have to adopt different modes of operation on several dimensions: 

1) firstly, CSR articulates that such companies are to follow the laws where they operate (similarly, Article 4 of ICANN Articles of Incorporation provide that ICANN is required to comply with  local laws);

2) secondly, multinational companies must do more than follow the laws of the country of the head office; they also need to integrate the laws of the host country into the decision-making process, e.g., banning hate speech even where this is not required, as is the case in the USA (again, Article 4 of ICANN Articles of Incorporation);

3) thirdly, they need to ignore the laws of the host country where the laws are manifestly unethical. This is the case, e.g., when the law is aimed to censor free speech or certain groups because of their race, culture or religion. 

Therefore, ICT companies face a lot of complex issues related to the specifics and respect for national laws across the world. Taking into account these issues, in recent years Internet-specific CSR initiatives have also emerged which are based on the respect for internationally recognized human rights norms, rather than based on any domestic laws (which can be enforced by local bodies). 
Perhaps the most well-know of them is the Global Network Initiative (GNI) - a multi-stakeholder coalition of ICT companies, human rights organizations and academia, launched by Google, Microsoft and Yahoo! in 2008 after coming under fire for assisting government surveillance and censorship in China and other countries. Some other large companies, such as Facebook and LinkedIn, have joined since then. 
 GNI has proved to be a worthwhile effort, which has influenced policies of many non-member ICT companies. Joining GNI might be a useful starting point for ICANN, both because it would be able to exchange the best practice examples and experiences from big ICT companies
. 
 
Within the framework of the Internet Governance Forum, an Internet Rights & Principles Coalition has been created with the mission to “to make rights on the Internet and their related duties, specified from the point of view of individual users, a central theme of the internet governance debate held in the IGF context”.
 The Internet Rights & Principles Coalition has compiled a list of ten key Internet rights and principles, rooted in international human rights standards, which derive from the Coalition’s emerging Charter of Human Rights and Principles for the Internet.
 

An example of a civil society initiative aimed at engaging with the Internet companies and strengthening their CSR obligations is the Silicon Valley Standard, initiated by Access and adopted 2011.
 Another important Internet-specific CSR initiative, aimed at increasing private sector CSR obligation to respect human rights is the Ranking Digital Rights (RDR) is focused on developing a system to assess, compare, and publicly rank the world’s most powerful ICT companies on free expression and privacy criteria.
 
 
RDR states that it is of a broader scope than the Global Network Initiative, in that RDR is able to evaluate ICT companies policies that have not yet ‘opted in’ any particular CSR framework.
 RDR has set itself a goal for ‘setting out a clear pathway for companies to improve their policies and practices affecting freedom of expression and privacy through concrete, measurable steps’ and ‘to make it easier for companies to take the recommended actions rather than asking them to come up with the answers on their own.’
 Since the project is on-going, RDR will release the results of a full ranking of global Internet and telecommunications companies in late 2015.
 
All these Internet specific initiatives have been created to provide direction and guidance to the ICT industry and its stakeholders in protecting and advancing the enjoyment of these human rights globally. These initiatives are particularly relevant for ICANN, taking into account its global responsibility for the technical management of Internet domain names and addresses. Some of the Internet specific initiatives not only provide direction and guidance, but also adopt a more confrontational approach based on ‘naming and shaming’ - such as the RDR, which will potentially evaluate ICANN’s human rights policies and publish its score in publicly available rankings in 2015.  

While the CSR frameworks provide general principles on businesses and human rights, it is up for ICANN to make individual policy decisions on how to best implement the principles and operationalize them into specific human rights policies and procedures. This also includes the extent to which ICANN is willing to comply with the requests from states and governments – irrespectively whether they pursue Western-focused security interests, such as the intelligence units of Western States, or authoritarian goals and objectives, that might be in contradiction to the internationally accepted human rights norms.  Such policy decision on how to best implement the CSR principles to respect human rights, is a difficult one, and this reports intends to assist ICANN by providing a step-by step guide. The following part of this report will elaborate ICANN-specific implementation guidelines. 
PART II
3. Integrating Respect for Human Rights  into ICANN Policies & Operation s
To implement CSR to respect human rights ICANN needs to develop appropriate internal structures and take steps throughout its business operations to ensure that the human rights commitments are incorporated into ICANN’S analysis, decision-making procedures and operations. 

The purpose of this part is to: 

• Describe a set of core elements which constitute compliance with the CSR principles. 
• Provide ICANN with guidance on how to implement the principles. 

As the ICT-Sector Guide explains,
 
these core elements of the CSR to respect human rights are (they will be discussed in more detail below):

1. A human rights policy commitment and process for embedding that commitment into ICANN’s culture and operations (initially, such commitment must be first made at the highest level of corporate structure - ICANN Board,- followed by the whole ICANN community, who should commit and embrace);

2. Human rights due diligence, which consists of: 

· Assessing actual and potential human rights impacts (both internal (by created human right body) and external (by independent expert body) human rights impact assessments);

· Integrating the findings to prevent and/or mitigate the impacts (ICANN Board);

· Tracking how effectively impacts are addressed and dealt with via the established remediation mechanism (created human rights body);

· Communicating how impacts are addressed (created human rights body). .

3. Remediation: the procedure to address the human rights impacts it has caused. 

The following sections will overview these core elements one by one and will propose concrete ICANN-tailored actions that ICANN should take in order to implement the  CSR to respect human rights, based on these core elements and highlighting the structural and procedural considerations, and addressing the specifics of ICANN multi-stakeholder governance model. 

Step – by Step - Guide
So how and where ICANN should start? 

1.Commitment and Embedding Respect for Human Rights
UN Guiding Principles first of all requires a human rights policy commitment, needs to be approved, articulated, communicated both internally and externally, and reflected in ICANN policies, procedures and practices in order to embed respect for human rights within ICANN. 

As clearly articulated in the ICT-Sector Guide,
 the first core elements require these steps, that will be explained in more detail below
:

1.  Defining the Content of Human Rights Policy Commitment

2. Developing the Policy Commitment

3. Communication the Policy Commitment.

4. Alligning Internally with the Policy Commitment

5. Applying the Commitment to Business Relationships

To make this first core element a reality, ICANN Board firstly needs to incorporate the impact of ICANN’s operations on human rights into the Board’s review of the whole ICANN model. In particular, the Board should: 

· Approve the commitment to human rights policy and communicate it;

· Review human rights risk within the overall risk management review process.

· Participate in human rights risk training as part of overall Board education.

· (At a later stage) Receive and evaluate regular reports from dedicated staff and management (or consultants, just how they do now) 
on how the commitments laid out in the Principles are being implemented. 

A dedicated human rights body under the direction of a senior member of staff, must be created, which would include active participation of senior management (or even member(s) of ICANN Board), to coordinate and lead the implementation of the CSR principles. This team may build on existing internal ICANN structures, such as,e g., Accountability and Transparency Review Team, if ICANN community and Board would find it suitable to extend its mandate after consultation. Otherwise, if agreement cannot be reached on the suitable existing policy mandate, a new structure must be created after consultation with community. 

Development of a draft human rights policy should involve key representatives of various constituencies, because they can help ICANN board to understand how the policy will be seen those constituencies and communities. 
 This team would then initiate a community consultation process on the contents of the human rights policy, which, once adopted, should be communicated to all ICANN staff  through the ICANN intranet, and integrating ICANN’s commitment to the CSR-HR principles through staff training and/or orientation programs. This should also apply to community and various ICANN constituencies, and should also be communicated within the context of, e.g., ICANN NextGen, ‘newcommer’s programme, and Fellowship programmes. In addition, the dedicated/established ICANN human rights team should also provide more detailed training for those ICANN staff and community members who are most likely to face human challenges, based on the human rights impact assessments (once they are conducted). This may include staff in audit, compliance and legal staff. Where appropriate and feasible, the orientation and training programs should also be provided to employees of relevant related parties such as registries, and registrars.

Embedding the human rights policy also means aligning existing policies with human rights. ICANN has various existing processes and procedures that incorporate aspects of human rights, even if not expressed in human rights language, and these should be consistent with human rights policy. In the ICANN context, this might especially include the RAA, Whois, and the UDRP in particular. 

Final step of the embedding human rights policy involves application of human rights commitment in its business relationships with third parties, and this could be done by including human rights provision in the contractual agreements that ICANN enters to.  
2. Human Rights Due Diligence
As explained in the ICT-Sector Guide
,
 
human rights due diligence is an on-going processes through which companies ‘know’ and ‘show’ that they are respecting human rights in practice. Human rights due diligence helps companies to understand how its human rights-related risks can change over time and how to respond. Therefore, it could provide means for ICANN for looking at both external and internal factors that may raise human rights risks, as well as resources that can help address them.  Due diligence element, for example, requires ICANN to documenting governments’ demands related to issues that might affect human rights. To comply with this requirement, a sufficiently senior member of the ICANN management (perhaps the same one coordinating the human rights team – or even a member from the Board) should be made responsible for overseeing and documenting the governments’ demands implicating human rights (e.g., access to personal data). That dedicated member should be ready to provide access to this documentation to the relevant supervisory authorities, such as the national data protection authorities.  

Human rights due diligence also requires the establishment of written detailed procedures that will ensure consistent implementation of human rights policies and document compliance with these policies. ICANN Board should order regular internal reviews (every 6-12 months), and (less frequent) external reviews (every 12 – 24 months) of this documentation. 

Human rights due diligence element consists of human rights impact assessments, as well as integration of the findings of the assessments and tracking and communicating how those impacts are assessed. This requires a development of standard ICANN human rights impact assessments, which should be used by ICANN regularly to identify circumstances when human rights may be jeopardized or advanced, and develop appropriate risk mitigation strategies when: 

• Reviewing and revising internal procedures for responding to government demands for user data or content restrictions in specific countries;
• Dealing with country requests from GAC related to new gTLDs (e.g. .islam; .xxx), particularly those countries, where freedom of expression and privacy are not well protected. 
• Reviewing the policies, procedures and activities of relevant related parties, such as registries, registrars and
….. for protecting human rights as part of its corporate due diligence process. 
• Developing new ICANN policies and procedures, or re-designing old ones (as, e.g., current reform of the Whois). 

The human rights impact assessments in ICANN should be undertaken to different levels of detail and scope depending on the purpose of a specific impact assessment in question.  These different purposes include, e.g., measuring impact of an existing procedures or ex ante measurement of potential future impact of a new policy). 
Thus, ICANN has certain flexibility as to the scope and detail of human rights assesments, however, ICANN should: 

• Prioritize the use of human rights impact assessments for policy and procedural areas that are identified by the ICANN Board as presenting the greatest risk to human rights
, such as, e.g, Whois, RAA, UDRP, introduction of the new gTLDs. Identification of the most problematic should occur either via regular human rights reviews (at regular intervals, when reviewing the whole ICANN model) by the ICANN’ Board, which should consider the impact of ICANN’s operations on human rights into its review of the whole ICANN model. 

• Update human rights impact assessments over time, such as when there are material changes to human rights laws (e.g, no protection for homophobic speech under rights to free speech), or ICANN’s policies (such, e.g, current revision of Whois).  
• Draw upon resources from civil society, government bodies, international organizations, and the CCWP and its materials developed as part of this multi-stakeholder process, in particular. 
• Integrate the findings of the human rights assessments into ICANN processes.  
• Focus on other relevant related parties that are involved in ICANN’s processes and activities in a manner that materially affects ICANN’s role in respecting human rights.

Communicate the findings and how the human rights impacts are assessed.  

Remediation for Human Rights Impacts/Implications
The final core element requires the establishment system of remedies when practices that are inconsistent with the CSR principles in question are identified, including meaningful steps to ensure that such inconsistencies do not recur.

The remediation mechanism could also be integrated into the role of the Ombudsman, which ICANN already has established within its structure. However, taking into account the size and the complex multi-constituency system of ICANN, such office arguably cannot constitute of one person, as it currently stands. The current Ombudsman has also himself highlighted the problem of under-resourced and under-staffed office,
 thus it would be desirable for the created ICANN human rights team to revise the structure/management of the Ombudsman office, and potentially increase its size and resources. 
The ICANN remediation system could also be based on a model similar to that of the ICANN Uniform Dispute Resolution Procedure, where different parties are given time and notice, and could respond to the CSR-HR ‘inconsistency’ claim. The extended and strengthened role of Ombudsman in remediation process seems to be the most natural solution, especially for internal matters (whereas the human rights impact resolution system (based on the working- model of the UDRP) could be used for external matters.  The most suitable model – both for internal and external remediation should be chosen after consulting the community. 

Remediation also requires whistle-blowing mechanisms (if not yet in place for general issues), or other secure channels through which ICANN staff and other stakeholders can confidentially or anonymously report violations of the human rights policy without fear of associated punishment or retribution. This role indeed could be taken up by the office of Ombudsman, which ICANN already has established within its structure. However, as noted above, the office of Ombudsman first of all needs to be given more resources to have any effectiveness in practice. 

4. Areas Needing Human Rights Impact Assessments – A case study on the UDRP -.( No longer sure, if it would fit here this time, lets ask others

4.1.Introduction on the UDRP and Human Rights Issues
Today, most domain name dispute proceedings are carried out by five dispute resolution service providers
 under the ICANN’s Uniform Domain-Name Dispute-Resolution Policy (‘UDRP’). It was the first-ever Consensus Policy developed by ICANN to be binding on its accredited Registrars, and as a form of mandatory administrative proceeding is currently the only non-judicial, global standard dispute resolution policy for trademark-related disputes.
 The UDPR’s worldwide application eliminates confusion and adds degree of predictability to the field, as opposed to a fragmented international system consisting of different regimes.
 It is applied to gTLDs, ccTLDs in many countries throughout the world and allows trademark holders with domain names in several countries to adjudicate them simultaneously.
 While the UDRP provides a much faster and cheaper dispute resolution mechanism than traditional litigation, it is also deeply problematic from a human rights perspective. In particular, it tends to be biased in favour of trademark holders at the expense of free speech, its rules of procedure fall short of international standards on the rights to a fair trial and an effective remedy and may lead to unlawful deprivation of property. 

Human rights and constitutional concerns around the UDRP are felt in many countries, and this is best evidenced by the new French statute reforming domain name dispute resolution, which suspended application of the UDRP to .fr domain names pending approval of a new policy by the Minister of Communications.
 This calls into question not only the future of the UDRP with respect to .fr domain names, but also the future viability of the UDRP as a whole. Two types of concerns around the UDRP can be distinguished: substantial and procedural, and they will be discussed in turn. 

4.2.Substantive Concerns: Freedom of Expression

4.2.1. UDRP Policy
Substantively, the UDPR requires that a complainant establish: 1) that the domain name is identical or confusingly similar to the trademark or service mark in which the complainant has rights, 2) that the defendant has no rights or legitimate interests in the domain, and 3) that the domain name was registered and used in bad faith.
 Similarly, the UDRP offers a non-exhaustive list of four factors to be considered in determining whether a domain was registered in bad faith, including circumstances indicating that: 1) the defendant registered or acquired the domain primarily for the purpose of selling the domain to the trademark holder or some third party, 2) the defendant registered the domain to prevent the trademark holder from reflecting the mark in a corresponding domain name, 3) the defendant registered the domain primarily for the purpose of disrupting the practices of a competitor, and 4) the defendant used the domain specifically to cause confusion in an attempt to attract consumers to the defendant’s web site.

                            4.2.2. UDRP Implications for Free Speech
Each of the substantial elements of the UDRP that a complainant must establish in order to prevail, and the panel decisions on each element, have implications for the right to freedom of expression, which is one of the classic fundamental rights laid down in the constitutions of many countries and in many international treaties, including Article 19 of the Universal Declaration of Human Rights and, Article 19 of the International Covenant on Civil and Political Rights. 
The first element that a complainant must prove is that the “domain name is identical or confusingly similar to a trademark or service mark in which the complainant has rights.”
 Panel decisions adopted a very broad interpretation of “confusingly similar.” This can be illustrated by the string of “sucks” cases adjudicated by UDRP panelists. In several cases, the respondent registered a domain consisting of a popular trademark followed by the word “sucks,” such as “philipssucks.com.”
 A majority of the panels found that such domains violate the UDRP
 though the reasoning varied somewhat among panels. Firstly, a domain name was declared confusing similarity where the domain name included the trademark, regardless of any other terms included in the domain name.
 Secondly, a domain name was found confusing similar on the basis that it could reasonably be confused with the trademark holder’s official complaint site.
 The reasoning was that non-English-speaking consumers could be confused by the use of the term “sucks.”
 Just a minority of panelists found no confusing similarity because the term “sucks” served as a clear indication that the domain was not affiliated with the trademark.
 

This broad construction of the “confusingly similar” element may conflict with the right to freedom of expression under which you have the freedom to express yourself online and to access information and the opinions and expression of others. This includes political speech, views on the religion, and opinions and expressions that are favorably received or regarded as inoffensive but also those that may offend, shock or disturb others. Although a conservative argument could be made that the domain name holders could have exercised their freedom of expression by selecting a different, ‘not confusingly similar’ domain name, but this approach has a chilling effect on legitimate criticism and removes the protection where it is most relevant. 
The second element that a complainant must establish under the UDRP is that the respondent has “no rights or legitimate interests in respect of the domain name.”
 As Ben Norton sets out, “panel decisions tend to be heavily colored by their determination of the first element.”
 Once a panel finds that a domain name is confusingly similar to a trademark or service mark, the panelists tend to assume that the respondent has no rights or legitimate interests in the domain.
 Even in case of a legitimate interest in criticizing the complainant’s company or brand, UDRP panels tend to hold that the use of a confusingly similar domain name cannot be a legitimate use because the registrant could have exercised that right in a way that did not create confusion.
 The panelists reason that the respondent could have exercised their right to freedom of expression by registering a domain that did not create a likelihood of confusion.
 The first element, whether it is ‘confusingly similar’, which is as set out above, from a human rights perspective not based on a fair balance, is conclusive of the second ‘whether there is a legitimate interest’. As a whole this is at odds with the right to freedom of expression under international human rights treaties.

The third element under the UDRP is that a complainant must establish bad faith.
  Generally, the fact that the respondent is not actually using a domain name is evidence of a bad faith registration. The reasoning is that a lack of use indicates that a respondent simply registered the domain name to later sell it to the trademark owner.
 In less clear cases, panels tend to treat these three elements as factors and decide the case in favor of the complainant when any two of the three favor the complainant.
 However, this undermines the fair balance that is trying to be sought by the UDRP rules that explicitly state that “the complainant must prove that each of these three elements is present.”
 

These developments clearly involve human rights considerations and come at the expense of freedom of expression.  
3.1.  Procedural UDRP Concerns
Two types of concerns on the procedural level of the UDRP can be highlighted. Firstly, the parties disagreeing over domain names under the UDRP procedures can freely chose any law to be applied to the dispute without any rules set in advance (legally speaking, no choice-of-law rules in the adjudication policies) Secondly, there is a lack of due process safeguards in the process governing the adjudication of dispute and no mechanism to appeal the decisions within the UDRP. 

4.1.1. Lack of Choice-of-Law Rules 
Since the Internet has no territorial boundaries, it challenges traditional concept of territorial state jurisdiction (whereby national law is applicable in the territory of a nation state). All the transactions occurring in the digital sphere thus require specific rules/agreement governing the choice-of law in case of a dispute. Normally, such rules are stipulated in the contractual policies that govern e-commerce, social networking and other sites online.  Contrary to this established practice, UDRP lacks the choice-of-law rules in the UDRP, which may lead to a biased selection of laws by the panelists that are more favorable to trademark holders. Instead of directing panelists to apply particular laws, the UDPR stipulates the freedom to apply ‘any rules and principles of law (…)

deem[ed] applicable.’
 Given the influence of trademark holders and the fact that they generally pay the panelists’ fees, the current rules governing choice-of-law within the UDRP thus might favor trademark holders over the domain name-only holders, and in turn, lead to erroneous deprivations of property. Right to property is a human right, recognized in international instruments, such as the UDHR, and ECHR. The implications of the UDRP policies on this right will be discussed below.  

4.1.2. Lack of Due Process Safeguards & No Appeal Mechanism
Secondly, the UDRP policy rules require the complainant to file a complaint with the forum, and the forum then forwards a copy to the respondent.
 Notice is considered effective from the time the complaint is sent to the respondent, rather than the date that the respondent actually receives notice. The respondent has twenty days to respond,
 and if s(he) fails to do so, the panel will decide the case based on the complaint, even if the respondent had not actually received the complaint at that time.
 These problems are exacerbated by the fact that the UDRP does not contain any mechanism for appeal of a panel’s decision.
 Instead, a respondent must file a lawsuit in a court of competent jurisdiction to challenge a panel’s decision.
 

4.1.3.UDRP Implications for Due Process, Property Rights and Effective Remedy
A combination of these procedural factors in the UDRP raise serious issues and lead to human rights violations as laid down in international human rights instruments, such as the Universal Declaration on Human Rights, the International Covenant on Civil and Political Rights, and the International Covenant on Economic Social and Cultural Rights.
 

· Property Rights in Domain Names

Since the UDRP involves the challenge or the transfer of a domain name from one party to another,
 the legal basis of domain names becomes particularly important. Despite of the fact that ICANN’s new gTLD agreement explicitly foresees that it shall not be construed as establishing or granting any property ownership rights or interests in the TLD string,
 domain names are nonetheless classified as property rights in certain jurisdictions, such as USA and Canada,
 as well as international tribunals, such as the ECtHR, has ruled that domain registrations can constitute property or ‘possession,’
 In the same vein, the USA Court of Appeals Ninth Circuit, held that a domain name is intangible property because it satisfies the three-part test for the existence of a property right: namely, domain names are an interest capable of a precise definition; domain names are capable of exclusive possession or control; and they are capable of giving rise to a legitimate claim for exclusivity.
A detailed analysis of the legal and semantic differences between the different concepts of ‘property rights’ across the world is beyond the scope of this short paper/report, suffice it to say that domain names can be classified as property rights in many jurisdictions.
 

· Due Process & Fair Trial

As property rights, domain names are subject to both substantive and procedural due process rights, as required by international human rights treaties and instruments. In civil matters, as is the case with the UDRP, due process rights under Articles 10 UDHR, Articles 14 and 16 ICCPR (safeguarding right to fair trial) and Article 17 of the UDHR (safeguarding property rights) require States to provide access to court for individuals bringing claims against one another and against the state; and ensuring that the resulting trial is fair. Human rights law requires that the proceedings taken as a whole should be fair and complied with the speciﬁc safeguards which involve, inter alia, the existence of accessible, foreseeable, proportional legislation (or in this case of ICANN – an accessible, foreseeable binding policy) as well as an open leading of evidence, an impartial, independent and competent court, the equality of arms of the parties. In this regard, lack of an opportunity to appeal panel’s decision in the UDRP procedures not only may violate due process rights, as well as a right to an effective remedy, but also has the bizarre effect of forcing the owner of a domain name to file a lawsuit to retain a property right.
 

4.4. Conclusion on UDRP 
Human rights and constitutional concerns around the UDRP are felt in many countries, and this is best evidenced by the new French statute reforming domain name dispute resolution, which suspended application of the UDRP to .fr domain names pending approval of a new policy by the Minister of Communications.
 This calls into question not only the future of the UDRP with respect to .fr domain names, but also the future viability of the UDRP as a whole. The French case may serve as a warning sign of the potential dangers that may occur if the UDRP is not reformed and re-designed to bring in line with domestic laws. More countries may follow the French example and adopt their own rules; and this would eliminate the uniformity that makes the UDRP valuable.

As it is currently administered, the UDRP may violate constitutional protections over freedom of expression, due process, and lead to the unlawful deprivation of property. These are not merely technical violations, but rather indications that the system lacks the basic fairness that these provisions are designed to ensure. The current system needs to be amended to address these issues, or other countries may follow France’s example and create independent systems. If that were to occur, it would undermine the uniformity of the UDRP and severely increase the costs of dispute resolution. The inclusion of human rights baseline into the UDRP processes could rectify the current situation. 

More emphasis on due process rights is particularly desirable in order for ICANN to fulfil its global public interest role and guarantee human rights protection. Due diligence principle as defined by the UN Guiding Principles requires meaningful consultation with affected stakeholders and in the context of ICANN, this includes ensuring that domain name owners have meaningful information and transparency about how the transfer of the domain names is conducted, what are the safeguards, how can they appeal the decisions, so that they are able to raise concerns and make informed decisions. 

5. Conclusions and Recommendations

Lasting protection of human rights needs a combination of solid governmental support and committed corporate action. ICANN does not operate in a vacuum, and its relationship to the society can be described a critical factor in its ability to continue to operate effectively for the benefit of the whole Internet community. Upholding norms of CSR would increase public confidence and benefit both its own image and as well as the society in which it operates. Indeed if ICANN wants to continue enjoying its independence from the governments, it needs to show that it is capable of self-governing, including in the area of human rights. 
It is up to ICANN community as a whole to decide what exact human rights management system is most suitable for its own governance model
, however, whatever responsible steps ICANN takes, it is imperative that these steps should be transparent, and communicated to the various constituencies, communities and the public. We hope that this report will be instrumental in assisting ICANN to take the proactive steps needed to implement the CSR to respect human rights. 

Recommendations
Having regard to the specifics of ICANN multi-stakeholder governance structure and already existing policies and mechanisms that are relevant to respecting human rights, as well as ICANN’s mission to operate for the interest of the whole Internet community, the report recommends that ICANN should build respect for human rights into every level if its organization and mandate:

· beginning with its Bylaws, 

· detailing in its Human Rights Framework and Principles (should be adopted by ICANN’s Board)
 ,and 

· reinforced in ICANN’s Strategic and Operational Plan. 

· improving ICANN’s respect for human rights must be an ongoing priority of ICANN’s regular Organizational Reviews.

4. On commitment and embedding level:  

· Commit itself to a policy on human rights;

· Set up an internal human rights body, 

· Subject its work and ICANN policies generally to regular (bi)annual external reviews; 

· align existing policies and procedures with human rights.

5. On due diligence level: 
· Produce an externally audited annual report on human rights issues and implications within ICANN policies and procedures;

· Commission external (bi)annual reports on human rights with clear recommendations;
6. On remediation level: 

· In accordance with Article IV – Section 4 of ICANN’s Bylaws,
 strengthen the capacity and increase resources (staff, in particular) 
of the Office of ICANN Ombudsman, which could effectively deal with remediation procedures and complaints in case of  human rights implications/violations; and assistance on human rights issues to ICANN staff and community;
Finally, the report recognizes that implementing respect for human rights across ICANN’s policies and procedures is a complex process, requiring continuous commitment and resources. We also recognize that ICANN may not always be in control of all the circumstances in which it operates, and/or those circumstances may change rapidly and serious human rights-related issues may arise. Implementation of the Guiding Principles is therefore, a continuous process of learning and improvement, which requires an initial commitment. 
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�	 	See � HYPERLINK "https://www.icann.org/resources/pages/reviews-2012-02-25-enin"��https://www.icann.org/resources/pages/reviews-2012-02-25-enin� explaining that: ‘As part of ICANN's ongoing commitment to its evolution and improvement, Article IV - Section 4 of ICANN's � HYPERLINK "https://www.icann.org/en/about/governance/bylaws"��Bylaws� contains provisions for 'periodic review of the performance and operation of each Supporting Organization, each Supporting Organization Council, each Advisory Committee (other than the Governmental Advisory Committee), and the Nominating Committee.' The goal of the reviews is 'determine (i) whether that organization has a continuing purpose in the ICANN structure, and (ii) if so, whether any change in structure or operations is desirable to improve its effectiveness.'
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�	 	Article IV - Section 4 of ICANN's � HYPERLINK "https://www.icann.org/en/about/governance/bylaws"��Bylaws� contains provisions for 'periodic review of the performance and operation of each Supporting Organization, each Supporting Organization Council, each Advisory Committee (other than the Governmental Advisory Committee), and the Nominating Committee.' The goal of the reviews is 'determine (i) whether that organization has a continuing purpose in the ICANN structure, and (ii) if so, whether any change in structure or operations is desirable to improve its effectiveness.'





�Chose or delete both. 


�I could not call it an extension of his role, it is his role, except he is ONE person, and since there is no policy complain to him/deal with – currently he does not really execute it. 


�Included IANA functions.


�This is Ruggie’s difference: protect vs respect. States – protect, corporations – respect. 


�Here, I included wording from Article 4 to avoid the word ‘public interest’ – I hope this is better 


�Will be re-worded after finishing the paper. 


�This is crucial.


�Still find this argument strange, was CSR first a national issue? 


�Yes, it was when there not so much cross-brder activity, but we can delete ‘due to continouos globalization.’


�This could be cut out, if considered unnecessary, whatever community thinks 


�Would this sound better: ‘Having a closer look at the GNI and its content might be a useful starting point for ICANN because it would be able to exchange the best practice examples and experiences from big ICT companies.’? If yes, replace, if You don’t think any fo them are necessary, just cut out. 


�Not sure, lets deicide together


�Again, lists, rankings and standards that are not enforced. We need a policy with teeth that is enforced strongly. This can only be done in my humble opinion by closely outlining the procedures and ensuring that there is a proper annual analysis and report on issues, and a scan on human rights impact assessment when new policies pass, preferebaly by an expert independent organization. 


�I agree  they are all non-enforceable blah blah, and the same applies for CSR, as long as it is non legally binding. However, in the same vein – annual report might not change much too. E.g,, I read: ‘Many companies produce externally audited annual reports that cover  CSR issues but the reports vary widely in format, style, and � HYPERLINK "http://en.wikipedia.org/wiki/Evaluation"��evaluation� � HYPERLINK "http://en.wikipedia.org/wiki/Methodology"��methodology� (even within the same industry). Critics dismiss these reports as lip service, citing examples such as � HYPERLINK "http://en.wikipedia.org/wiki/Enron"��Enron�'s yearly "Corporate Responsibility Annual Report" and tobacco companies' social reports’ Thus, You know – we rae pursuing a soft approach anyway, - tell me if You .You wish to delete info on all these initiatives, or RDR altogether? 


�So all these recommendations taken from ICT-sector guide


�Ok, I add the note that we explain below. 


�Similar to what Board commissions now on e.g, particular constituencies. 


�Thus, I don’t see how we can simply propose a policy fro them – it will lack legitimacy, consultation as well as ownership. Surely, they can take many of our ideas, but its not the same.


�We need advice on these matters from people who know ICANN very well. 


�Link pls


�Usually I put the link at the end of the sentence, but maybe this is more visible in such way. 


�For Niels: well, this info should be ready for access by national data protection authorities, but no, internal documentation is needed first, so that external oversight would be possible. 


�Community comment needed what could be most relevant


�Explained. 


�What are the different purposes?


�Who would weigh what has greater risk?


�Explained.  


�On limits on Ombudsman, although in theory – this could perfectly work, but need more than just a ‘picture’ of Ombudsman.


�Explained and weighted. 


�Pls do so on the list. 


�This will be elaborated once we decide, on which things to place focus. Currently, it seems most logical, to highlight the core elements. 


�Still too laissez faire? Ok, then we could have the core recommendation at the back too, once we decide the precise wording. 


�I could not call it an extension of his role, it is his role, except he is ONE person, and since there is no policy complain to him/deal with – currently he does not really execute it. 







