[IRT Discussion Draft 4] Privacy and Proxy Service Provider Suspension, De-Accreditation and
Transition Procedure

In consultation with the community, the ICANN organization developed this procedure for
managing notifications to customers who have registered gTLD domain names using an
accredited privacy or proxy service provider that is being suspended or de-accredited, either
voluntarily or involuntarily.

This process was posted for public comment on [date]. The procedure may be periodically
reviewed and amended by ICANN for improvement and operational efficiencies.

Along with the ICANN org’s registrar, registry and privacy/proxy service provider data
escrow, emergency back-end registry operator and contractual compliance programs, this
procedure is intended to enhance protection of registrants and customers of privacy and/or
proxy services; it is not intended to generate funding for the ICANN org.

1. Introduction
1.1 Upon a termination or expiration of a privacy or proxy service provider’s

accreditation agreement, Registration Data Directory Service records that include
the provider’s contact information to conceal underlying customer data are
considered inaccurate, triggering registrar obligations to correct the inaccuracy(s)
or suspend the name, pursuant to the WHOIS Accuracy Program Specification of
the 2013 Registrar Accreditation Agreement (RAA) and [insert section of PP Policy,
currently Section 4.3] of the Privacy and Proxy Service Provider Accreditation
Agreement (PPAA)

1.2 Final Recommendations developed by the Privacy and Proxy Service Provider
Accreditation Issues Policy Development Working Group directed that reasonable
safeguards to ensure that a customer’s privacy is adequately protected upon a de-
accreditation of a customer’s privacy or proxy service provider—including when
transfer of a customer’s domain name(s) is involved—should be integral to the
rules governing the de-accreditation process.' The Final Recommendations said
that customers should be notified in advance of a privacy or proxy service
provider’s de-accreditation.

PPAA, ICANN may, in ICANN'’s sole discretion, upon delivery of a notice pursuant to
Subsection 5.7.2 of the PPAA, elect to suspend provider’s accreditation and ability to
provide the services for any new registrations following the delivery of such notice for a
period of up to twelve (12) months following the effectiveness of such suspension.
Suspension of a provider does not preclude ICANN'’s ability to issue a notice of
termination in accordance with the notice requirements of Section 5.6 of the PPAA.

2. Customer Notifications in the Event of De-Accreditation

! See Final Report, p. 17.
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2.1 When a privacy or proxy service provider is de-accredited, either voluntarily or
involuntarily, the provider must send a written notification to each of its customers via
email at least [30 calendar] days prior to the effective date of the termination of the
PPAA with ICANN.

and Proxy Service Provider Accreditation Agreement, the provider must send a written
notification to each of its customers via email pursuant to the timeline designated by
ICANN.

2.3 The provider must send ICANN a copy of this written notification and confirmation
that the notification was distributed to each impacted customer.

2.4 The written notification to each customer must state, in clear and conspicuous terms,

that:
2.4.1 The provider will no longer be accredited by ICANN to offer privacy and
proxy services, effective [insert effective date].
2.4.2 The provider’s accreditation by ICANN to offer new Privacy and Proxy
Services has been suspended until the termination goes into effect, effective
[insert effective date] (if relevant).
2.4.3 As a result of this de-accreditation, the provider will no longer be authorized
to provide the service that conceals the customer’s identifying information in the
Registration Data Directory Service.
2.4.4 Customers have the right to transfer their domain name registration(s) to a
new privacy or proxy service provider and/or registrar. Information about the
domain name transfer process is available at [insert linkjhere].
2.4.5 If the customer elects to transfer, there could be additional requirements if
domain is associated with a Change of Registrant as defined by ICANN’s
Transfer Policy.
2.4.6 If no action is taken by the customer to initiate a transfer to a new provider
and/or registrar, the domain name registration could be suspended pursuant to
the sponsoring registrar’s registration agreement and/or terms of service, |
2.4.7 Information about the sponsoring registrar, including the registrar’s contact
information, is available at [insert link to relevant WHOIS page here].

2.5 If the provider becomes aware of a persistent delivery failure of the notification to the
customer, the provider must contact the customer through other available contact
information, such as telephone, postal mail or the provider's web-based portal
notification within five (5) calendar days of becoming aware of the persistent delivery
failure.

2.6 In addition to the notification described in Section 2.1, the provider must display a
clear and conspicuous notice on its website, informing customers that its accreditation
has been suspended, as of [X date](if relevant), and that the provider will be de-
accredited as of [X date]. This notice must be published at least 30 calendar days priorf
to the effective date of the termination, or pursuant to the timeline designated by ICANN,
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if the provider is de-accredited pursuant to Sections 5.5.7 or 5.5.8 of the Privacy and
Proxy Service Provider Accreditation Agreement. The website notice should include
instructions on how to transfer the domain name as well as the consequences of
inaction.

3. ICANN Notices Regarding Suspension and/or Termination of Privacy/Proxy
Accreditation

ICANN will distribute a notice to all accredited registrars and publish an announcement
on its website, which will include the relevant date of the suspension and/or termination
and instructions for customers of the terminated provider.













