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	ICANN PURPOSE: 

Coordinate the development and implementation of policies for resolution of disputes regarding the registration of domain names (as opposed to the use of such domain names). (ICANN bylaws Annex G and 1(1) section I(a))

Coordinate, operationalize and facilitate policies for resolution of disputes regarding or relating to the registration of domain names (as opposed to the use of such domain names), namely, the UDRP, URS, PDDRP, RDDRP and future-developed domain name registration-related dispute procedures for which it is established that the processing of personal data is necessary. (ICANN bylaws Annex G and 1(1) section I(a)	Comment by Berry Cobb: 16 Oct - KR submission from v0.4.5	Comment by Berry Cobb: Response from ICANN Org to WG Question:
With respect to ICANN’s references to dispute resolution policies within the Temporary Specification, is there a reason only the URS and UDRP were included and not other dispute resolution procedures such as RDDRP, PDDRP and PICDRP?
The RDDRP, PDDRP, and PICDRP <https://newgtlds.icann.org/en/program-status/pddrp> are dispute resolution procedures where the gTLD registry operators themselves are the respondents. Under the Registrar Transfer Dispute Resolution Policy <https://www.icann.org/resources/pages/tdrp-2016-06-01-en> the respondents are registrars. This is different from URS and UDRP proceedings where individual domain registrants are the respondents. (Note: gTLD registry agreements may also contain other dispute resolution procedures, for example, .NAME has an “Eligibility Requirements Dispute Resolution Policy” <https://www.icann.org/resources/pages/appendix-11-2013-07-08-en>.)	Comment by Berry Cobb: 16 Oct - KR submission from v0.4.5
keep PDDRP and RDDRP; delete PICDRP
Options:   Coordinate the development and implementation of policies for resolution of disputes regarding or relating to the registration of domain names (as opposed to the use of such domain names), namely, the UDRP, URS, PDDRP, RDDRP, and future-developed domain name registration dispute resolution procedures for which it is established that the processing of personal data is necessary. 

Reinstate operationalize and facilitate b/c ICANN handles the RDDRP and PDDRP. 

(Purposes by Actor (M))(TempSpec – URS-4.4.12, 5.6, Appx D; UDRP-Appx E)


	
Purpose Rationale: 
	1) If the purpose is based on an ICANN contract, is this lawful as tested against GDPR and other laws?

Yes, as detailed in the Lawfulness of Processing section below, this purpose is lawful:
· under Article 6(1)(b) with regard to the URS and UDRP for registrars because this mechanism and policy, respectively, are incorporated into the data subject’s contract with the registrar;
· under Article 6(1)(f) with regard to the RDDRP and PDDRP for registrars, registries, and ICANN, because the processing is necessary for the purposes of pursued legitimate interests that are not overridden by the interests or fundamental rights and freedoms of the data subject; and
· under Article 6(1)(f) with regard to the URS and UDRP for registries and ICANN, because the processing is necessary for the purposes of pursued legitimate interests that are not overridden by the interests or fundamental rights and freedoms of the data subject.
. 

ICANN Org to provide EPDP Team with copy of agreements with UDRP/URS providers in relation to data protection / transfer of data as well as the relevant data protection policies that dispute resolution providers have in place.	Comment by Rosette, Kristina: It is unclear to me why the originally submitted text was replaced with this text.  	Comment by Berry Cobb: Note, only MOUs exist with URS providers and no formal agreements or MOUs exist with UDRP providers to date.  https://newgtlds.icann.org/en/applicants/urs 	Comment by Plaut, Diane: There needs to be a legal recommendation that Data Processing Agreements and Model Clauses under the MOUs be put into place to ensure the adequate measures for data transfers.

[Rights Protection Mechanisms (RPMs) provisions exist within both the Registry and Registrar agreements as connected to ICANN Bylaws.  This purpose is connected to Rights Protection Mechanisms of Uniform Dispute Resolution Mechanism (UDRP) and Uniform Rapid Suspension (URS), but it does not preclude RPMs that could be created or modified in the future.  The]	Comment by Berry Cobb: Staff suggestion for response.

[RDDRP and PDDRP RPMs were also considered whether they should be connected to this purpose.  However, it was determined that these RPMs do not involve registration data.]	Comment by Rosette, Kristina: Would be interested in receiving more information (via list) about this determination. Diane and I came to the opposite conclusion. 	Comment by WIPO Center: As the PDDRP looks at systemic registrant behavior (possibly only known if a pattern is established), this may be worth revisiting.


	2) Is the purpose in violation with ICANN's bylaws?

No.

ICANN bylaws, Section 1.1(a)(i), as a part of “Mission” refer to Annexes G1 and G2.  Annex G-1 contains a provision for Registrars, “resolution of disputes regarding the registration of domain names (as opposed to the use of such domain names, but including where such policies take into account use of the domain names);”.   Annex G-2 also contains, “resolution of disputes regarding the registration of domain names (as opposed to the use of such domain names); or”.  



	3) Are there any “picket fence” considerations related to this purpose?

Resolution of disputes regarding or relating to the registration of domain names (as opposed to the use of such domain names) are considered within the picket fence for the development of consensus policies. The purpose and the processing hereunder, as specified by the collection, transmission and disclosure of the data elements identified, are considered within the picket fence based upon the coordination, operationalization and facilitation of the dispute resolution mechanisms listed.No.	Comment by Plaut, Diane: 

[RPMs are considered within the picket fence for the development of consensus policies.   As it relates to the disclosure of registration data to RPM Providers and Complainants, existing policy, rules and procedures around the URS and UDRP do not specify how registration data is obtained.  The Temp Spec (Appendix D & E) now makes reference to who an RPM provider must contact based on Thick or Thin RDS to obtain registration data for the complaint.]   	Comment by Berry Cobb: Staff suggestion for response.	Comment by Rosette, Kristina: This isn’t totally accurate, but I don’t have the time at the moment to suggest a revision. Will revisit. 









	
Lawfulness of Processing Test: 
	Processing Activity:
	Responsible Party:
(Charter Questions 3k, 3l, 3m)
	 Lawful Basis: (Is the processing necessary to achieve the purpose?)

	M-PA1: Collection of registration data to implement the UDRP and URS 

(Charter Question 2b)
	Registrars - Processor
	This is a 6(1)(b) purpose because it is necessary to collect registration data in order to facilitate/implement a UDRP or URS decision. For example, in the case of a UDRP/URS proceeding, the Registrant must agree to be bound by the UDRP/URS in order to register a domain name, so the collection of data for this purpose is necessary to fulfill the registration agreement.	Comment by WIPO Center: UDRP Rules para 4 (Notification of Complaint) states that “(a) The Provider shall submit a verification request to the Registrar. The verification request will include a request to Lock the domain name.”

And that “(b) Within two (2) business days of receiving the Provider's verification request, the Registrar shall provide the information requested in the verification request and confirm that a Lock of the domain name has been applied.” 

As to the actual information requested by email (by convention) by a provider, this is a series of questions drawn from the Policy and Rules to allow us to conduct a compliance review and serve due process, which includes inter alia (also items not relevant to the EPDP such as a request for them to lock the domain name, etc.):  
confirming that the respondent is the current registrant (including any privacy registration disclosure)
providing the full contact details (i.e., postal address(es), telephone number(s), facsimile number(s), e-mail address(es)) for the:
domain name registrant, 
technical contact, 
administrative contact, 
billing contact
indicating the language of the applicable registration agreement

	
	ICANN – Controller
Registries - Processor

	This is a 6(1)(f) purpose because ICANN and Registries do not have a direct contract with the registrant.  The Registry must process data to fulfill its obligations regarding the RPMs, compliance with which are incorporated into the Registry Agreement.

	M-PA2: Collection of registration data to implement the RDDRP and PDDRP	Comment by Berry Cobb: 16 Oct - KR submission from v0.4.5
	ICANN - Controller
Registries - Processor
Registrars - Processor
	This is a 6(1)(f) purpose because although there may be a legitimate interest in collecting registration data for implementation of the RDDRP and PDDRP, this collection is not technically necessary to perform the registration contract.

	M-PA3: Transmission of registration data from Registrar to Registry	Comment by Berry Cobb: 16 Oct - KR submission from v0.4.5, question #5

Art 6.1 (b) / URS, UDRP: Yes – all data is transferred to dispute resolution provider and to registry 
Art 6.1(f)/ PDDRP, RDDRP:  Yes - all data is transferred to dispute resolution provider (ICANN) and to registry

(Charter Questions 2c, 2d, 2e, 2i)
	Registrars – Processor

	This is a 6(1)(b) purpose because transmission of (at least minimal) registration data from the Registrar to the Registry is necessary to identify the Registrant for purposes of dispute resolution.

	
	ICANN - Controller
Registries - Processor

	This is a 6(1)(f) purpose because although there is a legitimate interest in transmitting registration data to the Registry, this transmission is not technically necessary to perform the registration contract. The Registry must process data to fulfill its obligations regarding the RPMs and DRPs, compliance with which are incorporated into the Registry Agreement.

	M-PA4: Transmission of registration data to dispute resolution provider to implement administer the UDRP, URS, RDDRP, and PDDRP

(Charter Questions 2c, 2d, 2e, 2i)
	ICANN - Controller
Registries - Processor
Registrars – Processor
Dispute Resolution Provider – Processor 
	This is a 6(1)(f) purpose because although there may be a legitimate interest in transmitting registration data to Dispute Resolution Providers, this transmission is not technically necessary to perform the registration contract.	Comment by WIPO Center: The Registrant Agreement imposes the UDRP, which arguably makes this necessary.  Such data is also necessary for registrant due process purposes.

	M-PA5: Disclosure of registration data used for complaints on dispute provider sites	Comment by Berry Cobb: Should the group document the disclosure of domain and Registrant name on completed disputes?

(Charter Questions 2f (gating questions), 2j)
	Dispute Resolution Provider – Processor 
	TBD



	M-PA6: Retention of registration data used for complaints	Comment by Berry Cobb: Retention of registration data at Ry & Rr will follow retention of data under Purpose A, B, or C.

Should the group document retention for registration data received at the DRPs?  Should it mention the domain, country, and Registrant/Complainant name posted on a UDRP/URS case?

(Charter Questions 2g, ??)
	TBD
	TBD

The EPDP Team is not aware of any cCurrently no data retention requirements for data retention by dispute resolution providers that the EPDP Team is aware of.	Comment by WIPO Center: While this may technically be true, see e.g., WIPO’s GDPR FAQ:  
Paragraph 4(j) of the UDRP mandates that “[a]ll decisions under this Policy will be published in full over the Internet, except when an Administrative Panel determines in an exceptional case to redact portions of its decision.”
In this respect, through their acceptance of the applicable registration terms and conditions, domain name registrants subject to a UDRP proceeding are bound by this provision as well as the other UDRP terms.
Publication of party names in UDRP decisions is essential to the overall functioning of the UDRP in that it helps to explain the panel’s findings, supports jurisprudential consistency, facilitates the conduct of other cases as appropriate, and furthermore can provide a deterrent effect.
NB, against the background of the above-mentioned purposes, any request to redact a party’s name from a decision should normally be submitted for the panel’s consideration during the UDRP proceeding. Also in light of the above-mentioned reasons for full decision publication, any such request should be appropriately motivated.

[Data retention requirement for registrars should be uniform with other requirements.]  	Comment by Berry Cobb: 16 Oct - KR submission from v0.4.5

uniform with what is decided for other Purposes (A-N)

[bookmark: _GoBack]Proposed Policy Recommendation: ICANN Org should enter into data processing agreements with Dispute Resolution Providers in which the data retention period is addressed, considering the interest in having publicly available decisions.  









	
Data Elements Map: 







	
Data Elements Matrix: 
“1” = Required   “(1)” = Optional  “-“ = Not Required or Optional




	Data Element
	Collection
M-PA1
	Collection
M-PA2
	Transmission
M-PA3
	Transmission
M-PA4
	Disclosure	Comment by Berry Cobb: Staff suggestions to demonstrate what is disclosed on a provider site within a complaint.
M-PA5
	Retention
M-PA6

	Domain Name
	1	Comment by Berry Cobb: Added by LA break out team
	1	Comment by Berry Cobb: Staff suggestions based on Collection, was not filled out on v0.4.5
	1	Comment by Berry Cobb: Staff suggestions based on Collection, was not filled out on v0.4.5
	1
	1
	-

	Registry Domain ID
	-
	
	
	-
	-
	-

	Registrar Whois Server
	1
	1
	1
	1
	-
	-

	Registrar URL
	1
	1
	1
	1
	-
	-

	Updated Date
	1
	1
	1
	1
	-
	-

	Creation Date
	1
	1
	1
	1
	-
	-

	Registry Expiry Date
	1
	1
	1
	1
	-
	-

	Registrar Registration Expiration Date
	1
	1
	1
	1
	-
	-

	Registrar
	1
	1
	1
	1
	-
	-

	Registrar IANA ID
	1
	1
	1
	1
	-
	-

	Registrar Abuse Contact Email
	1
	1
	1
	1
	-
	-

	Registrar Abuse Contact Phone
	1
	1
	1
	1
	-
	-

	Reseller
	1
	1
	1
	1
	-
	-

	Domain Status
	1
	1
	1
	1
	-
	-

	Registry Registrant ID
	-
	
	
	-
	-
	-

	Registrant Fields
	
	
	
	

	       Name
	1
	1
	1
	1
	1
	-

	       Organization (opt.)
	(1)
	(1)
	(1)
	(1)
	1
	-

	       Street
	1
	1
	1
	1
	-
	-

	       City
	1
	1
	1
	1
	-
	-

	       State/province
	1
	1
	1
	1
	-
	-

	       Postal code
	1
	1
	1
	1
	-
	-

	       Country
	1
	1
	1
	1
	1
	-

	       Phone
	(1)
	(1)
	(1)
	(1)
	-
	-

	       Phone ext (opt.)
	(1)
	(1)
	(1)
	(1)
	-
	-

	       Fax (opt.)
	(1)
	(1)
	(1)
	(1)
	-
	-

	       Fax ext (opt.)
	(1)
	(1)
	(1)
	(1)
	-
	-

	       Email
	1
	1
	1
	1
	-
	-

	2nd E-Mail address
	-
	-
	-
	-
	-
	-

	Admin ID
	-
	-
	-
	-
	-
	-

	Admin Fields
	

	       Name
	-
	-
	-
	-
	-
	-

	       Organization (opt.)
	-
	-
	-
	-
	-
	-

	       Street
	-
	-
	-
	-
	-
	-

	       City
	-
	-
	-
	-
	-
	-

	       State/province
	-
	-
	-
	-
	-
	-

	       Postal code
	-
	-
	-
	-
	-
	-

	       Country
	-
	-
	-
	-
	-
	-

	       Phone
	-
	-
	-
	-
	-
	-

	       Phone ext (opt.)
	-
	-
	-
	-
	-
	-

	       Fax  (opt.)
	-
	-
	-
	-
	-
	-

	       Fax ext (opt.) 
	-
	-
	-
	-
	-
	-

	       Email
	-
	-
	-
	-
	-
	-

	Tech ID
	-
	-
	-
	-
	-
	-

	Tech Fields
	

	       Name
	-
	-
	-
	-
	-
	-

	       Organization (opt.)
	-
	-
	-
	-
	-
	-

	       Street
	-
	-
	-
	-
	-
	-

	       City
	-
	-
	-
	-
	-
	-

	       State/province
	-
	-
	-
	-
	-
	-

	       Postal code
	-
	-
	-
	-
	-
	-

	       Country
	-
	-
	-
	-
	-
	-

	       Phone
	-
	-
	-
	-
	-
	-

	       Phone ext (opt.)
	-
	-
	-
	-
	-
	-

	       Fax  (opt.)
	-
	-
	-
	-
	-
	-

	       Fax ext (opt.)
	-
	-
	-
	-
	-
	-

	       Email
	-
	-
	-
	-
	-
	-

	NameServer(s)
	-	Comment by Berry Cobb: Is this field also necessary for Collection?
	-
	-
	-
	-
	-

	DNSSEC
	-
	-
	-
	-
	-
	-

	Name Server IP Address
	-
	-
	-
	-
	-
	-

	Last Update of Whois Database
	-	Comment by Berry Cobb: Is this field also necessary for Collection?
	-
	-
	-
	-
	-

	Other Data:
	

	       Field 1
	-
	-
	-
	-
	-
	-

	       Field 2
	-
	-
	-
	-
	-
	-



Chain of Custody:
· RAA - https://www.icann.org/resources/pages/approved-with-specs-2013-09-17-en 
· 3.8
· RyA - https://newgtlds.icann.org/sites/default/files/agreements/agreement-approved-31jul17-en.html
· Spec 7
· Temp Spec: Sections URS-4.4.12, 5.6, Appx D; UDRP-Appx E
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TBD






