Recommendation #14: The WG recommends to maintain FOAs
Summary on Comment 28 (Arthur Zonnenberg)
ICANN Compliance states that FOAs can help prevent hijacking, but with over 250,000 transfers happening each month, is the FOA a proportional burden for those very few problem cases? [paraphrased from original comment]
The need for the FOA leads to over 500,000 failed transfers each month, thus costing time and often revenue in registration systems [paraphrased]
The FOA adds additional burdens on the registrant that in almost all cases lead to significant delays in the transfer process and in very many to transfer contacts giving up on the overly cumbersome transfer process [paraphrased].
A trust model is possible: gaining registrars are trusted in the transfers they execute with valid AuthInfo codes. In the case of abuse or dispute the process to complain, rollback and fine the abusing registrar should be simplified. The original registered name holder should be retrievable and verifiable after one or more transfers have been made, where the original registrant can prove their identity and have the domain returned to them. FOAs add nothing to this. [partially paraphrased]
3 steps are required for 1 successful transfer: unlock, FOA + email address, auth code. Yet, beyond the auth code no additional security is provided as all three steps are accessible through the same control panel. As it is possible to unlocked domains by default, locking and unlocking your domain could be a 2 step authenticated process: identification documents, phone calls for identification, and unique hardware or software tokens. This would add security and simplify the process [partially paraphrased].

The more difficult you keep gTLD transfers, the less competitive the market will become. The more factors the big registrars can keep in place to prevent transfers away from them, the more business revenue they protect [paraphrased].
Condensed Comment 29 (ICANN Compliance)
ICANN’s Contractual Compliance addresses unauthorized transfer complaints with both the losing and the gaining registrars.

- The losing registrar is requested to provide evidence that:

-
The AuthInfo code was sent to the RNH (or retrieved from the control panel).
-
The FOA was sent to the RNH.

- The gaining registrar is requested to provide evidence that:

-
The FOA was sent to a Transfer Contact.
-
The FOA was confirmed by a Transfer Contact.

Concerning the AuthInfo code, the vast majority of registrars provide time-stamped logs of when it is retrieved from the control panel. Still, sometimes registrars state that their systems provide the code instantaneously upon request and do not retain time-stamped data for the release of the AuthInfo code. Without the FOAs, the only evidence available for Compliance to determine whether registrars comply with the IRTP would be logs that do not include RNH or Administrative Contact identifying information from the Whois of the domain names or no logs at all.

As a consequence, ICANN’s Contractual Compliance would not be able to properly investigate unauthorized transfer reports. Considering that TDRP proceedings are only to be initiated by registrars, users will be left with no other option than to initiate legal proceedings to dispute a transfer.

Further, ICANN notes that the registrant is often not the only one with access to the control panel. Many times, the control panel is managed by a third party, such as the website developer or the reseller. In these cases, without the FOAs, the AuthInfo code can be retrieved and the transfer completed without the knowledge or permission of the registrant.

In addition, FOAs are also used as evidence by registrars while working amongst each other to resolve the matter; and by registries and dispute resolution providers, while investigating TDRP proceedings. 
