
Proposed Grouping of Charter Questions – 23 December 2013

Distinguishing between privacy & proxy services

· What types of services should be covered [and what would be the forms of non-compliance that would trigger cancellation or suspension of registrations?
]

· Should ICANN distinguish between privacy and proxy services for the purpose of the accreditation process?
· Should the use of privacy/proxy services be restricted only to registrants who are private individuals using the domain name for non-commercial purposes?
· Should ICANN-accredited privacy/proxy service providers distinguish between domain names used for commercial vs. personal purposes? Specifically, is the use of privacy/proxy services appropriate when a domain name is registered for commercial purposes? Should there be a difference in the data fields to be displayed if the domain name is registered/used for a commercial purpose or by a commercial entity instead of to a natural person?

Standards Services Practices

· What, if any, are the types of Standard Service Practices that should be adopted and published by ICANN-accredited privacy/proxy service providers?
· What, if any, are the baseline minimum standardized relay and reveal processes that should be adopted by ICANN-accredited privacy/proxy service providers?
· Should ICANN-accredited privacy/proxy service providers be required to reveal customer identities. If so, under what circumstances?  

Customer Rights & Responsibilities
· What rights and responsibilities should customers of privacy/proxy services have? What obligations should ICANN-accredited privacy/proxy service providers have in managing these rights and responsibilities? Clarify how transfers, renewals, and PEDNR (Post Expiration Domain Name Recovery) policies should apply.
Accredited Provider Requirements

· What measures should be taken to ensure that providers can be contacted that and that they are responsive to inquiries?
· Should ICANN-accredited privacy/proxy service providers be required to maintain dedicated points of contact for reporting abuse? If so, should the terms be consistent with the requirements applicable to registrars under Section 3.18 of the RAA? 

· What are the contractual obligations (if any) that, if unfulfilled, would justify termination of customer access by ICANN-accredited privacy/proxy service providers?

· Shall designated published points of contact at an ICANN-accredited privacy/proxy service provider be responsible for addressing malicious conduct by registrants that use the provider’s services? If so, what forms of conduct should be included?
Abuse / Misuse 

· Should ICANN-accredited privacy/proxy service providers be required to forward on to the customer all allegations they receive of illegal activities relating to specific domain names of the customer?
· What forms of malicious conduct, if any, and what evidentiary standard would be sufficient to trigger disclosure of registrant contact information to a complainant ? What safeguards must be put in place to ensure adequate protections for privacy and freedom of expression? Asking for a court order in the jurisdiction of origin that would then need to be recognized and enforced in the jurisdiction of the privacy/proxy service provider or directly before the jurisdiction of the latter, where the reason and documentation of the disclosure request would not be warranted under the Universal Declaration of Human Rights, the International Covenants on Civil and Political Rights and on Economic, Social and Cultural Rights and other International Instruments on Human Rights adopted by the UN. This restriction should be applied only in unambiguous cases of threats to freedom of expression or other fundamental rights. Otherwise, data should be disclosed to national or foreign law enforcement authorities. 
· What specific violations, if any, would be sufficient to trigger publication [of registrant contact information by accredited providers]? What safeguards or remedies should there be for cases where publication is found to have been unwarranted?

· What would be the forms of non-compliance that would trigger cancellation or suspension of registrations?

Accuracy of information / Whois

· Should ICANN-accredited privacy/proxy service providers be required to conduct periodic checks to ensure accuracy of customer contact information; and if so, how?

· Should ICANN-accredited privacy/proxy service providers be required to label WHOIS entries to clearly show when a registration is made through a privacy/proxy service?

· Should full WHOIS contact details for ICANN-accredited privacy/proxy service providers be required?

Access 

· What circumstances, if any, would warrant access to registrant data by law enforcement agencies?

· What clear, workable, enforceable and standardized processes should be adopted by ICANN-accredited privacy/proxy services in order to regulate such access (if such access is warranted)?

� For this purpose, the question has been split in two. See the Abuse/Misues section below.


� There may be some overlap or close connection between this section and that on Abuse/Misuse.
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