Stakeholder Group / Constituency / Input Template 

Privacy & Proxy Services Accreditation Issues PDP Working Group

PLEASE SUBMIT YOUR RESPONSE AT THE LATEST BY [To be confirmed – minimum of 35 days] TO THE GNSO SECRETARIAT (gnso.secretariat@gnso.icann.org), which will forward your statement to the Working Group.

The GNSO Council has formed a Working Group of interested stakeholders and Stakeholder Group / Constituency representatives, to collaborate broadly with knowledgeable individuals and organizations, in order to consider recommendations in relation to Privacy & Proxy Services Accreditation Issues. 

Part of the Working Group’s effort will be to incorporate ideas and suggestions gathered from Stakeholder Groups and Constituencies through this template Statement. Inserting your response in this form will make it much easier for the Working Group to summarize the responses. This information is helpful to the community in understanding the points of view of various stakeholders. Please answer many questions as you can. In addition, However, you should feel free to add any information you deem important to inform the Working Group’s deliberations, even if this does not fit into any of the questions listed below. 
For further information, please visit the WG Workspace (see https://community.icann.org/x/9iCfAg). 

Process

· Please identify the member(s) of your stakeholder group / constituency who is (are) participating in this working group formally on behalf of your group/constituency.
· Please identify the members of your stakeholder group / constituency who participated in developing the perspective(s) set forth below

· Please describe the process by which your stakeholder group / constituency arrived at the perspective(s) set forth below

Questions

· What, if any, are the types of Standard Service Practices that should be adopted and published by ICANN-accredited privacy/proxy service providers?

Your view: 

· What, if any, are the baseline minimum standardized relay procedures [define]

· What, if any, are the baseline minimum standardarized reveal processes that should be adopted by ICANN-accredited privacy/proxy service providers [define]?

Your view: 

· Should ICANN-accredited privacy/proxy service providers be required to reveal customer identities for this specific purpose – for what specific purpose? ?

Your view:

· Should ICANN-accredited privacy/proxy service providers be required to forward on to the customer all allegations they receive of illegal activities relating to specific domain names of the customer?  
Does it matter to your answer if the inquiry is from law enforcement or a private attorney
? Does it matter to answer what country the law enforcement request may be coming from? Does it matter in what country the activity that is alleged to be illegal is illegal in?
· If the allegation of illegal activity comes from the victim of the alleged illegal activity, what protections should ICANN-accredited privacy/proxy service providers be required to maintain in order to protect the safety and privacy of the alleged victim?

· If not required to forward the allegation of illegal activity to the customer, should the ICANN-accredited privacy/proxy service providers be permitted to do so in their own discretion, even if the allegation originates from a law enforcement agency who requests that the allegation not be forwarded to protect the sensitivity of an investigation?

Your view: 
· How, if at all, should ICANN-accredited privacy/proxy service providers distinguish between allegations of illegal activity and reveal requests originating from an organization (including but not limited to law enforcement) from outside of their jurisdiction, as compared to one inside of their jurisdiction?

· Similarly, how, if at all, should ICANN-accredited privacy-proxy service providers distinguish between allegations of activity that is illegal in the registrar’s jurisdiction, as compared to illegal activity that is targeted at a jurisdiction outside that of the registrar, but that does not implicate the laws where the registrar is located?

Your view:

· What forms of malicious conduct 
(if any) and what evidentiary standard would be sufficient to trigger such disclosure? What safeguards must be put in place to ensure adequate protections for privacy and freedom of expression? For anti-competitive actions among business competitors? For those who might want to the data of an organization, business or individual for purposes having nothing to do with the nature of the expression for which the domain name is used (e.g., stalking and harassment generally).
Your view:

· What specific violations, if any, would be sufficient to trigger such publication? What safeguards or remedies should there be for cases where publication is found to have been unwarranted?

Your view:

· Should ICANN-accredited privacy/proxy service providers be required to conduct periodic checks to ensure accuracy of customer contact information; and if so, how?

Your view:

· What are the contractual obligations (if any) that, if unfulfilled, would justify termination of customer access by ICANN-accredited privacy/proxy service providers?

Your view:

· What rights and responsibilities should customers of privacy/proxy services have? What obligations should ICANN-accredited privacy/proxy service providers have in managing these rights and responsibilities? Clarify how transfers, renewals, and PEDNR 
policies should apply.

Your view:

· Should ICANN-accredited privacy/proxy service providers be required to label WHOIS entries to clearly show when a registration is made through a privacy/proxy service?

Your view:

· Should full WHOIS contact details for ICANN-accredited privacy/proxy service providers be required?

Your view:

· What measures should be taken to ensure contactability and responsiveness of the providers?

Your view:

· Should ICANN-accredited privacy/proxy service providers be required to maintain dedicated points of contact for reporting abuse? If so, should the terms be consistent with the requirements applicable to registrars under Section 3.18 of the RAA?

Your view:

· What are the forms of malicious conduct 
(if any) that would be covered by a designated published point of contact at an ICANN-accredited privacy/proxy service provider?

Your view:

· What circumstances, if any, would warrant access to registrant data by law enforcement agencies?

Your view:

· What clear, workable, enforceable and standardized processes should be adopted by ICANN-accredited privacy/proxy services in order to regulate such access (if such access is warranted)?

Your view:

· Should ICANN-accredited privacy/proxy service providers distinguish between domain names used for commercial vs. personal purposes? Specifically, is the use of privacy/proxy services appropriate when a domain name is registered for commercial purposes? Should there be a difference in the data fields to be displayed if the domain name is registered/ used for a commercial purpose or by a commercial entity instead of to a natural person?
Your view: 
· Should ICANN-accredited privacy/proxy service providers be permitted to offer privacy/proxy services for domain names registered by, affiliated with, or otherwise controlled by the privacy/proxy service (e.g., should an affiliate marketing program be permitted to develop its own privacy/proxy service for websites that are part of its own program)?
· Similarly, should ICANN-accredited privacy/proxy service providers be required to disclose affiliated companies or business interests?
Your view:

· Should the use of privacy/proxy services be restricted only to registrants who are private individuals using the domain name for non-commercial purposes?

Your view:

· What types of services should be covered, and what would be the forms of non-compliance that would trigger cancellation or suspension of registrations?

Your view:

· Should ICANN distinguish between privacy and proxy services for the purpose of the accreditation process?

Your view:

The WG is also expected the following issues and would welcome any input you may have:

· What are the effects of the privacy & proxy service specification contained in the 2013 RAA? Have these new requirements improved Whois quality, registrant contactability and service usability?

Your view:

· What should be the contractual obligations of ICANN accredited registrars with regard to accredited privacy/proxy service providers? Should registrars be permitted to knowingly accept registrations where the registrant is using unaccredited service providers that are however bound to the same standards as accredited service providers?

Your view:

If there is any other information you think should be considered by the WG as part of its deliberations, please feel free to include that here.

Other questions:

- Does the country of the proxy/privacy service provider matter?  Should providers be asked to bypass their own substantive laws and due process procedures? 


Other information:

�Is this in addition to the email address that must be published in the whois?


�But it may come from others as well. Many anti-abuse organizations are not law enforcement or private attorneys: there is no credentialing system for who can submit illegal activity complaints (nor, I would argue, should there be).


�If victim there was, couldn’t the LEA submitting the request decide to communicate a redacted one?


�Sealed court orders should cover that or am I missing something?


�Why would they need to do so? If the law enforcement agencies don’t have jurisdiction why would they act? For example, should a Luxembourgish provider distinguish between a request from the Iranian police and a request from the US police? And what if both request pertain to a domain name pointing to a homosexual website, and one request comes from the Kansas police for breach of the anti-sodomy law and the other from the Teheran police for breach of the sharia law? I am not sure we should open this Pandora’s box and work within the limit of the international legal system.


�Again, I don’t believe the charter of this working group includes the reform of the international legal system.


�This slop from illegal to malicious seems dangerous to me. Shouldn’t we use “illegal”?


�I trust this is already covered by the 2013 RAA.


�It might not be a bad idea to define this.


�Same comment.


�In 8 days? And only for domain names registered or updated since the January 1st. Is this really relevant?  Considering the long list of questions, shouldn’t we focus on the core of the WG charter?


�This is already an obligation under the 2013 RAA.


�I would suggest some different wording here – the phrasing seems (unintentionally, I’m sure!) likely to inadvertently encourage a “But of course not!” response. If I could suggest the following language which is hopefully more neutral: “How should providers balance disclosure-related legal requirements in their own jurisdiction with legitimate requests coming from outside of their jurisdiction?”


�No matter its phrasing, this comes down to asking if those providers should disregard the authority of their local LEA. If this is what this group wants to ask, let’s be honest about it.





