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Stakeholder Group / Constituency / Input Template 

Privacy & Proxy Services Accreditation Issues PDP Working Group

PLEASE SUBMIT YOUR RESPONSE AT THE LATEST BY FRIDAY 28 FEBRUARY 2014 TO THE GNSO SECRETARIAT (gnso.secretariat@gnso.icann.org), which will forward your statement to the Working Group.

The GNSO Council has formed a Working Group of interested stakeholders and Stakeholder Group / Constituency representatives, to collaborate broadly with knowledgeable individuals and organizations, in order to consider recommendations in relation to Privacy & Proxy Services Accreditation Issues. 

Part of the Working Group’s effort will be to incorporate ideas and suggestions gathered from Stakeholder Groups and Constituencies through this template statement that contains questions that the GNSO asked the WG to address. Inserting your responses in this form will make it much easier for the WG to summarize the responses. We have categorized the items in the hope that it adds clarity. 

This information will be helpful to the community in understanding the points of view of various stakeholders. Please answer as many questions as you can. In addition, please feel free to add any information you deem important to inform the Working Group’s deliberations, even if this does not fit into any of the questions listed below. 

A short list of definitions that the Working Group hopes your Stakeholder Group/Constituency will find helpful follows after the list of questions. For further information, please visit the Working Group’s Workspace (see https://community.icann.org/x/9iCfAg). 

IPC is pleased to offer these provisional responses to most of the questions posed.  We look forward to further discussion of these points within the Working Group. 

Questions from the Working Group Charter:

 I. MAIN ISSUES
 

1. What, if any, are the types of Standard Service Practices that should be adopted and published by ICANN-accredited privacy/proxy service providers? 

These Practices should include:  (1)  Terms and conditions for participation that include obligations (and provide consequences for violations)  for customers to (a) provide and maintain accurate and current contact information, and (b) refrain from use of DN for which the service is provided to engage in or facilitate illegal activity, including  (inter alia) piracy, trademark or copyright infringement, cybersquatting, or counterfeiting.   (2)  Procedures (including time limits) for relaying queries from third parties to service customers (“Relay”).  (3) Procedures (including time limits) for disclosing to third parties contact information provided by customer to service (“Reveal”).  (4)  Procedures (including time limits) for publishing customer contact information as registrant contact data in Whois or successor service (“Publication”).  (5)  Procedures for collection and verification of contact data from customers.  (6)  Periodic reporting to ICANN on metrics such as number of relay/reveal requests received, actions taken, etc.  

2. Should ICANN distinguish between privacy and proxy services for the purpose of the accreditation process?  

In general, no.   The main distinction appears to be that a privacy service provides the name of the registrant for Whois while a proxy service does not.  In general, an accredited service should have some flexibility about which contact data elements it masks or substitutes in Whois, but a qualifying third-party query should be able to trigger (a) a relay of the query and  (b) a reveal of a standard set of contact data, regardless of the extent to which the actual data appears in Whois.  (See answers below regarding qualifications for these actions.) Moreover, the evidence is that well over 90% of all such services currently are proxy services, not “privacy” services, so specialized rules for the latter do not seem necessary.    

3. What are the contractual obligations, if any, that if unfulfilled would justify termination of customer access by ICANN-accredited privacy/proxy service providers? 

Such obligations should include all obligations  listed in item (1) of answer 1 above.  For example, providing false, incomplete or outdated contact information [at least name, e-mail address, phone number, and physical address] , or failing to correct such information within a stated reasonable time period with accurate and verifiable information, would breach item 1(a) above and result in termination of p/p service..   

4. What types of services should be covered, and would be the forms of non-compliance that would trigger cancellation or suspension of registrations? 

Coverage:  Any service that seeks to post in Whois any data substituting for the actual contact information  of the DN registrant (or beneficial registrant),  or that otherwise alters  the true Whois data that would otherwise be associated with a domain name.  As to the rest of this question, the Working Group should consider, if within its mandate, how breach of contractual obligations listed in response to #3 above should affect domain name registration in those cases in which the proxy/privacy service provider is a parent, subsidiary or affiliate of an accredited registrar.    

5. What are the effects of the privacy and proxy service specification contained in the 2013 RAA? Have these new requirements improved WHOIS quality, registrant contactability and service usability? Defer this question until there has been sufficient experience under the 2013 RAA. .  
6. What should be the contractual obligations of ICANN accredited registrars with regard to accredited privacy/proxy service providers? Should registrars be permitted to knowingly accept registrations where the registrant is using unaccredited service providers that are however bound to the same standards as accredited service providers?  As per the 2013 RAA, ICANN accredited registrars should only accept registration from accredited service providers.   

 

II. MAINTENANCE  

 

1. Should ICANN-accredited privacy/proxy service providers be required to label WHOIS entries to clearly show when a registration is made through a privacy/proxy service? Yes, the information submitted by the service to the registrar should include this clear showing.  Service providers should also be required to provide adequate contact information for inquiries (including relay/reveal requests).   
2. Should ICANN-accredited privacy/proxy service providers be required to conduct periodic checks to ensure accuracy of customer contact information; and if so, how?

Yes.  (1)  Verify/validate at time of customer sign-up for service; (2)  periodic reverification/validation; (3) reverification  (as well as other possible consequences) whenever relay fails to occur, or e.g., when notification of proposed reveal bounces back.  Level and promptness of validation should exceed that of public Whois data.   Procedures for mass correction/validation/verification of contact information that is identical across multiple registrations should be encouraged.  

3. What rights and responsibilities should customers of privacy/proxy services have? What obligations should ICANN-accredited privacy/proxy service providers have in managing these rights and responsibilities? Clarify how transfers, renewals, and PEDNR policies should apply. 

Partial response:  Customers should have transparency regarding application of Standard Service Practices.  
4. Should ICANN-accredited privacy/proxy service providers distinguish between domain names used for commercial vs. personal purposes? Specifically, is the use of privacy/proxy services appropriate when a domain name is registered for commercial purposes?

[Ans. To first question]No, at least not as a minimum requirement (a particular service is free to impose such a restriction).  In general it is not practical to make such a distinction at the time of signing up for the service.  In any event, there are circumstances under which a commercial entity (or a DN registered for commercial purposes) should be able to make use of these services on the same terms as a non-commercial entity (or a DN registered for non-commercial purposes.   

5. Should there be a difference in the data fields to be displayed if the domain name is registered or used for a commercial purpose, or by a commercial entity instead of a natural person? No, see above.  

6. Should the use of privacy/proxy services be restricted only to registrants who are private individuals using the domain name for non-commercial purposes?  No, see above. 
III. CONTACT  

 

1. What measures should be taken to ensure contactability and responsiveness of the providers? 

Strong ICANN enforcement, proactively and when triggered by third party complaint (so that services that cannot be contacted, or that do not respond in a timely fashion, risk loss of accreditation and therefore ability to register DNs through accredited registrars).  ICANN to maintain publicly accessible registry of accredited providers.  Service providers should be required (as term of accreditation) to respond to all inquiries, regardless of location of service or of party launching the inquiry.     

2. Should ICANN-accredited privacy/proxy service providers be required to maintain dedicated points of contact for reporting abuse? If so, should the terms be consistent with the requirements applicable to registrars under Section 3.18 of the RAA?

Yes, with time limits for response (like 3.18.2 of 2013 RAA).  

3. Should full WHOIS contact details for ICANN-accredited privacy/proxy service providers be required? Yes
4. What are the forms of alleged malicious conduct, if any, that would be covered by a designated published point of contact at an ICANN-accredited privacy/proxy service provider?

Partial response:  Malicious conduct should include,  but not be limited to, the facilitation of actions such as IP Infringement, SPAM, DDoS attacks, etc..  Any domain found to facilitate illegal activity, knowingly or otherwise, should fall under the umbrella of  malicious conduct.  .  At least piracy, trademark or copyright infringement, cybersquatting, or counterfeiting should be covered (cf. PIC Specification 3  of all new gTLD registries).  

 

IV. RELAY  

1.  What, if any, are the baseline minimum standardized relay processes that should be adopted by ICANN-accredited privacy/proxy service providers?

(1)  All bona fide queries, regardless of geographic source, including all allegations of illegal activity,  should be relayed upon request (subject to reasonable safeguards against abuse, e.g., CAPTCHA?).  (2) Time standards for relaying (and for subsequent reiterations of relay).  (3)  Limitation on changes during relay period, for prevent cyberflight.  (4)   Escalation (to reveal and/or publication) in cases where customer cannot be reached (or does not acknowledge) through relay within set time limits.  

2. Should ICANN-accredited privacy/proxy service providers be required to forward to the customer all allegations of illegal activities they receive relating to specific domain names of the customer?  Yes, see above.  

 

V. REVEAL
 

1. What, if any, are the baseline minimum standardized reveal processes that should be adopted by ICANN-accredited privacy/proxy service providers?

(1)  Reveal upon presentation of representation under penalty that describes prima facie evidence that domain name is being used to engage in or facilitate (inter alia) piracy, trademark or copyright infringement, cybersquatting, or counterfeiting. (2)  Time standards for revealing.  (3)  By default (but subject to exceptions, e.g., law enforcement, court order, specified exigent malicious behaviors), provider should be required to give notice to customer (and opportunity for customer to object during a set brief time period, during which (to prevent cyberflight) customer should be prohibited from making changes to underlying contact information. Details of objection procedure, including inter alia timing for objection, form of objection, test for determining validity of objection, and effect of valid objection, still TBD).   (4)  All current contact information on file for customer to be revealed to third party requester, for use only in remedying the misconduct involved.  (5)  Escalation to publication/ cancellation of service where third party is unable to contact customer through “revealed” information.

2. Should ICANN-accredited privacy/proxy service providers be required to reveal customer identities for the specific purpose of ensuring timely service of cease and desist letters? Yes, see above under reveal.  
3. What forms of alleged malicious conduct, if any, and what evidentiary standard would be sufficient to trigger such disclosure? What specific alleged violations, if any, would be sufficient to trigger such publication?

At least piracy, trademark or copyright infringement, cybersquatting, or counterfeiting should be covered (cf. PIC Specification #3 of all new gTLD registries).  Evidentiary standard:  representation of prima facie evidence.    Safeguards:   Requirement to give notice of reveal to customer – further discussion warranted.   Some  sort of feedback loop to identify and prevent repeated unwarranted requests could be used.     

4. What safeguards must be put in place to ensure adequate protections for privacy and freedom of expression?  Notice prior to reveal, as above; further safeguards TBD. 

5. What safeguards or remedies should be available in cases where publication is found to have been unwarranted? See above, further safeguards TBD.
6. What circumstances, if any, would warrant access to registrant data by law enforcement agencies?   

 To be discussed.  Access could involve a lower evidentiary threshold but a higher level of requester validation (in the case of non-LE requests, that level should be  low).    In general, time limits for response to LE requests should be shorter than for non-LE requests.  LE should be understood to include courts and UDRP/URS providers.

7. What clear, workable, enforceable and standardized processes should be adopted by ICANN-accredited privacy/proxy services in order to regulate such access (if such access is warranted)? To be discussed. 
Other information/Suggestions:
********************

LIST OF RELEVANT DEFINITIONS

(1) Privacy & Proxy Services

The following definitions are those used by the GNSO in the various WHOIS studies that it commissioned between 2010-2012 (http://gnso.icann.org/issues/whois/whois-working-definitions-study-terms-18feb09.pdf):

· Privacy services hide customer details from going into WHOIS. Privacy service providers, which may include registrars and resellers, may offer alternate contact information and mail forwarding services while not actually shielding the domain name registrant’s identity. By shielding the user in these ways, these services are promoted as a means of protecting personal privacy, free speech and human rights and avoiding personal data misuse.

· Proxy services protect users’ privacy by having a third-party register the name. The third-party is most often the proxy service itself. The third-party allows the user to access and use the domain name through a separate agreement or some other arrangement directly with the user. Proxy service providers may include web design, law, and marketing firms; web hosts, registrar subsidiaries, resellers and individuals. 

NOTE: The 2013 Registrar Accreditation Agreement contains a temporary specification relating to Privacy & Proxy Services (http://www.icann.org/en/resources/registrars/raa/approved-with-specs-27jun13-en.pdf), which refers to these services as follows:

1.1 "P/P Customer" means, regardless of the terminology used by the P/P Provider, the licensee, customer, beneficial user, beneficiary, or other recipient of Privacy Services and Proxy Services.
 
1.2 "Privacy Service" is a service by which a Registered Name is registered to its beneficial user as the Registered Name Holder, but for which alternative, reliable contact information is provided by the P/P Provider for display of the Registered Name Holder's contact information in the Registration Data Service (Whois) or equivalent services.
 
1.3 "Proxy Service" is a service through which a Registered Name Holder licenses use of a Registered Name to the P/P Customer in order to provide the P/P Customer use of the domain name, and the Registered Name Holder's contact information is displayed in the Registration Data Service (Whois) or equivalent services rather than the P/P Customer's contact information.
 
1.4 "P/P Provider" or "Service Provider" is the provider of Privacy/Proxy Services, including Registrar and its Affiliates, as applicable. 
(2) Relay & Reveal Requests

The following descriptions are taken from the GNSO’s Terms of Reference for a proposed Proxy & Privacy Relay & Reveal Study in 2010 (http://gnso.icann.org/issues/whois/whois-proxy-privacy-relay-reveal-studies-tor-29sep10-en.pdf):

· For many domains, Registered Name Holders can be reached directly at addresses obtained from WHOIS. However, for Privacy/Proxy-registered domains, Registered Name Holders or third party licensees cannot be reached directly via WHOIS- published addresses. Instead, communication relay requests may be sent to the Privacy/Proxy service provider published in WHOIS, or attempted using addresses obtained from other sources, websites or communications associated with the domain.
· For many domains (including those registered via Privacy services), the Registered Name Holder's identity is published directly in WHOIS. However, for domains registered via Proxy services, the name of the licensee is not published in WHOIS; third party licensees can typically only be identified by asking the Proxy to reveal the licensee's identity, given reasonable evidence of actionable harm.
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