Document Title: Council of Europe's Treaty 108 on Data Protections (Convention on the Protection of Individuals with regard to Automatic Processing of Personal Data)

Adopted: January 28, 1981

Signatories: Albania,  Andorra, Armenia, Austria , Azerbaijan , Belgium, Bosnia and Herzegovina, Bulgaria, Croatia, Cyprus, Czech Republic, Denmark, Estonia, Finland, France, Georgia, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Liechtenstein, Lithuania, Luxembourg, Malta, Moldova, Monaco, Montenegro, Netherlands, Norway, Poland, Portugal, Romania, Russia, San Marino, Serbia, Slovakia, Slovenia, Spain, Sweden, Switzerland, The former Yugoslav Republic of Macedonia, Ukraine, Uruguay and United Kingdom (48 signatories from Western Europe, Eastern Europe and around the world). 

Synopsis (taken from the Council of Europe's webpage):

Council of Europe's Treaty 108 on Data Protections – Convention on the Protection of Individuals with regard to Automatic Processing of Personal Data
This Convention is the first binding international instrument which protects the individual against abuses which may accompany the collection and processing of personal data and which seeks to regulate at the same time the transfrontier flow of personal data.

In addition to providing guarantees in relation to the collection and processing of personal data, it outlaws the processing of "sensitive" data on a person's race, politics, health, religion, sexual life, criminal record, etc., in the absence of proper legal safeguards. The Convention also enshrines the individual's right to know that information is stored on him or her and, if necessary, to have it corrected.

Restriction on the rights laid down in the Convention are only possible when overriding interests (e.g. State security, defence, etc.) are at stake.

The Convention also imposes some restrictions on transborder flows of personal data to States where legal regulation does not provide equivalent protection.

Summary of Articles of Treaty Particularly relevant to WG's Evaluation:
 “Article 1 – Object and purpose 

The purpose of this Convention is to secure in the territory of each Party for every individual, 

whatever his nationality or residence, respect for his rights and fundamental freedoms, and in 

particular his right to privacy, with regard to automatic processing of personal data relating to 

him ("data protection").”

“Article 5 –Quality of data

Personal data undergoing automatic processing shall be:

a. obtained and processed fairly and lawfully; 

b. stored for specified and legitimate purposes and not used in a way incompatible with those purposes;

c. adequate, relevant and not excessive in relation to the purposes for which they are stored;

d. accurate and, where necessary, kept up to date;

e. preserved in a form which permits identification of the data subjects for no longer than is 

required for the purpose for which those data are stored.”

“Article 6 – Special categories of data 

Personal data revealing racial origin, political opinions or religious or other beliefs, as well as personal data concerning health or sexual life, may not be processed automatically unless domestic law provides appropriate safeguards. The same shall apply to personal data relating to criminal convictions.”

Scope 

“Article 12 – Transborder flows of personal data and domestic law 

1 The following provisions shall apply to the transfer across national borders, by whatever medium, of personal data undergoing automatic processing or collected with a  view to their being automatically processed.”

“Article 14 – Assistance to data subjects resident abroad 

1 Each Party shall assist any person resident abroad to exercise the rights conferred by its domestic law giving effect to the principles set out in Article 8 of this convention.” 

Additional information: 

This WG includes members of the Council of Europe, so I welcome their input, expertise and guidance on this treaty. 
