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Summary: the European Commission created a readable guide to the requirements of the EU Data Protection Law. For the purposes of the summary below, 3 interlinked pages of this guide have been used:

· Protection of Personal Data, http://ec.europa.eu/justice/data-protection/index_en.htm
· Who can Collect and Process Personal Data?, http://ec.europa.eu/justice/data-protection/data-collection/index_en.htm
· Obligations of Data Controllers, http://ec.europa.eu/justice/data-protection/data-collection/obligations/index_en.htm 

Synopsis of Key Input
The material include a definition of “data controllers,” specific obligations they undertake and specific rights of data subjects. The material below is largely direct quotes from the larger set of materials. 

Definition of “Data controllers” – the persons or entities which collect and process personal data as "data controllers". Data controllers determine 'the purposes and the means of the processing of personal data'. This applies to both public and private sectors. Data controllers must respect the privacy and data protection rights of those whose personal data is entrusted to them.

Specific Obligations of the Data Controllers  –
“Each data controller must respect the following rules as set out in the Directive:

· Personal Data must be processed legally and fairly; 

· It must be collected for explicit and legitimate purposes and used accordingly; 

· It must be adequate, relevant and not excessive in relation to the purposes for which it is collected and/or further processed; 

· It must be accurate, and updated where necessary; 

· Data controllers must ensure that data subjects can rectify, remove or block incorrect data about themselves; 

· Data that identifies individuals (personal data) must not be kept any longer than strictly necessary; 
· Data controllers must protect personal data against accidental or unlawful destruction, loss, alteration and disclosure, particularly when processing involves data transmission over networks. They shall implement the appropriate security measures; 

· These protection measures must ensure a level of protection appropriate to the data.”

Specific Rights of Data Subjects -  

“If a data subject is of the view that his/her data has been compromised, he/she can send a complaint to the data controller. If the data controller's handling of a complaint is not satisfactory, the data subject can file a complaint to the national supervisory data protection authority.”

Additional Information: 

I defer to our European peers who are experts on the European Data Protection Directive to edit, add and further guide our understanding of this material. 
