
Council of Europe’s Treaty 108 on Data Protection (1985) 
User/Purposes: UP-D??-R01 Council of Europe's Treaty 108 on Data Protections – Convention on the Protection of Individuals with regard to Automatic Processing of Personal Data [signed by 48 countries in Western and Eastern Europe and around the world] – protects the collection and processing of personal data. 
UP-D??-R02 Council of Europe's Treaty 108 on Data Protections – Convention on the Protection of Individuals with regard to Automatic Processing of Personal Data [signed by 48 countries in Western and Eastern Europe and around the world] – outlaws the processing of "sensitive" data on a person's race, politics, health, religion, sexual life, criminal record, etc., in the absence of proper legal safeguards. [Note: this protects an array of groups and organizations with missions, mandates and projects around race, politics, heath, religion, sexual orientation, prison support and rehabilitation, etc).

UP-D??-R03 R02 Council of Europe's Treaty 108 on Data Protections – Convention on the Protection of Individuals with regard to Automatic Processing of Personal Data [signed by 48 countries in Western and Eastern Europe and around the world] –
“Article 5 –Quality of data

Personal data undergoing automatic processing shall be:

a. obtained and processed fairly and lawfully; 

b. stored for specified and legitimate purposes and not used in a way incompatible with those purposes;
c. adequate, relevant and not excessive in relation to the purposes for which they are stored;

d. accurate and, where necessary, kept up to date;

e. preserved in a form which permits identification of the data subjects for no longer than is 

required for the purpose for which those data are stored.” (emphasis added)
Data Accuracy - DA-D??-R01 Council of Europe's Treaty 108 on Data Protections – Convention on the Protection of Individuals with regard to Automatic Processing of Personal Data [signed by 48 countries in Western and Eastern Europe and around the world] also enshrines the individual's right to know that information is stored on him or her and, if necessary, to have it corrected.
Coexistence - CX-D??- R01 Council of Europe's Treaty 108 on Data Protections – Convention on the Protection of Individuals with regard to Automatic Processing of Personal Data [signed by 48 countries in Western and Eastern Europe and around the world] - also imposes some restrictions on transborder flows of personal data to States where legal regulation does not provide equivalent protection. [Note: These legal restrictions may have an impact on our work as possible options being brainstormed for the new RDS include potentially “repurposing” large amounts of existing data from the WHOIS to a new RDS system, and potentially moving large amounts of data from registries and registrars to a centralized database or databases.] 

System Model SM-D??- R01 Council of Europe's Treaty 108 on Data Protections – Convention on the Protection of Individuals with regard to Automatic Processing of Personal Data [signed by 48 countries in Western and Eastern Europe and around the world] - also imposes some restrictions on transborder flows of personal data to States where legal regulation does not provide equivalent protection. [Note: These legal restrictions may have an impact on our work as possible options being brainstormed for the new RDS include potentially moving large amounts of data from registries and registrars to a centralized database or databases.] 
Privacy PR-D??- R01 - Council of Europe's Treaty 108 on Data Protections – Convention on the Protection of Individuals with regard to Automatic Processing of Personal Data [signed by 48 countries in Western and Eastern Europe and around the world] is the first binding international instrument which protects the individual against abuses which may accompany the collection and processing of personal data and which seeks to regulate at the same time the transfrontier flow of personal data. [highlight added]
PR-D??-R02 Council of Europe's Treaty 108 on Data Protections – Convention on the Protection of Individuals with regard to Automatic Processing of Personal Data [signed by 48 countries in Western and Eastern Europe and around the world] – 

“Article 1 – Object and purpose 

The purpose of this Convention is to secure in the territory of each Party for every individual,  whatever his nationality or residence, respect for his rights and fundamental freedoms, and in particular his right to privacy, with regard to automatic processing of personal data relating to him ("data protection").”
PR-D??-R03 Council of Europe's Treaty 108 on Data Protections – Convention on the Protection of Individuals with regard to Automatic Processing of Personal Data [signed by 48 countries in Western and Eastern Europe and around the world] – restricts the collection of data under its privacy laws to only that data that is: 
“Article 5 –Quality of data

Personal data undergoing automatic processing shall be:
a. obtained and processed fairly and lawfully; 

b. stored for specified and legitimate purposes and not used in a way incompatible with those purposes;

c. adequate, relevant and not excessive in relation to the purposes for which they are stored;

d. accurate and, where necessary, kept up to date;

e. preserved in a form which permits identification of the data subjects for no longer than is 

required for the purpose for which those data are stored.” (highlight added for ease of reading)

PR-D??-R04 Council of Europe's Treaty 108 on Data Protections – Convention on the Protection of Individuals with regard to Automatic Processing of Personal Data [signed by 48 countries in Western and Eastern Europe and around the world] – restricts the collection of data under its privacy laws to only that data that is: 
“Article 6 – Special categories of data 

Personal data revealing racial origin, political opinions or religious or other beliefs, as well as personal data concerning health or sexual life, may not be processed automatically unless domestic law provides appropriate safeguards. The same shall apply to personal data relating to criminal convictions.”

Risks RI- D??-R01 Council of Europe's Treaty 108 on Data Protections – Convention on the Protection of Individuals with regard to Automatic Processing of Personal Data [signed by 48 countries in Western and Eastern Europe and around the world] – Question: What Risks will Registrars, Registries and ICANN face if they are (a) collecting data, (b) processing data, and (c) shipping to other countries data that is not in compliance with Treaty 108, including Article 5 below? 
“Article 5 –Quality of data
Personal data undergoing automatic processing shall be:

a. obtained and processed fairly and lawfully; 

b. stored for specified and legitimate purposes and not used in a way incompatible with those purposes;

c. adequate, relevant and not excessive in relation to the purposes for which they are stored;

d. accurate and, where necessary, kept up to date;

e. preserved in a form which permits identification of the data subjects for no longer than is 

required for the purpose for which those data are stored.” (highlight added)
RI-D??-R02 Council of Europe's Treaty 108 on Data Protections – Convention on the Protection of Individuals with regard to Automatic Processing of Personal Data [signed by 48 countries in Western and Eastern Europe and around the world] – Question: What Risks will Registrars, Registries and ICANN face if they are (a) collecting data, (b) processing data, and (c) shipping to other countries data that is not in compliance with Treaty 108, including Article 5 below? 
“Article 6 – Special categories of data 

Personal data revealing racial origin, political opinions or religious or other beliefs, as well as personal data concerning health or sexual life, may not be processed automatically unless domestic law provides appropriate safeguards. The same shall apply to personal data relating to criminal convictions.”
Foundational Questions FQ-D??-R01 How can ICANN’s RDS policy be shaped to be in compliance with the detailed requirements of the Council of Europe's Treaty 108 on Data Protections – Convention on the Protection of Individuals with regard to Automatic Processing of Personal Data [signed by 48 countries in Western and Eastern Europe and around the world] – and particularly its Articles 1, 5, 6, 12 and 14, and their specific requirements? 
“Article 1 – Object and purpose 
The purpose of this Convention is to secure in the territory of each Party for every individual, 

whatever his nationality or residence, respect for his rights and fundamental freedoms, and in 

particular his right to privacy, with regard to automatic processing of personal data relating to 

him ("data protection").”

“Article 5 –Quality of data
Personal data undergoing automatic processing shall be:

a. obtained and processed fairly and lawfully; 

b. stored for specified and legitimate purposes and not used in a way incompatible with those purposes;

c. adequate, relevant and not excessive in relation to the purposes for which they are stored;

d. accurate and, where necessary, kept up to date;

e. preserved in a form which permits identification of the data subjects for no longer than is 

required for the purpose for which those data are stored.”

“Article 6 – Special categories of data 
Personal data revealing racial origin, political opinions or religious or other beliefs, as well as personal data concerning health or sexual life, may not be processed automatically unless domestic law provides appropriate safeguards. The same shall apply to personal data relating to criminal convictions.”

“Article 12 – Transborder flows of personal data and domestic law 
1 The following provisions shall apply to the transfer across national borders, by whatever medium, of personal data undergoing automatic processing or collected with a  view to their being automatically processed.”

“Article 14 – Assistance to data subjects resident abroad 
1 Each Party shall assist any person resident abroad to exercise the rights conferred by its domestic law giving effect to the principles set out in Article 8 of this convention.” 

Other Questions OQ-D??-R01 How can all new possible RDS requirements be created to be in compliance with the detailed requirements of the Council of Europe's Treaty 108 on Data Protections – Convention on the Protection of Individuals with regard to Automatic Processing of Personal Data [signed by 48 countries in Western and Eastern Europe and around the world] – and particularly its Articles 1, 5, 6, 12 and 14, with legal requirements below? 
“Article 1 – Object and purpose 
The purpose of this Convention is to secure in the territory of each Party for every individual, 

whatever his nationality or residence, respect for his rights and fundamental freedoms, and in 

particular his right to privacy, with regard to automatic processing of personal data relating to 

him ("data protection").”

“Article 5 –Quality of data
Personal data undergoing automatic processing shall be:

a. obtained and processed fairly and lawfully; 

b. stored for specified and legitimate purposes and not used in a way incompatible with those purposes;

c. adequate, relevant and not excessive in relation to the purposes for which they are stored;

d. accurate and, where necessary, kept up to date;

e. preserved in a form which permits identification of the data subjects for no longer than is 

required for the purpose for which those data are stored.”

“Article 6 – Special categories of data 
Personal data revealing racial origin, political opinions or religious or other beliefs, as well as personal data concerning health or sexual life, may not be processed automatically unless domestic law provides appropriate safeguards. The same shall apply to personal data relating to criminal convictions.”

“Article 12 – Transborder flows of personal data and domestic law 
1 The following provisions shall apply to the transfer across national borders, by whatever medium, of personal data undergoing automatic processing or collected with a  view to their being automatically processed.”

“Article 14 – Assistance to data subjects resident abroad 
1 Each Party shall assist any person resident abroad to exercise the rights conferred by its domestic law giving effect to the principles set out in Article 8 of this convention.” 

Gated Access GA-D??-R01 Can Gated Access be made sufficient to fully and sufficiently give Registrants, Registrars and Registries their full rights under the detailed requirements of Council of Europe's Treaty 108 on Data Protections [signed by 48 countries in Western and Eastern Europe and around the world] – and particularly its Articles 1, 5, 6, 12 and 14, set out below:
“Article 1 – Object and purpose 
The purpose of this Convention is to secure in the territory of each Party for every individual, 

whatever his nationality or residence, respect for his rights and fundamental freedoms, and in 

particular his right to privacy, with regard to automatic processing of personal data relating to 

him ("data protection").”

“Article 5 –Quality of data
Personal data undergoing automatic processing shall be:

a. obtained and processed fairly and lawfully; 

b. stored for specified and legitimate purposes and not used in a way incompatible with those purposes;

c. adequate, relevant and not excessive in relation to the purposes for which they are stored;

d. accurate and, where necessary, kept up to date;

e. preserved in a form which permits identification of the data subjects for no longer than is 

required for the purpose for which those data are stored.”

“Article 6 – Special categories of data 
Personal data revealing racial origin, political opinions or religious or other beliefs, as well as personal data concerning health or sexual life, may not be processed automatically unless domestic law provides appropriate safeguards. The same shall apply to personal data relating to criminal convictions.”

“Article 12 – Transborder flows of personal data and domestic law 
1 The following provisions shall apply to the transfer across national borders, by whatever medium, of personal data undergoing automatic processing or collected with a  view to their being automatically processed.”

“Article 14 – Assistance to data subjects resident abroad 
1 Each Party shall assist any person resident abroad to exercise the rights conferred by its domestic law giving effect to the principles set out in Article 8 of this convention.”  
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