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ANNEX C: EXAMPLE USE CASES

As described in Section III, the EWG analyzed actual use cases involving the current WHOIS system to identify users who want access to gTLD registration data, their purposes for doing so, and the stakeholders and data involved. A list of representative uses cases considered by the EWG is provided below.
	Purpose
	Example Use Cases

	Domain Name Control
	Domain Name Registration Account Creation 

	
	Domain Name Data Modification Monitoring

	
	Domain Name Portfolio Management

	
	Domain Name Transfer Initiation

	
	Domain Name Deletions

	
	Domain Name DNS Updates

	
	Domain Name Renewals

	
	Domain Name Contact Validation

	Personal Data Protection
	Contact Privacy/Proxy Provider

	
	Contact Secure Credential Approver

	Technical Issue Resolution
	Contact with Domain Name Technical Staff

	Domain Name Certification
	Domain Name Certification Issuance

	Individual Internet Use
	Real World Contact

	
	Consumer Protection

	Business Domain Name 
Purchase or Sale
	Domain Name Brokered Sale

	
	Domain Name Trademark Clearance

	
	Domain Name Acquisition

	
	Domain Name Purchase Inquiry

	
	Domain Name Registration History

	
	Domain Names for Specified Registrant

	Academic/Public Interest 
Domain Name Research
	Domain Name Registration History

	
	Domain Names for Specified Contact

	
	Survey Domain Name Registrant or Designated Contact 

	Legal Actions
	Domain Name User Contact

	
	Combat Fraudulent Use of Registrant Data

	
	Domain Name Registrant History

	
	Domain Names for Specified Contact

	Regulatory and Contractual Enforcement
	Online Tax Investigation

	
	UDRP Proceedings

	
	RDS Ecosystem Contractual Compliance

	Criminal Investigation & 
DNS Abuse Mitigation
	Investigate Abusive Domain Name

	
	Investigate Offline Criminal Activity

	
	Domain Name Reputation Services

	
	Investigate Online Criminal Activity

	
	Abuse Contact for Compromised Domain Name

	DNS Transparency
	Public Registration Data Access

	Malicious Internet Activities
	Domain Name Hijack

	
	Malicious Domain Name Registration

	
	Registration Data Mining for Spam/Scams


Table 7. Example Use Cases
To illustrate the EWG’s methodology, a single use case is given below. Refer to Section III for additional descriptions of each use case and associated RDS users and data needs.

	Technical Issue Resolution – Contact with Domain Name Technical Staff

Goal/Scenario #1
A person experiences an operational or technical issue with a registered domain name. They want to know if there’s someone they can contact to resolve the problem in real or near-real time, so they use the RDS to identify an appropriate person, role, or entity that possesses the ability to resolve the issue. An incomplete list of examples of technical issues includes email sending and delivery issues, DNS resolution issues, and web site functional issues.

Brief Format Use Case

Use Case: Identify a person, role, or entity that can help resolve a technical issue with a domain name.

Main Use Case: A person accesses the RDS to obtain contact information associated with registered domain names under a TLD or TLDs. The person submits a domain name to the RDS for processing. The RDS returns information associated with the domain name that identifies a person, role, or entity that can be contacted to resolve technical issues.

Casual Format Use Case

Title: Identify a person, role, or entity that can resolve a technical issue with a domain name.

Primary Actor: Person experiencing a technical issue with a registered domain name.

Other stakeholders: Operator of the RDS; person, role, or entity associated with the registered domain name who can resolve technical issues; Registrant (who may care to know about operational issues); Validator (who may have issued a Contact ID to the Technical contact); Registrar or hosting provider (who may be providing an operational service); accredited Privacy/Proxy service provider (who may assist in reaching the person, role, or entity associated with the domain name who can resolve technical issues).

Scope: Interacting with RDS

Level: User Task

Data Elements: Data elements that allow communication in real or near-real time are the most useful in the context of this use case. These include an email address, an instant messaging address, a telephone number, and/or an indicator that identifies the preferred contact method specified by the Registrant. Section 4 of RFC 2142 describes recommendations for abuse@, noc@, and security@ email addresses to “provide recourse for customers, providers and others who are experiencing difficulties with the organization’s Internet service,” but it is important to note that the public nature of these addresses often makes them attractive to unsolicited bulk email senders.

Story: A person (requestor) experiencing a technical issue with a registered domain name accesses the RDS to obtain information about registered domain names under a TLD or TLDs. The RDS could be accessible via a website or some other electronic processing means.

The requestor submits a registered domain name to the system for processing.

The RDS processes the request and either reports error conditions or proceeds to query gTLD registration data to retrieve information associated with a person, role, or entity that has been previously identified as a resource to help resolve technical issues for this domain name.

The RDS returns either the registration data associated with the domain name or an error condition that was encountered while retrieving the data.


Figure 9. Example Use Case
ANNEX D: PURPOSES AND DATA NEEDS

The EWG analyzed use cases to identify users who want access to gTLD registration data, their purposes for doing so, and the stakeholders and data involved. The following table summarizes the RDS data elements recommended in Section IV and mapped to permissible purposes defined in Section III. Refer to Section IV for collection and disclosure recommendations for each data element.

	Data Element
	Purposes

	Domain Name
	All

	DNS Servers
	Domain Name Control 

Technical Issue Resolution

Domain Name Certification

Business Domain Name Purchase/Sale

Academic/Public Interest DNS Research

Regulatory/Contractual Enforcement

Criminal Investigation/DNS Abuse Mitigation

	Registrant Name and/or Organization

Registrant Type

Registrant Contact ID

Registrant Contact Validation Status

Registrant Contact Last Updated Timestamp
	All

	Registrant Company Identifier
	Domain Name Control 

Domain Name Certification

Individual Internet Use

Business Domain Name Purchase/Sale 
Legal Actions 

Academic/Public Interest DNS Research

Regulatory/Contractual Enforcement 

Criminal Investigation/DNS Abuse Mitigation

DNS Transparency

	Registrant Postal Address, including:
Registrant Street Address
Registrant City
Registrant State/Province
Registrant Postal Code
Registrant Country
	Domain Name Control 

Domain Name Certification

Business Domain Name Purchase/Sale * 

Academic/Public Interest DNS Research*

Legal Actions* 

Regulatory/Contractual Enforcement 

Criminal Investigation/DNS Abuse Mitigation

	Registrant Phone + Ext

Registrant Alt Phone + Ext

	Domain Name Control

Technical Issue Resolution 

Domain Name Certification

Business Domain Name Purchase/Sale * 

Academic/Public Interest DNS Research*

Legal Actions* 
Regulatory/Contractual Enforcement 

Criminal Investigation/DNS Abuse Mitigation

	Registrant Email Address

Registrant Alt Email
	All

	Registrant Fax + Ext

	Domain Name Control 

Domain Name Certification

Business Domain Name Purchase/Sale * 

Academic/Public Interest DNS Research*

Legal Actions*

Regulatory/Contractual Enforcement

	New contact methods Registrants may opt to publish:
Registrant SMS

Registrant IM

Registrant Social Media

Registrant Alt Social Media

Registrant Contact URL

Registrant Abuse URL


	Could be useful for every permissible purpose
as an alternative to Registrant Email Address

	Admin Contact ID

Admin Contact Data Elements
	Domain Name Control 

Domain Name Certification

Business Domain Name Purchase/Sale

Academic/Public Interest DNS Research 

DNS Transparency

	Legal Contact ID

Legal Contact Data Elements
	Domain Name Control 

Domain Name Certification

Academic/Public Interest DNS Research

Legal Actions 

Regulatory/Contractual Enforcement 

DNS Transparency

	Tech Contact ID

Tech Contact Data Elements
	Domain Name Control

Technical Issue Resolution

Domain Name Certification 

Academic/Public Interest DNS Research

DNS Transparency

	Abuse Contact ID

Abuse Contact Data Elements
	Domain Name Control

Domain Name Certification

Academic/Public Interest DNS Research 

Criminal Investigation/DNS Abuse Mitigation 

DNS Transparency

	Privacy/Proxy Contact ID

Privacy/Proxy Provider Contact Data Elements
	Domain Name Control

Personal Data Protection 

Domain Name Certification

Academic/Public Interest DNS Research 

DNS Transparency

	Business Contact ID

Business Contact Data Elements
	Domain Name Control 

Domain Name Certification

Individual Internet Use

Academic/Public Interest DNS Research 

DNS Transparency

	DNSSEC Delegation
	Domain Name Control 

Academic/Public Interest DNS Research

	Registration Status

Client Status (Registrar)

Server Status (Registry) 
	Domain Name Control 

Business Domain Name Purchase/Sale

Academic/Public Interest DNS Research

Regulatory/Contractual Enforcement 

Criminal Investigation/DNS Abuse Mitigation

	Registrar

Reseller
Registrar URL

Registrar IANA Number

Registrar Abuse Contact Email Address

Registrar Abuse Contact Phone Number

URL of Internic Complaint Site
	Domain Name Control 

Business Domain Name Purchase/Sale

Academic/Public Interest DNS Research

Regulatory/Contractual Enforcement 

Criminal Investigation/DNS Abuse Mitigation

DNS Transparency

	Registrar Jurisdiction

Registry Jurisdiction

Registration Agreement Language
	All

	Original Registration Date
	Domain Name Control 

Business Domain Name Purchase/Sale

Academic/Public Interest DNS Research

Regulatory/Contractual Enforcement

	Creation Date
Updated Date
Registrar Expiration Date
	Domain Name Control 

Business Domain Name Purchase/Sale

Academic/Public Interest DNS Research

Regulatory/Contractual Enforcement 

Criminal Investigation/DNS Abuse Mitigation


Note: Access to gated Registrant data elements sometimes needed by purposes marked with * above may involve need-to-know approval; see Section III for discussion of “Approved Gated Data.”
Final Report Table 1: RDS Users and Purposes – Mapped to Use Cases
	User
	Purpose
	Example Use Cases
	Rationale for registration data access

	All Registrants 

(e.g., natural persons, legal persons, accredited Privacy/Proxy providers)
	Domain Name Control
	Domain Name Registration 
Account Creation 
	Enable registration of domain names by any kind of Registrant by creating a new account with a Registrar

	
	
	Domain Name 
Data Modification Monitoring
	Detect accidental, uninformed or unauthorized modification of a domain name’s registration data, either current or historical (using WhoWas)

	
	
	Domain Name 
Portfolio Management
	Facilitate update of all domain name registration data (e.g., designated contacts, addresses) to maintain a domain name portfolio

	
	
	Domain Name 
Transfer Initiation
	Enable Registrant-initiated transfer of a domain name to another Registrar

	
	
	Domain Name 
Deletions
	Enable deletion of an expired domain name

	
	
	Domain Name
DNS Updates
	Enable Registrant-initiated change of DNS for a domain name

	
	
	Domain Name 
Renewals
	Enable renewal of a registered domain name by the domain name’s Registrant 

	
	
	Domain Name 
Contact Validation
	Facilitate initial and on-going validation of registration data (e.g., designated contacts, addresses) by Registrant

	Protected Registrants

(e.g., customers of accredited Privacy/Proxy services that need to be contacted)
	Personal Data
Protection
	Contact Privacy/Proxy Provider
	Enable contact with accredited privacy or proxy providers offering registration services used by any Registrant seeking to minimize public access to personal names and addresses

	
	
	Contact Secure Credential Approver
	Enable contact with accredited Secure Credential Approvers offering registration services used by individuals or groups under threat, using secure credentials relayed via trusted third party

	Internet Technical Staff 

(e.g., DNS admins, mail admins, web admins, ISPs) 
	Technical Issue Resolution
	Contact with Domain Name Technical Staff
	Facilitate contact with technical staff (individual, role or entity) who can help resolve technical or operational issues with Domain Names (e.g., DNS resolution failures, email delivery issues, website functional issues)

	Certification Authorities
	Domain Name Certification
	Domain Name Certification Issuance
	Help a certification authority (CA) identify the Registrant of a domain name to be bound to an SSL/TLS certificate

	Individual Internet Users

(e.g., consumers) 
	Individual 
Internet Use
	Real World Contact
	Help consumers obtain non-Internet contact information for domain name Registrant (e.g., business address)

	
	
	Consumer Protection
	Afford a lightweight mechanism for consumers to contact domain name Registrant-designated Business Contact (e.g., on-line retailer customer service) to resolve issues quickly, without LE/OpSec intervention

	Business Internet 
Users

(e.g., brand holders, brokers, agents) 
	Business 
Domain Name Purchase or Sale
	Domain Name 
Brokered Sale
	Enable due diligence in connection with purchasing a domain name

	
	
	Domain Name Trademark Clearance


	Enable identification of domain name Registrants to support trademark clearance (risk analysis) when establishing new brands

	
	
	Domain Name Acquisition
	Facilitate acquisition of a domain name that was previously registered by enabling contact with Registrant

	
	
	Domain Name 
Purchase Inquiry
	Enable determination of domain name availability and current Registrant and Admin Contact (if any)

	
	
	Domain Name Registration History
	Provide domain name registration history to identify past Registrants and dates using WhoWas

	
	
	Domain Names for Specified Registrant
	Enable determination of all domain names registered by a specified entity (Reverse Query) as part of merger/spinoff asset verification

	Internet Researchers
	Academic/
Public Interest DNS Research
	Domain Name Registration History
	Enable historical research about a domain name registration (WhoWas) during academic/public interest DNS research

	
	
	Domain Names for Specified Contact
	Enable identification of all domains registered with a given name, address, name server, registration date, etc. (Reverse Query) during academic public interest DNS research

	
	
	Survey Domain Name Registrant or Designated Contact
	Enable surveys of domain name Registrants or their designated contacts

	Intellectual Property Owners

(e.g., brand holders, trademark owners, IP owners)

 
	Legal Actions
	Domain Name 
User Contact
	Enable contact with party using a domain name that is being investigated For TM/brand infringement or IP theft

	
	
	Combat Fraudulent Use of Registrant Data
	Facilitate identification of and response to fraudulent use of legitimate data (e.g., address) for domain names belonging to another Registrant by using Reverse Query on identity-validated data.

	
	
	Domain Name Registration History
	Enable historical research about a domain name registration (WhoWas) during IP infringement research


	
	
	Domain Names for Specified Registrant
	Enable identification of all domains registered with a given name or address (Reverse Query) during IP infringement research

	Non-LEA Investigators

(e.g., Tax Authorities, UDRP Providers, ICANN Compliance)
	Regulatory and
Contractual Enforcement
	Online Tax Investigation
	Facilitate by national, state, province or local tax authority identification of contacts for domain name engaged in on-line sales

	
	
	UDRP Proceedings
	Let UDRP Providers confirm the correct respondent for a domain name, perform compliance checks, determine legal process requirements and protect against cyberflight 

	
	
	RDS Ecosystem Contractual Compliance
	Let ICANN audit and respond to complaints about non-compliance by contracted parties (e.g., data inaccuracy or unavailability, UDRP decision implementation, transfer complaints, data escrow and retention)

	LEA/OpSec Investigators

(e.g., law enforcement agencies, incident response teams)
	Criminal
Investigation
& DNS Abuse Mitigation
	Investigate Abusive Domain Name
	Enable effective investigation and evidence gathering by LEA/OpSec personnel responding to an alleged maliciously-registered domain name, including examination of historical data 

	
	
	Investigate Offline Criminal Activity
	Enable effective investigation and evidence gathering by LEA/OpSec personnel responding to offline criminal activity by providing detailed registration data and/or searching for domain names registered to suspect (Reverse Query)

	
	
	Domain Name Reputation Services
	Enable domain name white/black list analysis by reputation service providers

	
	
	Investigate Online Criminal Activity
	Help victims or their legal counsel identify the domain name Registrant involved in potentially illegal activity to enable further investigation by LE/OpSec


	
	
	Abuse Contact for Compromised 
Domain Name
	Assist in remediation of compromised domain names by helping LEA/OpSec personnel contact the Registrant or designated Abuse Contact

	General Public

(e.g., bloggers, media, political activists)
	DNS Transparency 
	Public Registration Data Access
	Identify the organization “behind” a domain name, as commonly desired by a wide variety of Internet users not otherwise reflected in more specific use cases

	Miscreants

(e.g., those engaged in spam, DDoS, phishing, identity theft, domain hijack)
	Malicious Internet Activities
	Domain Name Hijack
	Harvest domain name registration data to gain unlawful access to Registrant’s account and hijacking that Registrant’s domain name(s)

	
	
	Malicious Domain Name Registration
	Use an existing/compromised domain name registration account to register new names to support criminal, fraudulent or abusive activities

	
	
	Registration Data Mining for Spam/Scams
	Harvest domain name Registrant data for malicious use by spammers, scammers and other criminals (miscreants)


Final Report Table 2: RDS Purpose Definitions

	Purpose
	Definition

	Domain Name Control
	Tasks within the scope of this purpose include creating and managing and monitoring a Registrant’s own domain name (DN), including creating the DN, updating information about the DN, transferring the DN, renewing the DN, deleting the DN, maintaining a DN portfolio, and detecting fraudulent use of the Registrant’s own contact information. This implies that every Registrant must be an authenticated RDS user for this purpose, with the ability to access all public and gated information in the RDS about their DN, including designated contact data published in the RDS for this DN.

	Personal Data Protection
	Tasks within the scope of this purpose include identifying the accredited Privacy/Proxy Provider associated with a DN and reporting abuse, requesting reveal, or otherwise contacting the Provider. To accomplish these tasks, the user needs to reliably and easily contact the Privacy/Proxy Provider – for example, by following a Privacy/Proxy Provider PBC’s Abuse_URL to a page that describes the provider’s reveal process or allows the user to submit a reveal request form.

	Technical Issue Resolution
	Tasks within the scope of this purpose include working to resolve technical issues associated with domain name use, including email delivery issues, DNS resolution failures, and website functional issues. To accomplish these tasks, the user needs the ability to contact technical staff responsible for handling these issues. (Note: It might be useful to designate multiple points of contact to address various kinds of issues – for example, postmaster for email issues.)

	Domain Name Certification
	Tasks within the scope of this purpose include a Certification Authority (CA) issuing an X.509 certificate to a subject identified by a domain name. To accomplish this task, the user needs to confirm that the DN is registered to the certificate subject; doing so requires access to all public and gated data about the Registrant.

	Individual Internet Use
	Tasks within the scope of this purpose include identifying the organization using a domain name to instil consumer trust, or contacting that organization to raise a customer complaint to them or file a complaint about them. To accomplish these tasks, the user needs the name of the organization (preferably identity- validated) and its legal (postal) address, and may benefit from following a Contact URL to a page that describes the Organization and its customer service contacts or allows the user to submit a customer service inquiry.

	Business Domain Name Purchase or Sale
	Tasks within the scope of this purpose include making purchase queries about a DN, acquiring a DN from another Registrant, and enabling due diligence research. To accomplish these tasks, the user needs access to the Registrant’s Organization and email address, and in some cases additional gated data – for example, to perform a Reverse Query on the name of a Registrant or contact to determine other domain names with which they are associated.

	Academic/Public Interest DNS Research
	Tasks within the scope of this purpose include academic public interest research studies about domain names published in the RDS, including public information about the Registrant and designated contacts, the domain name’s history and status, and DNs registered by a given Registrant (Reverse Query). To accomplish these tasks, the user needs the ability to access all public data in the RDS and in some cases might need access to gated data for use in anonymized, aggregated form.

	Legal Actions
	Tasks within the scope of this purpose include investigating possible fraudulent use of a Registrant’s name or address by other domain names, investigating possible trademark infringement, contacting a Registrant/Licensee’s legal representative prior to taking legal action and then taking a legal action if the concern is not satisfactorily addressed. To accomplish these tasks, the user needs the ability to contact the Registrant/Licensee’s legal representative, without relay through an accredited Privacy/Proxy provider.

	Regulatory and Contractual Enforcement
	Tasks within the scope of this purpose include tax authority investigation of businesses with online presence, UDRP investigation, contractual compliance investigation, and registration data escrow audits. To accomplish this, the accredited user needs access to some gated Registrant contact and DN data elements, such as postal address and telephone number, as appropriate for the stated purpose. For example, WIPO may need access for UDRP resolution.

	Criminal Investigation & DNS Abuse Mitigation
	Tasks within the scope of this purpose include reporting abuse to someone who can investigate and address that abuse, or contacting entities associated with a domain name during an offline criminal investigation. To accomplish these tasks, the accredited user (e.g., law enforcement agent, first responder) needs to quickly and reliably reach the Abuse Contact responsible for the associated domain name – for example, by following a URL to an abuse reporting process description or incident report form.

	DNS Transparency
	Tasks within the scope of this purpose involve querying the registration data made public by Registrants to satisfy a wide variety of use cases around informing the general public. To accomplish these tasks, the user needs easy access to public data (and only public data) that can be supplied by the RDS. Registrants must be informed that their domain name registration public data may be used for this “catch all” purpose, and this purpose must be limited to public data (that is, this purpose does NOT allow access to gated data.)


The scope of registration data needed to fulfil these purposes is further summarized in the following table, including domain names involved, the kinds of data needed (Registrant data, contact data, domain name data), and additional queries needed.
Final Report Table 3. Scope of Registration Data needed for each Purpose

	Purpose
	Query
Scope
	Contact(s)
Needed
	Registrant 
Data Needed
	DN Data
	Other Queries Needed

	Domain Name Control
	Own DN
	All
	Public+Gated
	Yes
	Reverse (Own Data)
WhoWas (Own DN)

	Personal Data Protection
	PP DN*
	PP
	Public
	Yes
	None

	Technical Issue Resolution
	Any DN
	Tech
	Public
	Yes
	None

	Domain Name Certification
	Any DN
	None
	Public+Gated
	Yes
	None

	Individual Internet Use
	LP DN*
	Business
	Public
	No
	None

	Business Domain Name Purchase or Sale
	Any DN
	Admin
	Public+

Approved

Gated
	Yes
	Reverse (Approved Data)

WhoWas (Any DN)

	Academic/Public Interest DNS Research
	Any DN
	All
	Public+

Approved

Gated
	Yes
	Reverse (Approved Data)

WhoWas (Any DN)

	Legal Actions
	Any DN
	Legal
	Public+

Approved

Gated
	Yes
	Reverse (Approved Data)

WhoWas (Any DN)

	Regulatory and Contractual Enforcement
	Any DN
	Legal
	Public+Gated
	Yes
	Reverse (Any Data)
WhoWas (Any DN)

	Criminal Investigation & DNS Abuse Mitigation
	Any DN
	Abuse
	Public+Gated
	Yes
	Reverse (Any Data)

WhoWas (Any DN)

	DNS Transparency
	Any DN
	
	Public
	Yes
	None


Note about EWG Example Use Cases: 

The EWG developed a draft set of Example Use Cases very early on in its work, to help members discuss and better understand registration data and directory services uses.

These Example Use Cases are listed on pages 1-2 of Annex C and referenced in other tables included in the EWG’s Final Report, such as Table 1, RDS User and Purposes – Mapped to Use Cases.

Note however that those Example Use Cases were just examples, not an exhaustive set, and intended only for purposes of discussion, to help the EWG evolve its thinking on recommended Permissible and Impermissible Purposes, Users, and Data Elements.
While the EWG’s Example Use Cases are available as raw materials for RDS PDP WG volunteers who may wish to draft similar use cases, it should be understood that examples are rough drafts, developed roughly a year before the EWG’s Final Report. This list of examples is not intended to limit RDS PDP WG volunteers from developing their own examples describing any uses of registration data and directory services.
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