Fraudulent and Inaccurate Info Use Case



Goal/Scenario 
com-video.net and login-account.net- Valid information in the WHOIS but inaccurate for this registrant– the information in the WHOIS is a blatant attempt to make it appear that it is owned by Facebook, Inc.  Both domain names were used in a phishing attack.  If the information in this WHOIS record was validated it would be considered valid information BUT this user did not have the right to use this information in a domain name registration record. 

Brief Format Use Case

Use Case:  Fraudulent use of Facebook, Inc information in WHOIS  in an attempt to deceive and make the registration appear legitimate

Main Use Case:  A  query is done of the WHOIS , this can be performed at a variety of websites.  Using the data in the WHOIS record run a reverse WHOIS search to identify a pattern of registration and abuse.   

Casual Format Use Case

Title: Check WHOIS for contact information

Primary Actor: Brand Owner

Other stakeholders:   registry, registrar and  third party WHOIS service providers
Scope: Interacting with Domain Name Directory Service

Level: User Task

Data Elements: Enity, email address, name servers, postal address, phone number, creation date, servers last update. 

Story:  Query the WHOIS for information on who registered the domain name. 
Liberal use of Facebook identifying information.   
Only -ervers are not Facebook information. 

Domain: com-video.net
    Registrar Name: ONLINENIC, INC.

    Registrant:
    Name: Domain Administrator
    Address: 1601 Willow Road,
    City: Menlo Park
    State/Province: CA
    Country: US
    Postal Code: 94025

    Administrative Contact:
    Name: Domain Administrator
    Address: 1601 Willow Road,
    City: Menlo Park
    State/Province: CA
    Country: US
    Postal Code: 94025
    Phone: +1.6505434800
    Fax: +1.6505434800
    Email: domain@fb.com

    Technical Contact:
    Name: Domain Administrator
    Address: 1601 Willow Road,
    City: Menlo Park
    State/Province: CA
    Country: US
    Postal Code: 94025
    Phone: +1.6505434800
    Fax: +1.6505434800
    Email: domain@fb.com

    Original Creation Date: 07/17/2016
    Expiration Date: 07/17/2017

    Nameserver Information:
    Nameserver: ns1.dns-diy.net 
    Nameserver: ns2.dns-diy.net

Domain: com-video.net
    Registrar Name: ONLINENIC, INC.

    Registrant:
    Name: Domain Administrator
    Address: 1601 Willow Road,
    City: Menlo Park
    State/Province: CA
    Country: US
    Postal Code: 94025

    Administrative Contact:
    Name: Domain Administrator
    Address: 1601 Willow Road,
    City: Menlo Park
    State/Province: CA
    Country: US
    Postal Code: 94025
    Phone: +1.6505434800
    Fax: +1.6505434800
    Email: domain@fb.com

    Technical Contact:
    Name: Domain Administrator
    Address: 1601 Willow Road,
    City: Menlo Park
    State/Province: CA
    Country: US
    Postal Code: 94025
    Phone: +1.6505434800
    Fax: +1.6505434800
    Email: domain@fb.com

    Original Creation Date: 07/17/2016
    Expiration Date: 07/17/2017

    Nameserver Information:
    Nameserver: ns1.dns-diy.net 
    Nameserver: ns2.dns-diy.net 

2

