WHOIS/PII Related URS & UDRP Provisions

Topic

URS Rules

URS Procedure

Communications

2(a)(i) sending the Notice of Complaint to all email,
postal mail and facsimile addresses shown in the
domain name's registration data in the Whois
database for the registered domain-name holder,
the technical contact, and the administrative
contact, as well as to any email addresses for the
Respondent provided by the Complainant; and (ii)
providing the Complaint, including any annexes, in
electronic form, either via email to the email
addresses mentioned in (i) above, or via an email
link to an online platform requiring users to create
an account.

2(b) Except as provided in Rule 2(a), any written
communication to Complainant or Respondent
provided for under these Rules shall be made
electronically via the Internet (a record of its
transmission being available).

2(e) Either Party may update its contact details by
notifying the Provider, the Registry Operator, and
the Registrar.

2(h) Any communication subsequent to the Notice
of Complaint as defined in Rule 2(a) by

(i) an Examiner via the Provider to any Party shall
be copied by the Provider to the other Party;

(ii) the Provider to any Party shall be copied to the
other Party; and

(iii) a Party shall be copied to the other Party, to
the Provider and by the Provider to the Examiner,
as the case may be.

2(i) It shall be the responsibility of the sender to
retain records of the fact and circumstances of
sending, which shall be available for inspection by
affected parties and for reporting purposes.

2(a)(i) Sending Written Notice of the complaint to
all postal-mail and facsimile addresses (A) shown
in the domain name's registration data in
Registrar's Whois database for the registered
domain-name holder, the technical contact, and
the administrative contact and (B) supplied by
Registrar to the Provider for the registration's
billing contact; (ii) sending the complaint, including
any annexes, in electronic form by e-mail to: (A)
the e-mail addresses for those technical,
administrative, and billing contacts; ... and (iii)
sending the complaint, including any annexes, to
any e-mail address the Respondent has notified
the Provider it prefers and, to the extent
practicable, to all other e-mail addresses provided
to the Provider by Complainant under Paragraph 3

(b)(v).

2(e) Either Party may update its contact details by
notifying the Provider and the Registrar.

2(h) Any communication by

(i) a Panel to any Party shall be copied to the
Provider and to the other Party;

(i) the Provider to any Party shall be copied to the
other Party; and

(iii) a Party shall be copied to the other Party, the
Panel and the Provider, as the case may be.

2(i) It shall be the responsibility of the sender to
retain records of the fact and circumstances of
sending, which shall be available for inspection by
affected parties and for reporting purposes. This
includes the Provider in sending Written Notice to
the Respondent by post and/or facsimile under
Paragraph 2(a)(i).

Mutual Jurisdiction

Means a court jurisdiction at the location of either
(a) the principal office of the Registrar (provided
the domain-name holder has submitted in its
Registration Agreement to that jurisdiction for court
adjudication of disputes concerning or arising from
the use of the domain name) or (b) the domain-
name holder's address as shown for the
registration of the domain name in Registrar's
Whois database at the time the complaint is
submitted to the Provider.
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The Complaint

3(b)(ii) Provide the name, contact person, postal
and email addresses, and the telephone and
telefax numbers of the Complainant and of any
representative authorized to act for the
Complainant in the URS proceeding;

(iii) Provide the name of the Respondent and all
other relevant contact information from the Whois
record as well as all information known to
Complainant regarding how to contact Respondent
or any representative of Respondent, including
contact information based on pre-complaint
dealings, in sufficient detail to allow the Provider to
notify the Respondent of the complaint as
described in Rule 2(a);

3(b)(iv) Specify the domain name(s) that is/are the
subject of the Complaint. The Complainant shall
include a copy of the currently available Whois
information and a copy, if available, of the
offending portion of the website content associated
with each domain name that is the subject of the
complaint;

The Complaint will be submitted using a form
made available by the Provider. The Form
Complaint shall include space for the following:

1.2.1 Name, email address and other contact
information for the Complaining Party
(Parties).

1.2.2 Name, email address and contact
information for any person authorized to act
on behalf of Complaining Parties.

1.2.3 Name of Registrant (i.e. relevant information
available from Whois) and Whois

listed available contact information for the relevant
domain name(s).

1.2.4 The specific domain name(s) that are the
subject of the Complaint. For each domain name,
the Complainant shall include a copy of the
currently available Whois information and a
description and copy, if available, of the offending
portion of the website content associated with
each domain name that is the subject of the
Complaint.

3(b)(ii) Provide the name, postal and e-mail
addresses, and the telephone and telefax numbers
of the Complainant and of any representative
authorized to act for the Complainant in the
administrative proceeding;

3(b)(iii) Specify a preferred method for
communications directed to the Complainant in the
administrative proceeding (including person to be
contacted, medium, and address information) for
each of (A) electronic-only material and (B)
material including hard copy (where applicable)

3(b)(v) Provide the name of the Respondent
(domain-name holder) and all information
(including any postal and e-mail addresses and
telephone and telefax numbers) known to
Complainant regarding how to contact Respondent
or any representative of Respondent, including
contact information based on pre-complaint
dealings, in sufficient detail to allow the Provider to
send the complaint as described in Paragraph 2

(a);

3(b)(vi) Specify the domain name(s) that is/are the
subject of the complaint

Notice of Complaint
and Locking of
Domain

4(c) The electronic copy of the Notice of Complaint
may be provided via email or an emailed link to an
online platform requiring users to create an
account

4.1 Upon completion of the Administrative Review,
the URS Provider must immediately notify the
Registry Operator (via email) after the Complaint
has been deemed compliant with the filing
requirements. Registry Operator notice shall
include a copy of the Complaint. Within 24 hours of
receipt of the Notice of Complaint from the URS
Provider, the Registry Operator shall “lock” the
domain, meaning the registry shall restrict all
changes to the registration data, including transfer
and deletion of the domain names, but the name
will continue to resolve. The Registry Operator will
notify the URS Provider immediately upon locking
the domain name ("Notice of Lock”).

4.2 Within 24 hours after receiving Notice of Lock
from the Registry Operator, the URS Provider shall
notify the Registrant of the Complaint (“Notice of
Complaint”), sending a hard copy of the Notice of
Complaint to the addresses listed in the Whois
contact information, and providing an electronic
copy of the Complaint, advising of the locked
status, as well as the potential effects if the
Registrant fails to respond and defend against the
Complaint.

4.3 The Notice of Complaint to the Registrant shall
be sent through email, fax (where available) and
postal mail. The Complaint and accompanying
exhibits, if any, shall be served electronically.

4(c) The Provider shall ... forward the complaint,
including any annexes, electronically to the
Respondent and Registrar and shall send Written
Notice of the complaint (together with the
explanatory cover sheet prescribed by the
Provider's Supplemental Rules) to the
Respondent, in the manner prescribed by
Paragraph 2(a), within three (3) calendar days
following receipt of the fees to be paid by the
Complainant in accordance with Paragraph 19.

4(d) If the Provider finds the complaint to be
administratively deficient, it shall promptly notify
the Complainant and the Respondent of the nature
of the deficiencies identified.
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Topic URS Rules URS Procedure [UDRPPolicy " TUDRP Rules (28 Sep 2013)
Notification of 4(g) The Provider shall immediately notify the
Complaint Complainant, the Respondent, the concerned
Registrar(s), and ICANN of the date of
commencement of the administrative proceeding.
The Provider shall inform the Respondent that any
corrections to the Respondent's contact
information during the remaining Pendency of the
UDRP proceedings shall be communicated to the
Provider further to Rule 5(c)(ii) and 5(c)(iii).
Response 5(a)(i) [The Response must) Provide the name, 5.4.1 [Response must include) Confirmation of 5(c)(ii) Provide the name, postal and e-mail
postal and email addresses, and the telephone Registrant data. addresses, and the telephone and telefax numbers
and telefax numbers of the Respondent and of any of the Respondent (domain-name holder) and of
representative authorized to act for the any representative authorized to act for the
Respondent in the URS proceeding; Respondent in the administrative proceeding;
5(c)(iii) Specify a preferred method for
communications directed to the Respondent in the
administrative proceeding (including person to be
contacted, medium, and address information) for
each of (A) electronic-only material and (B)
material including hard copy (where applicable);
5(v) If either Complainant or Respondent elects a
three-member Panel, provide the names and
contact details of three candidates to serve as one
of the Panelists
Panelists 6(a) Each Provider shall maintain and publish a 6(a) Each Provider shall maintain and publish a
publicly available list of Examiners and their publicly available list of panelists and their
qualifications. qualifications.
13(b) The Examiner's Determination shall be in 6(d) Unless it has already elected a three-member
writing, provide the reasons on which it is based, Panel, the Complainant shall submit to the
indicate the date on which it was rendered and Provider, within five (5) calendar days of
identify the name of the Examiner. communication of a response in which the
Respondent elects a three-member Panel, the
names and contact details of three candidates to
serve as one of the Panelists.
Default 12(b) When a case enters Default, the Provider 6.2 In either case, the Provider shall provide
shall notify the Registry Operator that the Notice of Default via email to the Complainant and
Registrant is prohibited from changing content Registrant, and via mail and fax to Registrant.
found on the site and that the Registrant is During the Default period, the Registrant will be
prohibited from changing the Whois information. prohibited from changing content found on the site
See URS Procedure Paragraph 6.2. to argue that it is now a legitimate use and will also
be prohibited from changing the Whois
information.
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Communciation of
Decision to Parties
& Publication

15(a) The Provider shall publish the
Determinations and the dates of implementation
on a publicly accessible web site ...

9.4 Determinations resulting from URS
proceedings will be published by the URS Provider
on the Provider’s website in accordance with the
Rules.

9.5 Determinations shall also be emailed by the
URS Provider to the Registrant, the Complainant,
the Registrar, and the Registry Operator.

4j All decisions under this Policy will be published
in full over the Internet, except when an
Administrative Panel determines in an exceptional
case to redact portions of its decision.

UDRP Rules (28 Sep 2013)

16(a) Within three (3) business days after
receiving the decision from the Panel, the Provider
shall communicate the full text of the decision to
each Party, the concerned Registrar(s), and
ICANN. The concerned Registrar(s) shall within
three (3) business days of receiving the decision
from the Provider communicate to each Party, the
Provider, and ICANN the date for the
implementation of the decision in accordance with
the Policy.

16(b) Except if the Panel determines otherwise
(see Paragraph 4(j) of the Policy), the Provider
shall publish the full decision and the date of its
implementation on a publicly accessible web site.

15(d) The Panel's decision shall be in writing,
provide the reasons on which it is based, indicate
the date on which it was rendered and identify the
name(s) of the Panelist(s).

Remedy

10.2 Immediately upon receipt of the
Determination, the Registry Operator shall
suspend the domain name, which shall remain
suspended for the balance of the registration
period and would not resolve to the original web
site. The Registry Operator shall cause the
nameservers to redirect to an informational web
page provided by the URS Provider about the URS
...The Whois for the domain name shall continue to
display all of the information of the original
Registrant except for the redirection of the
nameservers. In addition, the Registry Operator
shall cause the Whois to reflect that the domain
name will not be able to be transferred, deleted or
modified for the life of the registration.

10.3 There shall be an option for a successful
Complainant to extend the registration period for
one additional year at commercial rates.

10.5 If the Examiner rules in favor of Respondent,
the Provider shall notify the Registry Operator to
unlock the name and return full control of the
domain name registration to the Registrant.
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Topic URS Rules URS Procedure UDRP Policy UDRP Rules (28 Sep 2013)
Administrative 18(d) Any Provider registering a case of abuse as |11.6 URS Providers shall identify and track barred |4k. Availability of Court Proceedings. The
Proceeding: Other |described in the URS Procedure Paragraph 11 parties, and parties whom Examiners have mandatory administrative proceeding requirements
Aspects shall, within one (1) Business Day submit determined submitted abusive complaints or set forth in Paragraph 4 shall not prevent either
information of the abuse case to an abuse case deliberate material falsehoods. you or the complainant from submitting the dispute
database. to a court of competent jurisdiction for independent
resolution before such mandatory administrative
18(e) The abuse case database shall be proceeding is commenced or after such
electronically accessible to all Providers. proceeding is concluded. If an Administrative
Panel decides that your domain name registration
18(f) Upon receipt of a Complaint, the Provider should be canceled or transferred, we will wait ten
shall verify the admissibility of the Complaint (10) business days (as observed in the location of
against the abuse case database .... our principal office) after we are informed by the
applicable Provider of the Administrative Panel's
19(a) The Provider is responsible for providing the decision before implementing that decision. We
entire record in the underlying proceeding to the will then implement the decision unless we have
Appeal Panel. received from you during that ten (10) business
day period official documentation (such as a copy
of a complaint, file-stamped by the clerk of the
court) that you have commenced a lawsuit against
the complainant in a jurisdiction to which the
complainant has submitted under Paragraph 3(b)
(xiii) of the Rules of Procedure. (In general, that
jurisdiction is either the location of our principal
office or of your address as shown in our Whois
database. See Paragraphs 1 and 3(b)(xiii) of the
Rules of Procedure for details.) If we receive such
documentation within the ten (10) business day
period, we will not implement the Administrative
Panel's decision, and we will take no further action,
until we receive (i) evidence satisfactory to us of a
resolution between the parties; (ii) evidence
satisfactory to us that your lawsuit has been
dismissed or withdrawn; or (iii) a copy of an order
from such court dismissing your lawsuit or ordering
that you do not have the right to continue to use
your domain name.
Legend: Red -- Providers are required to check WHOIS
Data
Blue -- Providers may check WHOIS Data
Black -- Other provisions that involve WHOIS data
and Personally Identifable Information




