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Dear Members of the GNSO Council:

We are writeing in our capacity as Co-Chairs on behalf of the members of the PDP WG that is reviewing all RPMs in all gTLDs.

Like so many members of others in the ICANN community, our WG is closely following the ongoing discussion of how to reconcile the content and accessibility of the regarding WHOIS database with as it relates to the requirements of the EU’s GDPR that will begin to be enforced on May 25th. 

Our WG’s members have varying interests and perspectives on that issue. We understand that ICANN is working with community members to expeditiously finalizeation of an its Interim Model for Compliance with ICANN Agreements and Policies in Relation to the European Union’s General Data Protection RegulationInterim Model for contracted parties’ compliance with GDPR, as well as of a final Accreditation and Access Model, may take place outside of the PDP framework and, of necessity, on an accelerated timetable. 

We write today to provide inform you the Council with information regarding the relationship between access to WHOIS data and the operations of the URS and UDRP Curative Rights Processes. We believe that sharing this information with you --– and through you with ICANN management, relevant regulators, and other interested partiesas possible stewards of an expedited GDPR‑related policy process --– of the need for WHOIS data  will help assure that any process to resolve GDPR compliance matters will be better informed regarding the critical interplay between access to registrant data and the functioning of these very useful alternatives to judicial process to address disputes  regarding allegations of bad faith registration and use of domain names  The current Rules for both the in UDRP and URS cases.  

To meet due process standards in UDRP and URS cases, the relevant direct Dispute Resolution Providers must to communicate with the domain name registrant/respondent based upon email, postal, and facsimile information found in the “Whois database for the registered domain-name holder”.

In this respect we are pleased to see that each of the three apparently leading models being discussed – the ICANN Interim Model, the ECO Playbook, and the IPC/BC Accreditation & Access model – specifically recognize that UDRP and URS providers meet the GDPR’s Article 6(1)(f) legitimate purposes and Article 6(1)(b) performance of a contract criteria such that registries and/or registrars, as the case may be, can and should provide such providers with access to WHOIS data.  

As a starting point, we note that ICANN’s Interim Compliance Model (the “Cookbook”), at Section 7.2.10.2, affirms that dispute resolution mechanisms like the UDRP rely on WHOIS for case administration. We also understand that ICANN’s Interim Compliance Model indicates an intent for dispute resolution service providers to be accredited under the formal accreditation program for access to full WHOIS data. 

During the period between the initiation of GDPR enforcement on May 25, 2018 and development and implementation of an accreditation and access model it will be particularly critical to assure that dispute resolution service providers are provided with registrant information necessary to administer cases and provide adequate due process, with that data coming from registrars for the UDRP and from registries for the URS. This includes the registrant’s postal, fax, and email addresses, and likely as well as the disputed domain’s technical, administrative, and billing contacts. 

Attached you will find a chart prepared at our request by GNSO ICANN staff supporting our WG that references all relevant provisions of UDRP Policy and Rules, and URS Rules Procedure and ProcedureRules, that directly or indirectly reference access to and use of registrant data and the WHOIS database.  As you can see, such data plays an important role in the administration of these dispute resolution procedures that provide a rapid and lower cost alternative to litigation, including:
Assuring timely and reliable notice of the complaint to the domain registrant
Showing a domain name lock or suspension as required by certain UDRP and URS decisions
Determining the jurisdiction in which a court of mutual jurisdiction is located for purposes of UDRP appeal
Providing information that a Complainant is required to include in a UDRP or URS filing

Other aspects of the URS Rules and Procedure relate to locking of WHOIS information under certain circumstances, and modifying the data post-suspension to prevent subsequent transfer, deletion or modification during the remainder of the registration period.

We are aware that the accessibility of WHOIS data by trademark holders in a GDPR-compliant accreditation system is already under discussion. The purpose of this letter is to provide background information regarding the important role registrant data plays in the operation of alternative dispute resolution procedures and to help assure that these important rights protection mechanisms can continue to function efficiently, effectively, and fairly.

We would be pleased to respond to any questions that may be raised by this letter.We hope you find this information useful.

Sincerely,

Philip S. Corwin
Kathryn A. Kleiman
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