
 
 
 

Table of Contents 

SOI: ....................................................................................................................................... 1 

SLIDEDECK: ............................................................................................................................ 1 

Slide 1: standing agenda ........................................................................................................ 2 

SLIDE 2: Study 2 Deliverables and Their Status ........................................................................ 2 

SLIDE 3: Actions Towards the Content of Study  2 Deliverables ................................................ 3 

SLIDE 4: Actions Towards the Content of Study 2 Deliverables ................................................ 3 

SLIDE 5: Actions Towards the Content of Study 2 Deliverables 2 .............................................. 4 

SLIDE 6:  Data Questions for Other Sources............................................................................. 4 

SLIDE 7: Outstanding Data Questions ..................................................................................... 5 

SLIDE 8: corp., home., and .mail Case Study/Board Question .................................................. 6 

SLIDE 9:  Overarching Principle of Identifying ‘Harm’ .............................................................. 6 
 
 
 

SOI: no updates 

 

SLIDEDECK:  

https://docs.google.com/presentation/d/1VjuBhPYQ7K59vppKxHSM-hpLnOIov_94-
boWprFllMg/edit 
 
This slide deck presents how NCAP Discussion group will do their work 
 

https://docs.google.com/presentation/d/1VjuBhPYQ7K59vppKxHSM-hpLnOIov_94-boWprFllMg/edit
https://docs.google.com/presentation/d/1VjuBhPYQ7K59vppKxHSM-hpLnOIov_94-boWprFllMg/edit


 
 

Slide 1: standing agenda

 
 

SLIDE 2: Study 2 Deliverables and Their Status 

 
 
We want to use structure on #2 slide.  Consider details of each item on this slide. 
 



 

SLIDE 3: Actions Towards the Content of Study  2 Deliverables 

 
 
 

SLIDE 4: Actions Towards the Content of Study 2 Deliverables

 
 
 
 



SLIDE 5: Actions Towards the Content of Study 2 Deliverables 2 

 
 
10 Board Questions we need to answer 
Some have dependencies on study 3 to follow study 2, such as #4 & 6. Keep this in mind. 
 

SLIDE 6:  Data Questions for Other Sources 

 
Encouraging team to edit within slides  (?) 
 
#1. Data sensitivity analysis. Does signal growth continue to expand or subside 



#2. If you randomly picked L root or A root, how different would those assessments come out? 
#3. Look at A & J data, find a big open recurser like Google, identify A & J going to them and 
open with that recursive resolver to see what other traffic properties they are seeing on those 
strings. How diverse? 
#4. Root server operator data and a recursive resolver data.  Look at non-Q named  
#5. DITL is probably only data source. May have some A& J but is diminished pre-2016. 
 
 

SLIDE 7: Outstanding Data Questions 
 

 
 
Questions the team has brought up in last 2 months. 
 
JEFF: revised study 2 proposal says ICANN has 40+ name collision reports they used on Study 1. 
Will we look at those. Pre-2012 data and determine trend. 
Matt: technical investigator will have access to those reports, but there are admin issues for all 
team to get access 
 
#2: look at distribution of how much query volume each string receives.  
#3: look at p value 
 
 



SLIDE 8: corp., home., and .mail Case Study/Board Question

 
 
Do we feel comfortable with the analysis already done? 
Matt: suggests #3 s 
 
 
 
 

SLIDE 9:  Overarching Principle of Identifying ‘Harm’ 

 
 
The  slide text above was in Study 1’s appendix. 
 



Review what we drafted on “harm” and see if we want to refine and how this plays into our 
overall assessment. 
 
 
Jim: Definition of HARM is critical for Study 2.  How do you evaluate harm? 
 
Jeff: provide guidance to Board on how to judge the magnitude of such harm.  Scale of harm, 
measurements, likelihood to occur.  What is ICANN’s role in harm? 
 
Greg: severity of the harm (the depth) as well as magnitude (breadth). 
 
Matt: how to start determining severity/magnitude based on data in study 1 report as well as 
case studies presented. Study 1 – academic papers looked at name collision vulnerabilities: 
what do we think of these known issues and  how does that vulnerability then become 
weaponized in a name collision situation to determine the magnitude.  How do you 
contextualize it? 
 
Jeff S.: mitre attack framework (cyber-security framework) and categorizes what bad guys do. 
 
https://attack.mitre.org/ 
 
Most big problems are where there is NO higher level cryptographic authentication.  SMTP is 
vulnerable to collision types of things because people don’t use the cryptographic  
authentication. 
 
Jeff N.: string has no context on it’s own  prior to delegation per SSAC’s SAC103 & SAC114.  
Until SSAC changes their advice we can’t look at the context 
 
 
 
 
 

https://attack.mitre.org/
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