Case study of P/P service abuse - GMO

One day in March 2018, when I was doing some open source research about Proxy/Privacy service, I happened to discover a P/P service provider’s email address - proxy@whoisprotectservice.com. According to open source tool ‘Viewdns.info’, there are 1,768,184 domains use the same email address in Whois record (screenshot as below).
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If you search the same email address on Yumi – a Chinese domain trading company’s website, there are 1,195 newly registered domains use this email address in Whois record.
[image: ]
I randomly checked some of them, several of them linked to porn websites with Mandarin interface, and all of them hosted on same IP.

Then I conducted a reverse IP lookup to see how many domains are hosted on the same IP in total. The result is scary, 434,550 domains were hosted on the same IP at that time.
[image: ]

I checked the domains identified on Yumi for several days, the web content changed already, and most of the domains are now redirected to a static webpage as below.
[image: ]
The perception is that these domains were intentionally registered for malicious purpose, and served as bulletproof hosting. My previous working experience was that criminals will take advantage of the difference of applicable laws in different jurisdictions, to avoid detection of the police. This has been an open secret for years. For example, criminals will set up porn or online gambling websites which are hosted other than China, while the interface is in Mandarin, the administrator, moderators and the registered members are all from China. 
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Tools API Research Data
ViewDNS.info > Tools > Reverse Whois Lookup

This free tool will allow you to find domain names owned by an individual person or company. Simply enter the email address or name of the person
or company to find other domains registered using those same details. FAQ.

Registrant Name or Email Address:

[eo]

Reverse Whois results for proxyEwhoisprotectservice.com

Tnere are 1,768,184 domains that macched this search query.
The first 500 of these are listed below:

[Pomain Name [Creation Date [Registrar

o-=0.3p 2013-05-22

[0-0.b1ue [2014-09-05  [eMo INTERNET, INC. D/B/A ONAMAE.COM
0-0.c1ick [2017-09-26  |[eMo INTERNET, INC. D/B/A ONAMAE.COM
[0-0.on1 [2015-01-31  |[eMo INTERNET, INC. D/B/A ONAMAE.COM
0-0.tokyo 2017-06-28 [eMo 1NTERNET, 1INC.

0-0.xyz 2014-06-11 [emo

0-0b.xyz 2017-06-15 [emo

[0-110.com [2015-02-26 [eMO INTERNET, INC. DBA ONAMAE.COM
[00-1.work [2017-06-27  [GMO INTERNET INC DBA ONAMAE.COM
[00-vision.com [2014-01-24 oMo INTERNET, INC. DBA ONAMAE.COM
[000-120. com [2016-07-18 [eMO INTERNET, INC. DBA ONAMAE.COM
[000-555. com [2015-11-16 om0 INTERNET, INC. DBA ONAMAE.COM
[000-£. com [2000-09-05 [eMO INTERNET, INC. DBA ONAMAE.COM
[000.blue [2014-05-05 [eMo INTERNET, INC. D/B/A ONAMAE.COM
[000.diet [2017-03-30  |[eMo INTERNET, INC. D/B/A ONAMAE.COM
[000. okinawa 2014-10-14  [eMo INTERNET, INC.
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Tools API Research Data
ViewDNS.info > Tools > Reverse IP Lookup

Takes a domain or IP address and does a reverse lookup to quickly shows all other domains hosted from the same server. Useful for finding phishing
sites or identifying other sites on the same shared hosting server.

Domain / 1P:

[eo]

Reverse IP results for 36604.net (150.95.255.38)

There are 434,550 domains hosted on this server.
The first 1000 of these are listed below.

Download The Full Report for $87

[pomain [Last Resolved Date
0-123456789.com 2018-04-02
[0-xosmos . com 2017-04-01
[0000-0000. com 2018-04-02
0021-ai.com 2018-04-02
[007-agent . com 2018-04-02
0onstaff.com 2018-04-02
0120-117-881.biz 2018-04-07
0120117881 .biz 2018-04-07
[0120412039. com 2018-04-02
0120f10wers. com 2018-04-02
01414.biz 2018-04-07
01allweb.com 2017-03-31
(024365 .net 2018-04-09
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