CENTER FOR MONITORING AND CONTROL OF THE

PUBLIC SERVICES TELECOMMUNICATION NETWORK
(CMC PSTN)

National Domain Name System (NDNS)

Instructions for Telecommunication Operators and AS number owners
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1. General information

National Domain Name System (NDNS) is a union of interconnected software and
hardware agents intended for storage and retrieval of information about network addresses
and domain names.

NDNS is carried out by telecommunication operators, owners of any other operators
of technology networks with autonomous system numbers, information publishers on the
Internet, users of telecommunication services, or other parties requiring information contained
in NDNS.

For usage of the public servers (resolvers) of the NDNS, owners of an autonomous
system number must change and/or add addresses of the NDNS resolvers to the list of
end user DNS servers (including the addition of those addresses to the DHCP configuration).

IMPORTANT! Backup current configuration before changing DNS configuration for NDNS
usage to be able to roll back any time.

2. Order of actions

2.1. Study this instruction;

2.2. Perform configuration of the telecommunication operator (AS owner) following
this instruction;

2.3. Send a notification about performed configuration to the regional Office of

Roskomnadzor and to the CMC PSTN e-mail - ndr@noc.gov.ru.

Notification should contain full organization name (or natural person, or business
name), Individual Taxpayer Number, regional location and contacts of a person responsible
for provisioning configuration. In the notification, include subject “Connection to the NDNS”,
short name, Individual Taxpayer Number should be mentioned, for example: «Connection to
the  NDNS_Spring llc_1111111111» or  «Connection to the NDNS_V.V.
lvanov_111111111122».

3. Addresses and names of the NDNS public resolvers

a.res-nsdi.ru b.res-nsdi.ru
ipv4 195.208.4.1 195.208.5.1
ipv6 2a0c:a9%c7:9::1 2a0c:a9%c7:8::1

Any of these addresses may be used as primary or secondary DNS server.



4. Configuration settings for using the public NDNS resolvers

For configuration of the caching DNS resolvers autonomous system number owner

must modify configuration to receive answers from local authoritative root zone server:

for BIND 9.11 DNS resolver
options {
forward first;
forwarders { 195.208.4.1; 195.208.5.1; 2a0c:a9c7:8::1;
2a0c:a9c7:9::1;};
}s

for Unbound DNS resolver

forward-zone:

name:
forward-host: 195.208.4.1
forward-host: 195.208.5.1
forward-host: 2a@c:a9c7:8::1

forward-host: 2a@c:a9c7:9::1
forward-first: yes

for PowerDNS-recursor DNS resolver
forward-zones=.= 195.208.4.1;195.208.5.1;2a0c:a9¢c7:8::1;2a0c:a9c7:9::1

5. Configuration for authoritative root zone server

For configuration of the local authoritative server to support root zone received fron

the distribution server autonomous system number owner must:

- Copy zone file (tab «Zone file» — selection «--zone serial number-- » — button «Show»
—button «Download file»);

+ Change configuration of the local DNS server:

in case of local DNS server is BIND 9.11

options {
listen-on {127.0.0.1; <external address for notifications>;};

}

key "<keyname>" {
algorithm hmac-sha256;
secret "<secret>";



};
server 194.85.254.37 { keys { <keyname> ;}; };
zone "." {
type slave;
file "<path/to/file>";
masters { 194.85.254.37; };
};
in case of local DNS server is NSD
ip-address: 127.0.0.1
ip-address: <external address for notifications>

key:

name: "<keyname>"
algorithm: hmac-sha256
secret: "<secret>"
zone:
name:
zonefile: "<path/to/file>"
allow-notify: 194.85.254.37 <keyname>
request-xfr: 194.85.254.37 <keyname>

<external address for notifications>
— IP address of the server, which will receive updates of the root zone updates at the master server
(value must be the same with «IP address of your server» at the page «AXFR configuration»)

<keyname> - value «Key Title» (tab «AXFR configuration»)

<secret> —value «Key» (tab «<AXFR configuration»)

<path/to/file> - path to the root zone file

Important! To let DNS server NSD to function as DNS root server it is required to set
compilation option --enable-root-server, otherwise NSD will not load the root zone file.
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1. Obwue cBegeHns

HauuoHanbHas cuctema JdomeHHbix wmeH (HCOW) npeacrasnser  cobou
COBOKYMHOCTb B3aMMOCBSI3aHHbIX MPOrpaMMHbIX U TEXHUYECKUX CPEeACTB, NpegHa3HaYeHHbIX
ANS XpaHeHus 1 NornyyYeHns MHpopMaLunn 0 ceTeBbIX agpecax U JOMEHHbIX UMEHaXx.

Wcnonb3oBanne HCOWM ocywectBnaeTcs UMeowmmMm HoMep aBTOHOMHOW CUCTEMbI
onepartopamun CBs3u, COBCTBEHHMKAMM UM MHLIMW BnagenbLlaMn TEXHONOMMYECKUX ceTen
CBA3W, OpraHusatopamun  pacnpocTpaHeHna  uHdopmMauum B cetTn  "UHTepHeT",
nosfib3oBaTeNsAMM yCnyramm CBs3u, a Takke MHbIMU NnuamMm, KOTOpbIM HEO6X0AMMbI CBEAEHNS,
cofepkalimecst B HaunMoHanbHoON cucteMe JOMEHHbIX UMEH.

Ona wucnonb3oBaHua nybnuyHblx cepBepoB (pesonsepoB) HCOW Bnapensuy
aBTOHOMHOM CUCTEMbl Heob6XoaNMO U3MeHUTb n/mnu gobasntb B cnncok DNS-cepsepos Ans
KOHEeYHOro KnueHTta agpeca pesonsepos HCAN (HeobxoaMmo BHECTU agpeca 3TUX cepBepoB
B HacTpoviku DHCP).

BAXHO! lMNpexage yem u3meHatTb HacTponkn DNS ansa mncnonb3oBanHusa cepsepoB HCOW,

00653aTeNnbHO COXPaHUTE TEKYLLIME HAaCTPONKN B KAYECTBE Pe3epBHbLIX KON HA CyYan, ecnu

NoHagobuTca BEPHYTLCA K HUM B Nto6oe Bpemst.

2. MNopsnok oencreum

2.1.  W3y4nTb JAHHYIO UHCTPYKLUMIO;

2.2. BbINOMHUTL HACTPOWKK, COrNAcHO MHCTPYKLUMK, Ha 06opyaoBaHUM onepaTopa
cesasu (Bnagenbua AC);

2.3. HanpaBuTb yBegoMIieHME O BbINOSHEHHbLIX HACTponKax B TeppuTopmnanbHoe
YnpasneHve PockoMHaasopa u Ha anekTpoHHyto nodty LMY CCOIT -
ndr@noc.gov.ru.

B yBegomneHuun ykasaTb MOSHOE Has3BaHMe opraHu3aumm (unuv usn4eckoro nuua,
UIT), NHH, permoH MecToHaxoX4eHUs 1 KOHTaKTbl NiMLa OTBETCTBEHHOMO 3a NPOU3BEAEHHbIE
HacTponku. B Ha3BaHuM yBegoMneHns Heobxoammo ykasaTb: MNMoakntoyvenne k HCOW, kpaTkoe
HasBaHwe opraHu3auum u  WHH, Hanpumep: «[llogkniouvenne «k  HCOWM_OO0O
«BECHA» 1111111111» unu «Noakntovenne k HCOWN UM B.B.MBAHOB_111111111122».

3. Agpeca n umeHa nyoénu4yHbelix pesonsepos HCOU

a.res-nsdi.ru b.res-nsdi.ru
ipvd 195.208.4.1 195.208.5.1
ipv6 2a@c:a9%c7:9::1 230c:a9c7:8::1



Jto6oi 13 ykasaHHbIX aapecoB MOXET OblTb MCNONb30BaH B KA4eCTBE OCHOBHOIO UMK

pononHutensHoro DNS-cepsepa.

4. Hactpourku onga ncnosnb3oBaHnsa nybnnyHbix pesonsepos HCOU

Ona HacTtponkn kawwupyowmx DNS-pesonsepoB Ha nofnyvyeHve OTBETOB OT
NOKanbHOro aBTOPUTETHOrO CepBepa KOPHEBOW 30HbI Bnagenblly aBTOHOMHOM CUCTEMbI

Heo6XxoQMMO BHECTU U3MEHEHNS B KOH(UrypaumoHHble annbl DNS-pe3onsepos:

- ecnu peanu3aumss DNS-pesonsepa BIND 9.11

options {
forward first;
forwarders { 195.208.4.1; 195.208.5.1; 2a0c:a9c7:8::1;
2a0c:a9c7:9::1;};
s

- ecnu peanu3aums DNS-pesonsepa Unbound

forward-zone:

name:
forward-host: 195.208.4.1
forward-host: 195.208.5.1
forward-host: 2a@c:a9c7:8::1
forward-host: 2a@c:a9c7:9::1
forward-first: yes

- ecnu peanu3aums DNS-pesonsepa PowerDNS-recursor
forward-zones=.= 195.208.4.1;195.208.5.1;2a0c:a9c7:8::1;2a0c:a9c7:9::1

5. HacTtpownkun ans ncnonb3oBaHUs aBTOPUTETHOIO cepBepa KOPHEBOM 30HbI

[ns HacTpoWMKM noKanbHOro aBTOPUTETHOrO cepBepa A NOOAEPXKKAM Ha HeMm
KOPHEBOW 30HbI, MOMYy4YEeHHOW C cepBepa AUCTpubyuun, Bnagernbly aBTOHOMHOW CUCTEMbI
HeobxoanMmo:

e CkonnpoBaTb gann 30HbI (Bknagka «Pannbl 30HbI» — BbIOOP «--CEPUNHBLIA HOMEP 30HbI--
» — KHomMkKa «[lokazaTb» — kHomnka «CkadaTtb dann»);
e BHeCcTn nameHeHns B KoHdurypaumoHHbele dansnbl iokansHoro DNS -cepBepa:

- ecnu peanu3aumnsa nokansHoro DNS-cepsepa BIND 9.11

options {

listen-on {127.0.0.1; <BHewHwWin aapec ANA yBeAOMNEHUI>; };



key "<keyname>" {
algorithm hmac-sha256;
secret "<secret>";

3
server 194.85.254.37 { keys { <keyname> ;}; };
zone "." {
type slave;
file "<path/to/file>";
masters { 194.85.254.37; };
35

- ecnu peanu3auus nokanbHoro DNS-cepsepa NSD

ip-address: 127.0.0.1
ip-address: <BHewHuin agpec AnA yBefOMJIEHMI>

key:
name: "<keyname>"
algorithm: hmac-sha256
secret: "<secret>"
zone:
name: "."
zonefile: "<path/to/file>"
allow-notify: 194.85.254.37 <keyname>

request-xfr: 194.85.254.37 <keyname>

<BHeWHWA agpec — IP-agpec cepBepa, Ha KOTOpbIA OyayT MpUXOAWTb YBeOOMIIEHUA 06

ANA yBefomieHuin> OOHOBMEHMM KOpHEBOW 30HbI Ha master-cepeepe (3HayeHMe [AOMKHO
coBnagaTthb C ykasaHHbIM B none «lP-agpec Ballero cepeepa» Ha CTpaHuLe
«AXFR HacTponkm»)

<keyname> — 3HadeHue «HasBaHue kntova» (Bknagka «AXFR HacTponkmn»)
<secret> — 3HadveHue «Krou» (Bknagka «AXFR HacTponkuy)
<path/to/file> — NyTb K doanny KOPHEBOW 30Hb

BaxHo! [Ina dyHkumnoHnposaHna DNS-cepsepa NSD B kayecTBe cepBepa KOPHEBOW 30HbI
DNS npu komnunaumm HeobxoamMmMo yCcTaHOBUTL donar - -enable-root-server, B NPOTUBHOM
cnyyae NSD He Byget 3arpyxaTb hannbl KOPHEBOW 30HbI.



