Collated Public Comments to the WHOIS Policy Review Team’s Discussion Paper
This document provides an overview of the public comments
 received in response to the request for public comments on a Discussion Paper, issued by the WHOIS Policy Review Team and featuring 14 questions. The comments are grouped per question referenced and listed by contributor in chronological order of submission. Comments not referring to any specific question are grouped under "Other Comments", at the end. The original contributions should be consulted for complete contextual information. In total, 29 comments were submitted by 27 contributors. The comments are hyperlinked below for easy access and available at: http://forum.icann.org/lists/whoisrt-discussion-paper/  
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	RECOMMENDATION/CONCLUSION
	SUMMARY OF COMMENTS

	1. What measures should ICANN take to clarify its existing WHOIS policy?
	FE: ICANN should make clear that billing, law-enforcement, or marketing info in public WHOIS data are not mandatory, but MUST (if present) be correct. ICANN should make clear that the main purpose of public WHOIS data is a last resort technical contact info if all other ways (postmaster@, abuse@, webmaster@, hostmaster@) fail.  Public WHOIS data is primarily intended to help domain owners in cases of technical problems with their domain, including problems with registrars.  ICANN should help that registrars communicate this primary purpose to registrants, i.e., most of the public WHOIS data is voluntary, what is published must be always correct, an any contact info xyz@xxxxxxxxxxx for domain an.example might not help if technical problems also affect all e-mails to domain an.example.
VH: Remove all personal data of the owner and therefore revoke the duty of both the domain owner and domain registrar to provide accurate personal data. Instead, introduce a data field which contains a contact address for all who want to contact the owner. The contact address should be an e-mail address of the domain registrar, who forwards incoming and outgoing messages. Remove the annual reminder for domain owners to keep their data up to date.
IHG: ICANN should carry through on its commitment to provide open access to reliably accurate registrant information, as this information is essential to maintain the integrity of the Internet itself. The proliferation of false WHOIS data undermines ICANN's legitimacy and allows cybersquatters and others to increase their misleading and damaging activities online. In particular, ICANN should require that registrars actually confirm the WHOIS data provided by registrants and not merely allow registrars to blindly accept any data provided by registrants with a meaningless and unenforceable reminder to registrants that accuracy is required.
INTA:  ICANN should clarify its existing Whois policy by taking measures to inform and educate thepublic and its contracted business partners, such as its registrars and registries, on the importance of the Whois policy and of complying with its terms. As one of ICANN’s most important substantive policies, a description of the Whois policy and its function in the Domain Name System (DNS) should be clearly visible on the ICANN homepage, so the public can understand the purpose and function of the policy, and the roles, rights, and responsibilities of registrants, registrars, registries, and all other Internet stakeholders. In particular, for consumers and other members of the public, ICANN should describe the implications of providing false or misleading Whois information. A direct link should be created on the ICANN homepage to the Whois Data Problem Reporting System (WDPRS) http://wdprs.internic.net and ICANN should take other measures to inform relevant stakeholder communities on the WDPRS, such as through targeted educational programs and publications. ICANN should also provide dedicated staff support to ensure the system is performing robustly and meetings its goals.
IACC: Assurance of public access to complete, accurate and up-to-date WHOIS data has formed a core responsibility of ICANN since its inception. The continued relevance of this core responsibility was restated (and accepted) by ICANN in the Affirmation of Commitments. Notwithstanding this responsibility, ICANN has fallen far short of its promises in this regard. Unfortunately, ICANN has attempted to fulfill its commitments concerning WHOIS through the contract provisions contained in the Registrar Accreditation Agreement (“RAA”) and, specifically, those which impose obligations upon registrars to collect such data and to make that data accessible. That ICANN’s attempts have been made solely within the context of its contractual relationships with registrars is unfortunate because ICANN has proved woefully deficient in its enforcement of the terms of those contracts. Not only are ICANN’s compliance efforts best described by the catchphrase “too little, too late:”, but they have been effectively non-existent as relate to WHOIS and, more specifically, registrant obligations to provide true and accurate WHOIS contact information. This history demonstrates that ICANN must do far more than it has done to date should it intend to fulfill its promises concerning the WHOIS database. These include a greater emphasis on contract compliance, including the allocation of greater budgetary resources to compliance, as well as the publication of policies which demonstrate a clearer intention to fulfill ICANN’s WHOIS obligations than has historically been the case. These changes should be published beyond the ICANN community so that registrants who abuse the WHOIS system will be given adequate notice that their domain name registrations are placed in jeopardy by failure to abide by requirements to provide true, accurate and complete WHOIS data. In addition, a clearer articulation of registrar responsibilities with respect to the integrity of and access to WHOIS must be articulated. The registrar community has, not surprisingly, been reluctant to seen clearer articulation of its legal obligations in this regard but ICANN’s commitments pursuant to the AOC must take priority over the wishes of one ICANN constituency. ICANN’s efforts to provide registrar guidance through an advisory of registrar deployment of proxy services represented but one, helpful first step in this regard.
TWI:  We can appreciate the frustrations of some Review Team members about the fact that there is no single document setting forth ICANN’s overall policy with regard to Whois. We believe, however, that this policy can be readily discerned from a review of the documents listed on page 4 of the Discussion Paper. Notably, paragraph 9.3.1 of the Affirmation of Commitments encapsulates the main objectives of that policy: “to maintain timely, unrestricted and public access to accurate and complete Whois information, including registrant, technical, billing, and administrative contact information.” ICANN has sought to implement this policy, like most others within its purview, through contractual arrangements with gTLD registries and with accredited registrars. The Review Team can fulfill its responsibilities by evaluating how well those contractual arrangements advance the basic goal, and how effectively ICANN is enforcing compliance with those contractual obligations. We urge the Review Team to focus its efforts in these areas, rather than in the perhaps elusive goal of articulating a completely comprehensive overarching statement of policy in this area.
CW: I rather doubt that the initial purposes of the Whois protocol and database extended to their current utilisation. It would appear that rather more is expected of Whois than it is capable of delivering in view of the legacy of past practice and the current and prospective scale of the Internet. Alternatively, the Registries and Registrars could be obliged to provide accurate and verified data about those specific domains for which a legitimate enquiry or request had been made. Without wishing to suggest that matters are even more complicated than they are already, I shall pass here on the prospect of applying current Whois policy to IDN Registries.
MPAA: ICANN should establish metrics or criteria for both defining and verifying accuracy. A study covering the potential metrics was outlined in 2010 by NORC. Currently, there is no requirement for the use of a legally held name. There is also no requirement for due diligence checks or a standardized verification process that would verify the deliverability of a physical address or post box cited in a registration application. Furthermore, an established process to determine if the listed country and region code for the applicant’s telephone number corresponds with the listed address does not exist. These areas are commonly filled with fictitious data by abusive registrants and could be readily detected through an automated or physical verification process. Recommendation:  Single, cross-referenced registry database and a registrant ID. A central registry database for all gTLD and  available ccTLDs registrant data could be used in a due diligence process. This database could be used to automatically cross check contact information submitted by applicants against existing registrations. This cross check should be conducted prior to approving the registration. In this way, email addresses, physical address, or phone numbers used in previous registrations would be matched to existing registrations with the same information. If the cross check identifies inconsistencies within the application or among existing registrations sharing that information, the application and existing registrations could be placed on hold pending a higher level of contact verification. In the same manner, the cross check could identify the use of undeliverable address information, such as an unlisted telephone number or address information that does not correspond with a street, country code, city code, or postal code information provided in an application or existing registration. It is common for abusive registrants to use fictitious information in this manner.  The cross-reference could also help identify abusive operations or suspect profiles, such as SPAM and cybersquatting operations. Online tools exist that could automate the cross checking process.  These cross checks could query online resources that include telephone directories, mapping programs, and even paid credit check services, of which the domain applicant could pay the fee as a part of initially establishing his or her identity. A final consideration is to establish a registrant identity program. In this program an individual or business could be issued a registrant identity number by a trusted entity after submitting to and paying for an identity verification. The verification methods could vary and could include the submission of a government issued ID card, a due diligence telephone call, or an online credit check.  Once completed, a registrant ID number with a PIN could be assigned to an applicant. This ID would be submitted when applying for new domains or during the renewal of an existing domain.
COA: COA appreciates the frustration of some Review Team members that ICANN has never issued a unified document that comprehensively states its policies with regard to Whois. We note, however, that the documents listed on page 4 of the Discussion Paper, read together, outline quite clearly what the ICANN community requires from Whois: that contact data on registrants (and administrative and technical contacts) be publicly accessible through multiple channels, without charge or undue restrictions on use, and that this data be current, complete, and accurate. This is the Whois system that ICANN inherited at its birth; this is the Whois system over which ICANN has had stewardship for more than a dozen years. As noted above, that stewardship has, in many ways, fallen short. COA looks to the Whois Review Team to provide strong recommendations to ICANN to improve that stewardship and to help realize the full potential of Whois for consumers, law enforcement, right holders, and the public at large.
IPC: Public access to complete, accurate and up-to-date WHOIS data has been a central responsibility of ICANN since its creation.  Not only was this responsibility outlined in the original Memorandum of Understanding, as amended, it has been restated in the Affirmation of Commitments (AOC).  The Intellectual Property Constituency (IPC) also considers a properly functioning and reliable WHOIS system a core part of ICANN’s responsibility.  Regrettably, ICANN has not fulfilled the promises it has made concerning WHOIS.  WHOIS is deeply flawed and fails to provide the degree of accountability promised ever since ICANN assumed stewardship of this vital Internet resource more than a decade ago.   ICANN must clarify and strengthen its WHOIS policy, and most important must implement it effectively, to work towards a situation where WHOIS accomplishes the purposes for which it was designed in a meaningful, efficient and transparent manner. Among other things, ICANN can and should do more to educate the Internet community as a whole (specifically including domain name registrants) and not just the ICANN constituencies, about WHOIS, its purposes, and the consequences of failing to provide the complete, accurate and up-to-date data contemplated by the WHOIS system.  Ultimately, the provision of such data is the responsibility of domain name registrants and ICANN can do more to ensure that the Internet community better understands this obligation and the consequences of non-compliance.  At the same time, as discussed below, ICANN must also bring gTLD registries into the effort in a more meaningful way than it has done to date to improve WHOIS. Until now, ICANN has attempted to fulfill its commitments concerning WHOIS through the contract provisions contained in the Registrar Accreditation Agreement (RAA) and, specifically, those which impose obligations upon registrars to collect such data and to make that data accessible.  That ICANN’s attempts have been made solely within the context of its contractual relationships with registrars is unfortunate because ICANN has proved woefully deficient in its enforcement of the terms of those contracts.  This history demonstrates that ICANN must do far more than it has done to date should it intend to fulfill its promises concerning the WHOIS database.  These include a greater emphasis on contract compliance, including the allocation of greater budgetary resources to compliance; the publication of policies that demonstrate a clearer intention to fulfill ICANN’s WHOIS obligations than has historically been the case; and reforms as discussed below with respect to the role of registries and with regard to proxy registration services.   All these changes should be published beyond the ICANN community so that registrants who abuse the WHOIS system will be given adequate notice that their domain name registrations are placed in jeopardy by failure to abide by requirements to provide complete, accurate and up-to-date WHOIS data. In addition, a clearer articulation of registrar responsibilities with respect to the integrity of and access to WHOIS must be published.  The registrar community – as evidenced by its opposition to a proposed advisory on best practices as related to the use of proxy services - has been reluctant to see clearer articulation of its legal obligations in this regard, but ICANN’s commitments pursuant to the AOC must take priority over the wishes of one ICANN constituency.  ICANN’s efforts to provide registrar guidance through an advisory of registrar deployment of proxy services represented but one, helpful first step in this regard. Ultimately, RAA provisions on proxy services must be reformed to provide meaningful standards for the operation of such services in a way that enables prompt disclosure of contact data when domain names are being used in an abusive way.
PK: ICANN should make explicit the INTENT of the WHOIS policy. We've all known that ICANN agreements with registrars require the registrar to collect and present valid owner contact information for each domain under its jurisdiction, but WHY? Does ICANN only care about "domain registration" issues? Are the contacts only to be used if the registration or DNS for a domain is having problems? Or is the intention of having correct data necessary so third parties such as myself can contact the domain holders whose domain may be experiencing some problem (DNS, hijacking, abuse from a domain's user/customer, hacked or abused services [i.e. phishing sites])?? I'd like to recommend it take on the broader definition!
HL: Having reviewed the terms of the Annual WHOIS Data Reminder Policy, the Restored Names Accuracy Policy, the WHOIS Marketing Restriction Policy and the procedure for Handling WHOIS conflicts with Privacy Law as well as considering the rules regarding the prohibition of the resale or redistribution of WHOIS data by data users, we would have the following remarks. The policies in question are relatively concise and generally make clear the obligations imposed upon registrars with regard to WHOIS data and complianc, but such obligations could be made clearer.  There are elements that need strengthening or clarification, some are set out below. The most important issues is that ICANN must implement WHOIS policy far more effectively and ensure contract compliance and effectiveness in this area.  Also, there is an urgent need to ensure that proxy services are only allowed to operate in a way that ensures prompt disclosure of contact data when domain names are being misused for abusive / illegal purposes. To give some specific examples of current WHOIS policy improvements: It should be noted that the WHOIS Data Reminder policy only requires that registrars send reminders of the existing data and of the potential cancellation of the domain name in case of provision of false WHOIS data. While this is helpful, such a procedure does not seem to create any level of direct commitment by the registrant to WHOIS data accuracy and they can simply ignore the email.  Thus we would suggest that an improvement to the policy would be to require affirmative action on the part of the registrant to confirm the accuracy of the WHOIS data whether by clicking on a confirmation link, responding to an email or confirming via the registrant’s user account. Failure to take affirmative action confirming the accuracy of the WHOIS data within a defined period could then constitute grounds for cancellation of the domain name registration.  In addition, it would be worthwhile considering sending such a communication to the email address of both the administrative contact and the email address of the registrant if available in an effort to reach the registrant of the domain name. Secondly, the Restored Names Accuracy Policy refers to the notion of "updated and accurate WHOIS information" without defining how registrars should ensure that the WHOIS information is "accurate". Consequently, unless registrars take the initiative of requiring relevant documentation to be provided to demonstrate the accuracy of the WHOIS data, false WHOIS data could again be provided by the registrant.  Accordingly, it could be accurate to define more specifically what is understood as "accurate" information and, more importantly, how registrars should ensure that the updated information received is accurate. The WHOIS Marketing Restriction policy and the prohibition of the resale or redistribution of WHOIS data by data users do not raise any specific comments. Finally, the current procedure for "Handling WHOIS conflicts with Privacy Law" appears to bear the advantage of being pragmatic, therefore allowing a case-by-case analysis. No major modifications seem necessary at this stage. However, in order to allow the community to evaluate the recourse to this procedure and the means in which conflicts between privacy law and WHOIS policy have been addressed, it would be useful if ICANN could provide a report setting out the statistics of recourse to this procedure and detailing the instances in which it was used and how the issues were handled and resolved.  Naturally, confidentiality could be preserved by redacting the names of the parties involved in such conflicts. In addition to the above, ICANN could also consider making a significant outreach program to all ICANN accredited registrars to remind them of their obligations under the terms of the Registrar Accreditation Agreement (RAA) with regard to WHOIS and of the potential loss of accreditation should the registrars fail to meet these obligations.
FC: WHOIS predated ICANN and there was not found a written policy. There is the RFC 3912 (2004) WHOIS Protocol. But in ICANN there is limited consensus on WHOIS databases: WHOIS Data Reminder Policy (2003), Restored Names Accuracy Policy (2004), WHOIS Marketing Restrictions Policy (2004), prohibiting resale or redistribution of bulk WHOIS data by data users (2004). It is necessary to elaborate a unify-written Uniform ICANN Policy about WHOIS database, accessible for everybody that will allow users to have a clear understanding and knowledge of the WHOIS POLICY in a clear way.
BC: In paragraph 9.3.1 of the Affirmation of Commitments (“AoC”), ICANN committed to a number of important and clear WHOIS obligations, including “enforcing its existing policy relating to WHOIS,” including its existing obligations to maintain “timely, unrestricted and public access to accurate and complete WHOIS information.” Likewise, the GAC has consistently emphasized the importance of WHOIS accuracy and access: The 2007 GAC Principles regarding WHOIS highlighted the importance of accurate WHOIS data to ensure Internet security and stability, for fraud prevention, for law enforcement and IP enforcement purposes and for the overall promotion of reliable e-commerce. The GAC Principles require that WHOIS data should include sufficient and accurate information about domain name registrations and call for more work to improve the accuracy of WHOIS data. In 2008, the GAC submitted recommendations regarding the terms of reference for WHOIS studies, seeking “a factual record that documents the uses and abuses of WHOIS data recognized by the GAC WHOIS Principles.” In its Singapore Communiqué, the GAC reiterated its “concerns about privacy and proxy services; the potential benefits of WHOIS data validation; and the need for effective compliance activities, noting that legitimate users of WHOIS data are negatively affected by non-compliance.” ICANN’s existing policies touch on accurate WHOIS in several areas, but unfortunately, ICANN lacks a definitive and comprehensive WHOIS policy as discussed further below:  1) ICANN’s Registrar Accreditation Agreement (“RAA”) clearly requires that all Registrars provide third party bulk access to WHOIS data in paragraph 3.3.6. In contrast, the Registrar’s obligation to provide accurate WHOIS data is much less clear and is subject to loose contractual language and vague promises to comply with future ICANN policies. The absence of clear contractual obligations regarding WHOIS accuracy stands in strong contrast to ICANN’s clear obligations to provide accurate WHOIS in the AoC. Paragraph 3.3.4 of the RAA only requires the Registrar to “abide by any [future] ICANN specification or policy established by Consensus Policy…” This convoluted provision goes on to say that “if the WHOIS service implemented by registrars does not in a reasonable time provide reasonably robust, reliable, and convenient access to accurate and up-to-date data, the Registrar shall abide by any [future] ICANN specification or policy as established by Consensus Policy….if reasonably determined by ICANN to be necessary (considering such possibilities as remedial action by specific registrars), to supply data from Registrar’s database to facilitate the development of a centralized WHOIS database for the purpose of providing comprehensive Registrar WHOIS search capability.” 2) Similarly, in paragraph 3.78, the Registrar agrees to abide by “any [future] specifications or policies requiring reasonable and commercially practicable verification of contact information at the time of registration, including periodic re-verification of such information. Registrars are required, however, to take reasonable steps to investigate claimed inaccuracies in their WHOIS data after receiving notification from a third party. Further, if registrars learn of inaccurate contact information associated with a particular name, they are required to take reasonable steps to correct the inaccuracy. 3) The only clear current obligation in ICANN policy to provide accurate WHOIS data both at the inception of the registration process and throughout the term of a registration is placed on the domain name registrant. Paragraph 3.7.7.1 states that the domain name holder must provide “accurate and reliable contact details and promptly correct and update them” during the term of the registration. Paragraph 3.7.7.2 provides that the willful provision of inaccurate or unreliable information or failure to promptly correct or update such information for over 15 days to inquires by the Registrar “shall constitute a material breach” of the contract and “be a basis for cancellation of the domain name registration.” However, the provision does not state that such failure SHALL be a basis for cancellation. There does not appear to be any contractual obligation on the registrar to actually report its false and inaccurate WHOIS numbers to ICANN or act on cancelling a domain name registration. ICANN cannot live up to its commitments in the AoC unless all stakeholders, including registries and registrars, are required by contract to ensure the accuracy of WHOIS data at all stages of the domain name process. The BC recommends:•The RAA should be amended to require contracted parties to take reasonable steps to verify the accuracy of WHOIS information when a registration first occurs and when a registrant renews their domain name. ICANN can look to best practices from other industries, including the financial sector and e-Commerce industries, which have employed successful online data verification systems to ensure the accuracy of information and to prevent fraud and abuses. After all, processes to gather accurate information are already undertaken by Registrars in the collection of credit card and other forms of payment. Valid WHOIS data should not be an exception and should be a prerequisite to complete the registration of a domain name.• ICANN should develop guidelines for contracted parties and registrants informing them as to what data elements would be considered valid for WHOIS purposes and what processes apply to verifying WHOIS data. • ICANN should also amend the RAA or develop guidelines instructing registrars on how best to correct false and inaccurate WHOIS data, including establishing a regular practice of cancelling registrations in appropriate circumstances. • Finally, ICANN should also consider mechanisms to create and maintain a centralized WHOIS database, as referenced in the RAA. For all the issues related to WHOIS accuracy and WHOIS access obligations, the BC has long supported the inclusion of a series of contractually imposed graduated sanctions to ensure compliance.

	2. How should ICANN clarify the status of the high level principles set out in the Affirmation of Commitments and the GAC Principles on WHOIS?

	LE: See answer under 1 above.
VH:  See answer under 1 above.
IHG: IHG appreciates ICANN's commitment to a policy process developed from the bottom up. In this instance, brand holders have led the community in interactions with WHOIS data for its intended purpose. WHOIS policy is the embodiment of ICANN's commitment to accountability and should be strengthened and enforced going forward. In particular, ICANN should ensure that registrars, who accept WHOIS data from registrants, accept liability for false WHOIS data.
INTA:  As indicated in question 1, ICANN should take measures to ensure all Internet stakeholders, including its contracted business partners, such as its registrars, are informed of the importance of Whois, and their obligations in ensuring that Whois data is current and accurate. ICANN must bolster its contractual compliance activity to meet its responsibilities under the Affirmation of Commitments.
TWI:  See answer under 1 above.

COA:  See answer under 1 above.
IPC:  ICANN must publicly underscore its dedication to carrying out the intent and letter of the policies articulated in the Affirmation of Commitments.    Such steps can be taken through more vigorous compliance efforts against registrars which fail to provide WHOIS access as contemplated by the Registrar Accreditation Agreement and which enable non-compliance by their registrants.  IPC believes concrete steps regarding implementation of the clearly stated goals in the Affirmation of Commitments should take precedence over an effort to draft the “perfect” single document that sets out all ICANN’s Whois policies in one place. ICANN must also take more steps to enforce compliance as against domain name registrants through compliance measures designed to terminate registrations using false contact information (whether apparent on its face or through the introduction of additional evidence of falsity).  The RAA should be amended to spell out the responsibility (not just the capacity, which they have in any case) of registrars to terminate registrations in appropriate cases involving false Whois data.  ICANN compliance should vigorously monitor and publicly report on how registrars exercise the discretion they now enjoy in dealing with registrants who supply false contact data.   Registrant rights can be protected through notice and cure provisions designed to ensure that such action is only taken where registrants refuse to provide accurate WHOIS data.
PK: Can't really say since I haven't read them.
HL: In order to provide clarification to the registrar and registry community on the AOC and GAC Principles on WHOIS it would perhaps be useful if ICANN could provide a more detailed definition of each of the principles and directly linking registrar obligations regarding WHOIS to these principles as part of the RAA.  This would give additional strength to the principles set out in the Affirmation of Commitments and GAC Principles on WHOIS. Additional clarification of these principles in the RAA would also be beneficial as it would clearly link the importance and relevance of effective enforcement of these principles to effective and more systematic actions against provision of inaccurate WHOIS data. In any event, compliance efforts need to be increased considerably against registrars who fail to comply and registrants who fail to provide accurate WHOIS data.
FC: Preparing a Beginners Guide on WHOIS Policy.
BC: In addition to urging the adoption of a comprehensive policy on WHOIS, as discussed above, ICANN must create accountability mechanisms that are specific and measurable. ICANN should undertake a full audit of the WHOIS record set and measure it for accuracy. Third parties have already volunteered to assist in that effort. That audit, combined with additional studies on inaccurate WHOIS data, would become the baseline by which to measure whether ICANN is in compliance with its obligations under the AoC. ICANN must require the contracted parties to live up to their contractual obligations to support accurate WHOIS information on the front end, and must enforce failure by such parties to actively correct false and inaccurate legacy WHOIS information on the backend. ICANN must also beef up general WHOIS enforcement, while allowing flexibility for the way in which Registrars comply with their obligations. All stakeholders would have a clear view (perhaps a WHOIS dashboard could be created) by which to measure ICANN’s ongoing performance.

	3. What insight can country code TLDs (ccTLDs) offer on their response to domestic laws and how they have or have not modified their ccTLD WHOIS policies?

	LE: As far as national laws allegedly do not permit a mandatory technical point of contact in public WHOIS data these privacy laws still would not prohibit voluntary data.  Registrars selling domains in these ccTLDs can communicate why not publishing voluntary data in new domains will result in no trust for, e.g., anti-spam applications.
VH:  See answer under 1 above.
MN:  A lot of European ccTLDs offer a whois service that is limited in the amount of non-technical information that is divulged to the public. Law enforcement can access the full details via established procedures. In many cases there is a clear distinction made between a personal domain registration and that made by one of a business.Taking the example of the .ie ccTLD: blacknight.ie is registered to a company and this is clearly reflected in the WHOIS output (see submission for details), while a "personal" name would be shown differently (see submission for details). In both cases it is clear what kind of person or entity registered the domain name. In both cases no personal data, such as email addresses, phone numbers etc., are available in WHOIS. Other ccTLDs are less verbose, such as .co.uk (see submission for details) where the whois output clearly shows that a registrant has "opted out", as not "trading". A company, however, would not have that option under the Nominet policy (see submission for details). While the business domain does have more data published in WHOIS there is no email address or phone number. Under .eu command line whois is limited to the bare technical details (see submission for details). With a personal registration the output is pretty much identical (see submission for details). If you want to access more verbose details then you need to go to the registry's whois site where you will be able to access more information about the business registered domain, while the personal one's output will be limited to an image of the email address ie. it is not accessible to automated bots scraping the details. The only gTLD to date that has followed a similar model is .tel. With .tel registrants can opt out along similar lines to co.uk and the whois output will be minimal (see submission for details), while a business registration would look something like (see submission for details).
AFNIC: AFNIC’s data publication and access policy describes how registrant data is gathered, disclosed and used during the lifetime of a domain name registration The highlights of this policy are :- Private registrants’ data is not displayed in the public Whois – AFNIC  provides on line web forms to enable any interested party to send electronic messages to the domain name admin contact without disclosing its coordinates - Right owners or affected parties may request disclosure of registrant data. Such requests are handled by AFNIC. AFNIC checks whether the affected party has some form of right over the domain name before disclosing. This policy was set up in 2006 (some amendments were made in 2007) to comply with the local privacy laws, and a specific instruction by CNIL. While the .fr domain count was approaching 2 millions, in 2010 AFNIC handled 412 data disclosure requests, of which 356 were granted. Our current assessment of the policy is that it reinforces trust from private registrants into the domain name industry players (AFNIC as registry but also registrars), since they can provide accurate data with limited risk of unsolicited communications. While we do not have specific measurements (because .fr was not available to private registrants before this policy was set up), customer relations suggests that this policy has a positive impact on data accuracy.
INTA:  Most ccTLDs provide the entire Whois record at the registry level, regardless of whether domains are registered directly with the registry or through registrars, while some provide the entire record only to certain groups such as law enforcement agencies, certification authorities, and registrars that need access to the full record for administrative purposes. The extent of information that is shared is generally determined by local law. For instance, DENIC publishes all contact information, and German law requires the contact information to be placed on the website if engaged in business (Impressum). France has a similar requirement. While there may be a need to balance local privacy laws with access to the full Whois record, administrative mechanisms could be implemented to ensure greater transparency, as is the practice in the Netherlands. In fact, a thick registry Whois model has been employed in many new gTLDs for many years without any evidence of legal problems or objections from national authorities on privacy grounds. Moreover, ICANN, on the unanimous recommendation of the GNSO Council, has established a procedure that can be invoked by any registry that believes it faces a conflict between its contractual Whois obligations and requirements of national privacy laws (see, http://www.icann.org/en/announcements/announcement-18dec07.htm ) and to date, this procedure has never been invoked.
TWI: Time Warner commends the Review Team for looking to the experience of ccTLDs on Whois policy and implementation, even though ICANN plays only a limited role in this area. In particular, as discussed below, ccTLDs may have much to teach the gTLD world in terms of improvements in the accuracy of Whois data, such as through the use of registrant data verification.
CNNIC: We provide public WHOIS service with basic and concise information. Registrant information is reachable through the provided WHOIS information. Meanwhile, complete internal WHOIS information can be accessed on LEA request. By doing so, we protect our registrants’ privacy and support legal enforcement both at reasonable level.
NOM: The uk WHOIS policy was developed in consultation with UK stakeholders and in particular in discussion with the UK Information Commissioner's Office. It is designed to meet the requirements of UK law and good practice, including in protecting the privacy of personal information for non-trading individuals (see question 4). The.uk WHOIS does not contain the same details as included in the requirements on gTLDs. It lists: Domain name, Registrant, Registrant type, Registrant's address, Registrar (we also provide optional reseller information), Relevant dates (Registered on, Renewal date, Last updated), Registration status and Name servers. We provide a Public Register Search Service (PRSS), which allows searches of the register for domain names that contain searched-for strings and/or are registered to a particular legal entity and/or of a similar name. The PRSS is accessible via a web interface and allows searches using wildcards. It is available to anyone based in the EEA on a contract-only basis, subject to terms and conditions. The service is aimed at in-house counsel, law firms, brand protection agencies etc, although a number of UK-based law enforcement agencies and the Internet Watch Foundation have access. An annual fee is payable and there are monthly limits on queries.
IPC: A number of ccTLDs are reported to have implemented WHOIS data verification protocols that may be appropriate for examination.  ccTLDs for countries with relevant domestic privacy laws likely have experience balancing local data privacy restrictions with the need to provide accurate and verifiable WHOIS data to law enforcement professionals, civil litigants and other bona fide requesters.  ccTLDs that have implemented THICK WHOIS data protocols may also be able to provide insight into whether maintenance of a THICK WHOIS system leads to more accurate WHOIS data.  Finally, the experience of ccTLDs that regulate or prohibit the use of proxy registration services should be studied for models applicable to the gTLD environment.
PK: If a given country has stricter privacy laws than the United States, that should have no impact on WHOIS policies controlled by ICANN that are based on US law (i.e. .COM and .NET). I don't understand companies that feel they need "privacy" in their WHOIS records, especially in the US. If you're a legitimate business, you have no reason to hide your identity. It's only the shady businesses and scams that need their privacy to hide from the authorities! As far as personal use domains, as I stated before, I don't mind if a registrar provides a form of privacy to the owner, but the information in the WHOIS record MUST contain a valid email address and phone number for immediate access to someone (a registrar's employee is fine) who can either take action on technical or security issues directly with regards to the domain, or at least be able to get in touch with the actual domain owner in a timely manner (within a few hours, tops).
HL: Turning to the solutions implemented by ccTLD registries within the European Union in response to data protection legislation, on can look towards the systems adopted by EURid (the registry for .EU) and AFNIC (the registry for .FR) and our experiences with these. Upon the opening of the registration of .EU domain names in 2005 and of .FR domain names to private individuals in 2006, EURid and AFNIC, respectively the Registries for .EU and .FR domain names approached the issue of the disclosure of WHOIS data by differentiating between registrations by corporate bodies and those made by private individuals. Accordingly, both Registries adopted similar approaches aimed at ensuring compliance with the 1995 European Union Directive on data protection (Directive 95/46 EC of 24 October 1995) for EURid and, for AFNIC with French legislation implementing this Directive and the recommendations of the French data protection authority. (a)Brief description of EURid's approach to privacy in their WHOIS policy. In its .EU domain name WHOIS policy, EURid, states that while full WHOIS data is displayed in the online .EU WHOIS database for domain names registered by corporate bodies, the data displayed for private individuals is limited to the registrant's email address and this is in an image format to avoid data mining of individuals email addresses. In such a context, the disclosure of the entirety of the WHOIS data for .EU domain names registered by private individuals to private third parties is subject to the prior submission of a form to EURid setting out the "legitimate reasons for the request" for disclosure. (b)Brief description of AFNIC's approach to privacy in their WHOIS policy. The AFNIC registration Charter (which all registrars and registrants of .FR domain names undertake to comply with) also differentiates the content of publicly available WHOIS data between domain names registered by corporate bodies and those registered by private individuals.  In the latter case, registrants are given the possibility to request a "restricted disclosure" ("diffusion restreinte" in French) of their data (when the registrant also bears the role of administrative contact, restricted disclosure of data is implemented by default). Where restricted disclosure of WHOIS data applies to a domain name, no personal information relating to the registrant (AFNIC's position is therefore even more stringent than EURid's) is disclosed.  Such data is only made available to private third parties either on the grounds of a judicial order or further to the submission to AFNIC of a disclosure request form detailing the reasons which would justify the disclosure of data. (c)Review of the effectiveness and disadvantages of the .EU and .FR WHOIS policies. While preservation of privacy and compliance with data protection legislation is a legitimate objective and while the systems in place generally allow for disclosure of relevant data, and in our experience on a legitimate request such disclosure of information concerning private individuals has been prompt these approaches nevertheless do create an extra burden for intellectual property rights holders in their attempts to protect their rights against infringement.  Private individuals acting in bad faith can still cause considerable issues with abusive registrations – as ever the bad players spoil things for the good players. The extra step required to determine the true ownership of a particular domain names can prove problematic as it not only creates an extra burden for rights holders as they have to bear the costs associated in carrying out this extra step, but also can lead to the loss of time and relevant information cases where time can be of the essence in order to prevent further damage. In addition, this system also prevents intellectual property rights holders from identifying possible patterns of illegitimate .FR registrations since the restricted disclosure of data applies not only to the publicly available online WHOIS database but also to the data provided to professionals by AFNIC in the framework of its professional offer. In addition to the above, it should be noted that intellectual property rights holders incur the risk of a potential action by these registries if they consider that the disclosure was illegitimate, therefore reversing the liability from potential infringers to intellectual property rights holders.
BC: One aspect of ccTLDs that is worth considering is whether accuracy is improved by having “thick” WHOIS data maintained at the registry level.
CIRA: Any WHOIS policy must reflect that a registry will have a responsibility to comply with local law. While ccTLDs are clearly subject to local laws, gTLDs must also comply with applicable domestic law, which may include privacy laws. CIRA policies are subject to local law, and take into consideration privacy and other best practices.

	4. How can ICANN balance the privacy concerns of some registrants with its commitment to having accurate and complete WHOIS data publicly accessible without restriction?

	LE: Privacy proxies are not necessarily a problem for the primary purpose of public WHOIS data as stated above.  Hiding e-mail addresses of domain owners where the domain owners anyway cannot resolve technical problems with their domain is actually a "good thing", but the fact should be obvious for third parties trying to find a technical point of contact.
VH: Allow proxy services and introduce the possibility for domain registrars to legally provide such a service for the domain owners. Personal data should not be publicly accessible for others. The personal data should only be provided to the domain registrar. The registrar may only offer personal data of the domain owner for local authorities. Domain owners should be able to provide personal WHOIS data if they want to. The wish of having accurate and complete WHOIS data may not affect the wish of the domain owner to have his/her private data being protected.  Accurate and complete WHOIS data maybe provided and being publicly accessible for domains which are owned by companies, authorities and institutions.
MN: I don't think it can. There are many valid reasons why a registrant may wish to keep some of their data private. I'm also not convinced that making complete WHOIS data available without restriction is such a good idea.

IHG: It is imperative to the Internet community that there is reliable access route to domain registrants for a number of reasons (not limited to those below): 1) Individual consumers, interacting with any domain, with apprehensions about the safety and privacy of their own information have a right to contact domain name administrators with questions and concerns. 2) Complete and accurate WHOIS data also provides a level of consumer confidence when conducting business online. Having a failsafe avenue to contact administrators should all other extensions fail, could increase individual propensity to partake in online activity and transactions. 3) Trademark owners with legitimate claims of infringing registrations have a right to contact the accused registrant directly. This could help reduce the time consuming, and costly dispute resolution process via direct negotiation. 4) Open and immediate access to information has been a welcomed asset for law enforcement officials - particularly in pursuit of online fraud activities. Any barriers to open information would trigger timely due-process requirements before officials could obtain information and stall fraud prevention measures. This could decrease overall user confidence in the safety of the internet. Current restrictions on bulk queries of WHOIS data reasonably protects registrants from massive spamming activities, and helps ensure that the data will be used for legitimate purposes.
INTA: INTA supports open access to accurate ownership information for every domain name in every Top-Level domain registry via a publicly accessible Whois database for addressing legal and other issues relating to the registration and use of the domain name. Available information should include the identity of and accurate, reliable contact details for the true owner of the domain name. Quintessentially, in most circumstances, publishing on the Internet is a public act, and the public should be able to determine who they are dealing with. This public interest is particularly important in the case of domains that contain commercial content, or that are registered by entities, where legally cognizable privacy interests, if any, are greatly reduced. Open access should remain the default and where a domain has been registered using a privacy or proxy service, there should be clear, enforceable contractual mechanisms and procedures for the relay of communications to the beneficial owner, and for revealing the identity and contact information of the beneficial owner to a party who has alleged reasonable evidence of actionable harm, as provided in the registration agreement provisions required by Registrar Accreditation Agreement section 3.7.7.3.
IACC: The IACC respectfully suggests that the question misstates the issue. It is not ICANN’s responsibility to balance privacy concerns given its acknowledged commitment to providing accurate and complete WHOIS data. As the question states: ICANN is already subject to a commitment “to having accurate and complete WHOIS”. Any effort, including that implied by this question, to vitiate that obligation is one which implicitly undermines the commitments already made by ICANN. Having accepted the obligation to accurate and complete WHOIS information, ICANN must accept either the publication of a WHOIS database does not implicate privacy concerns given the numerous other options available to the Internet community to engage in free and anonymous speech without registering a domain name, or the balancing issue is a matter for resolution by other entities that are better able to resolve the purported legal conflict between privacy and the publication of a WHOIS database. Indeed, these points are related insofar as the Internet has evolved to provide numerous opportunities for anonymous speech which do not implicate the domain name system and even the most protective of national authorities still insure that businesses, non-governmental organizations and, indeed, the public airwaves, all have some degree of transparency to insure that there is accountability for their activities.WHOIS is only an address book: something that does not adversely affect free speech, and one that carries far more benefits than potential drawbacks. ICANN could quell privacy concerns by emphasizing that anonymous actions on the web are still possible, but violations such as spam and phishing can be most effectively stopped by tracking down the holders of the offending domain names. Also, it would be in ICANN’s interest to highlight that most other parts of the world require accurate information for business licenses, trademark registration, and other services; domain name registration should be no different. The policy can be further clarified by assuring the public that abuse of the protocol will not be tolerated, and that it only serves constructive purposes that can aid in preventing web-related offenses and fraud. ICANN should also reassure the public of its existing security measures, including the implementation of rate-limiting systems on WHOIS servers and websites that allow WHOIS queries.
TWI: One of the most troubling trends to take place during ICANN’s stewardship of the Whois system is the dramatic proliferation of proxy registrations of gTLD domain names, and ICANN’s evident inability to bring these into line with its paramount policy goals. According to ICANN’s own statistics, nearly one-fifth of all gTLD registrations are now associated with Whois data that does not identify or enable any direct contact with the beneficial registrant, but instead only with a third party proxy registration provider, often an alter ego of the registrar or reseller that handles the registration.1 Whether or not a member of the public would ever be able to learn the identity or be able to contact the party actually responsible for the registration (and for activities occurring on a site to which the domain name resolves) depends entirely on whether this proxy registration provider chooses to make that information available. In Time Warner’s experience, some proxy registration providers are responsible, and will divulge this information upon being presented with evidence that the registration is being used to carry out abusive activities. Many others, however, do not. While Time Warner does not oppose the concept of proxy registration in limited circumstances, the development of this vast universe of 20 million or more gTLD domain name registrations, for which the identity and contact data of the registrant is hidden and, all too often, completely inaccessible, is a direct attack on ICANN’s chief policy goal for Whois. That goal is Whois data that is accurate and accessible to the public. Proxy registration data is neither. Unless and until ICANN is able to bring this universe of proxy registrations under some reasonable degree of management and control, its claim to responsible stewardship of the Whois system will ring hollow. To a considerable extent, this policy failure is the product of an inadequate Registrar Accreditation Agreement (RAA). A drafting team commissioned by the GNSO council identified this area as a top priority for RAA revision.2 At the San Francisco ICANN meeting in March 2011, a vote by the registry and registrar stakeholder groups in the GNSO Council blocked any forward progress on this revision process. Even a much more modest proposal – that ICANN issue a registrar advisory to provide more guidance on the applicable language in the RAA – shriveled under opposition from registrars, and was never implemented. Time Warner urges the Review Team to identify the proliferation of proxy registration services, and the consequent inaccessibility and inaccuracy (for all practical purposes) of a huge swath of gTLD Whois data, as a major flaw in ICANN’s implementation of its Whois policies, and to recommend that ICANN take immediate steps to correct it. These steps could include, among others, clarification and vigorous enforcement of the existing RAA provisions on licensing of Whois data, prompt revision of the RAA to address this problem more effectively, and accelerated steps toward thick Whois requirements across the gTLD space so that registries would be in a position to address the problem that too many registrars have helped to create and that far too few registrars have sought to work cooperatively to solve. Voluntary “best practices” guidelines for registrars may have a role to play, but are unlikely to be meaningful absent the other steps listed above.

Time Warner recognizes that some registrants have legitimate privacy concerns which are sometimes in tension with ICANN’s goals of public accessible and accurate Whois data. We believe that the scope of these concerns has been greatly exaggerated by some and that (as the Review Team notes on page 4 of the Discussion Paper) mechanisms are already in place to help registrars or registries to manage this tension when it comes to conflicting legal requirements that impede their compliance with their contractual obligations to ICANN. If further adjustments to the implementation of ICANN policies are needed to address specific, concrete and well-defined privacy concerns, Time Warner is ready, willing and able to participate in discussing them. But the experience of recent years tells us that hidden gTLD Whois data through proxy registration is not the solution.
NCUC: Privacy and accuracy go hand-in-hand. Rather than putting sensitive information into public records, some registrants use "inaccurate" data as a means of protecting their privacy. If registrants have other

channels to keep this information private, they may be more willing to share accurate data with their registrar. The problem for many registrants is indiscriminate public access to the data. The lack of any restriction means that there is an unlimited potential for bad actors to access and use the data, as well as legitimate users and uses of these data. At the very least, WHOIS access must give natural persons greater latitude to withhold or restrict access to their data. That position, which is consistent with European data protection law, has even been advanced by the U.S. Federal Trade Commission and F.B.I. ICANN stakeholders devoted a great deal of time and energy to this question in GNSO Council-chartered WHOIS Task Forces. At the end of the Task Force discussion in 2006, the group proposed that WHOIS be modifiedto include an Operational Point of Contact (OPOC): http://gnso.icann.org/issues/whois-privacy/prelim-tf-rpt-22nov06.htm Under the OPOC proposal, "accredited registrars [would] publish three types of data: 1) Registered Name Holder 2) Country and state/province of the registered nameholder 3) Contact information of the OPoC, including name, address, telephone number, email." Registrants with privacy concerns could name agents to serve as OPoC, thereby keeping their personal address information out of the public records. NCUC recommends reviewing the documents the WHOIS Task Force produced relating to the OPOC proposal, including the final task-force report on the purpose of WHOIS: http://gnso.icann.org/issues/whois-privacy/tf-report-15mar06.htm , Ross Rader's slides from a presentation on the subject, http://gnso.icann.org/correspondence/rader-gnso-sp-04dec06.pdf  and the report on OPoC http://gnso.icann.org/issues/whois-privacy/prelim-tf-rpt-22nov06.htm  The GNSO in October 2007 accepted the WHOIS task-force report and concluded the PDP http://gnso.icann.org/meetings/minutes-gnso-31oct07.html 

CW: It has long been known that unrestricted public access to personal data for individual registrants recorded in Whois infringes EU/EEA (and some other countries') privacy laws. Accordingly, the AoC qualification that ICANN should enforce Whois policy “subject to applicable laws” effectively exempts Registrars and Registries incorporated in these jurisdictions from those effects of this policy. However, the exemption begs the question as to which rule applies if the Registry or the Registrar is not in an EU/EEA jurisdiction but the Registrant is. On the other hand the ICANN procedure for handling Whois conflicts with privacy law, addressed to ICANN staff, (January 2008) is rather more circumspect and describes a detailed Five Step procedure leading eventually to “ICANN's forbearance (sic) from enforcement of full compliance ...”. In view of the potentially broad generality of these exemptions, it would be interesting to learn how many times this procedure has been invoked during the past three years or more, and what decisions the ICANN Board and staff have taken as a result.
MPAA: It is important to note that most countries require businesses and NGOs to provide accurate information when they apply for services such as a business license, tax exempt status, inclusion in a directory or trademark registrations.  In some cases, countries have established that their privacy laws apply to the display of country code WHOIS data.  For country code TLDs (ccTLDs), one issue to address is which domestic laws apply when the company responsible for registration services on behalf of the ccTLD is based in another jurisdiction.  For example, the .TO is assigned to the Island of Tonga, yet the company handling the registration (including accepting registration fees) for these domains is located in California.  This registrar does not maintain a publicly available Whois database.
CNNIC: We support that ICANN should continually promote the enhancement of WHOIS accuracy, but we also believe that ICANN WHOIS policies should respect national laws and regulations in different countries. Therefore, we suggest that ICANN should keep asking for accurate and complete WHOIS data, but also give some flexibility to registries/registrars to show tailored WHOIS data to the public based on their national privacy laws and regulations. By doing so, some balance could be achieved. On the one hand, accurate and complete WHOIS information could be still available when necessarily required, e.g., requirement from law enforcement; on the other hand, basic WHOIS service could be still available to the public for proper usage
NOM: In line with UK data protection law, a registrant who is a non-trading individual can opt to have their address omitted from the WHOIS service. Non-trading is interpreted strictly: the domain should not be used for any revenue-earning activities (business, trade, or professional transactions, and this includes the use of the domain name for monetisation purposes). If we become aware that a domain name is incorrectly opted out, we will opt it back into WHOIS and lock it to prevent the opt-out being reapplied. We can also suspend the domain name as it is in breach of our terms and conditions.
COA: The issue of balancing registrant privacy against the need for publicly accessible Whois data has two aspects. The first involves situations in which registrars (or registries) are authoritatively advised that their compliance with ICANN contractual obligations would bring them into conflict with applicable national privacy laws. As the Discussion Paper notes (on page 4), ICANN policy already provides a mechanism for resolving such conflicts. COA is unaware of any need for further policy development in this area. The second aspect concerns those registrants who require additional privacy protections because of special circumstances, such as those using a domain name to carry out political dissident activities in a repressive society. COA recognizes that this category of registrant exists and should be accommodated, but we believe that the scope of the problem has been greatly exaggerated. There are a growing panoply of ways to establish a robust online presence for the purposes of disseminating dissident views that do not involve registering a domain name at the second level in a generic TLD, and which therefore do not depend upon submission of contact data for public access through Whois. Indeed, with the proliferation of social media, these alternative routes to online presence are multiplying rapidly. On the other side of the equation, it seems likely that a repressive state apparatus would have multiple means to identify and locate anonymous dissidents, and would not need to depend upon publicly accessible Whois for this purpose. COA supports further discussion to determine the scope of this problem and to identify solutions. We think it is manifestly clear, however, that creation of a vast unmanaged database of tens of millions of effectively anonymous domain names, all but an infinitesimal fraction of which are used for purposes which do not fall within the special circumstances referenced above, is an irrational and socially damaging “solution,” one that inflicts far greater costs than warranted upon legitimate e-commerce, consumer interests, law enforcement and the public at large. That is the “system” now in place, due to the interrelated phenomena of widespread proxy registration and unenforced Whois accuracy obligations; and that “system” must be fixed.
IPC: ICANN is subject to a commitment “to having accurate and complete WHOIS.”  The IPC agrees with the GAC Principles indicating that the WHOIS service should provide “sufficient and accurate data about domain name registrations and registrants subject to national safeguards for individuals’ privacy.”  ICANN is not required to implement national safeguards for individuals’ privacy.  Given ICANN’s commitment to having accurate and complete WHOIS data, the burden of restricting access to such data in a particular locality should fall on the locality, not ICANN.  As the Discussion Paper notes, ICANN has had in place for several years a procedure that can be used by registrars or registries that are exposed to liability under local privacy laws if they fully comply with their contractual obligations to ICANN regarding WHOIS.  Furthermore, given widespread global norms concerning the availability of business identification data for entities engaged in commercial activities, such organizations’ WHOIS data would not appear to be likely to be subject to privacy restrictions.  Finally, if proxy services are provided to individual registrants in accordance with appropriate best practices (see next answer), such services can legitimately satisfy the desire of individual registrants for WHOIS data privacy. IPC recognizes that there will be special cases in which particularly vulnerable individual registrants may need to be treated exceptionally with regard to the otherwise general obligation for full public access to Whois data.  This is an area in which ccTLD experience may be instructive.
PK: See my answers to 3.
HL: Striking an appropriate balance between the privacy rights of private individuals and the preservation of right holders' interests is essential. In this respect, it appears that, thus far, the use of thick WHOIS has not generated systematic and excessive abuse for which appropriate answers have not been found.  The RAA makes it clear at sections 3.7.7.4.1 - 4 that the registrar is obligated to inform registrants of domain names with regard to the intended purposes any personal data will be used for, the recipients of their personal data and how the data can be accessed and modified.  Perhaps it would be useful to implement a program of registrar best practices with regards to ensuring dissemination of this information to registrants?

Adopting a system similar to that as implemented by the .EU or .FR registries would certainly appear excessive as it would impose burdens on intellectual property rights holders and would require substantial investment in resources dedicated to requesting disclosure of registrant information.  In addition, such a system could potentially prevent conducting investigations to identify patterns of illegitimate registrations and therefore potentially render moot the provisions of Section 4.b.ii of the UDRP.Those domain names being used for commercial purposes should not be allowed to hide behind a proxy service, and should have WHOIS information public.  The case is different for a private individual expressing ideas with no commercial benefit being sought.  The latter could justifiably benefit from a proxy service, or a protection as per .EU or .FR.
FC: Balancing privacy, security and right to know is the question. Minimal data requirements that

allow a quick identification would be ideal, like Registered Name Holder, State/City/Country,

email and telephone. The rest data gathered should be managed by every ccTLD according to

their national legislation on privacy and data protection.But here we have the issue that not every country has regulated privacy and data protection or it is not adequate. For this, there should be a global study on privacy law to find a model that suits everybody (if that is possible!), taking into account the international guides such as OECD and UN, trying to find a Tailor-made policy.
BC: The GAC Principles correctly note that WHOIS service should provide “sufficient and accurate data about domain name registrations and registrants subject to national safeguards for individuals’ privacy” in a manner that supports the stability, reliability, security and interoperability of the Internet and facilitates continuous, timely and world-wide access. In other words, there must be a balance that allows access to accurate WHOIS information to exist while building in any processes to address privacy concerns. It is important to note, however, that most countries require businesses and NGOs to provide accurate information when they apply for services such as a business license, tax-exempt status, or inclusion in a directory of trademarks. Some countries have established that their privacy laws apply to the display of country code WHOIS data.
CIRA: CIRA does not believe that accuracy, completeness and privacy are mutually exclusive. It is possible to have WHOIS data that is publicly accessible without restriction, that is not accurate or complete. Conversely, it is also possible to have a fully accurate and complete database that also respects privacy. As well, we believe that a system which makes it mandatory to disclose WHOIS information may undermine the goal of accuracy and completeness as it may encourage the use of proxy and privacy services. For this reason, we believe it is worthwhile considering some level of privacy, under appropriate circumstances, in conjunction with appropriate disclosure mechanisms.   

	5. How should ICANN address concerns about the use of privacy/proxy services and their impact on the accuracy and availability of the WHOIS data?

	LE: See answer under 4 above.
VH: Allow proxy services.
MN: If ICANN were able to address the privacy concerns of individuals then a lot of the issues surrounding privacy / proxy services would probably disappear.
IHG: In IHG's experience, privacy services have frequently frustrated our ability to protect our hotel brands online, which, unfortunately, often leads to confusion and other problems among consumers. See, e.g., Six Continents Hotels Inc. v. Registrant [721393]: St Kitts Registry, WIPO Case No. D2007-0758 (identifying the original registrant as "Registrant [6999]: Whois Data Shield"). Proxy services have become a widely used tool for registrants hoping to avoid making sensitive information available to the public. It is not the position of IHG to halt these services in their entirety; so long as proxy administrators maintain accurate information of the individuals who contract their services. In the case of a legitimate concern/dispute there need be an appropriate, workable and timely process to obtain access to this information for reasons including those mentioned above. IHG looks forward to the findings of the recently appropriated studies by ICANN with regard to WHOIS data. Particularly the examination of proxy services and how/how often they are used by "bad actors" will be telling and influential in moving forward on this issue.
INTA: As discussed above, where a domain has been registered using a privacy or proxy service, there should be clear, enforceable contractual mechanisms and procedures for the relay of communications to the beneficial owner, and for revealing the identity and contact information of the beneficial owner to a party who has alleged reasonable evidence of actionable harm, as provided in the registration agreement provisions required by Registrar Accreditation Agreement section 3.7.7.3. Due to the high degree of non-compliance with the 3.7.7.3 provisions, privacy/proxy services should be governed by a uniform body of rules and procedures that is overseen by ICANN, including standardized relay and reveal processes. Privacy/proxy services would have to assent to these and affirm their compliance in an annual statement to ICANN in order to operate.
IACC: ICANN did attempt to take steps regarding use of proxy services, publishing a proposed draft advisory which was intended to specify a set of best practices governing the use of proxy services, such that their use can be reconciled with legitimate third party needs for the information WHOIS is intended to provide. To the extent that such an advisory is not or cannot be adopted in a manner ICANN considers consistent with its underlying contractual relationships, then further amendments to the RAA must incorporate changes designed to minimize the potential for abuse of the WHOIS system through proxy services, especially when such abuse is sanctioned or enabled by entities in privity of contract with ICANN. More frequent meetings between the ICANN staff and the GAC would also be beneficial so that the GAC can be more fully informed of ICANN policy agendas. In addition, the necessity of multilingual access to ICANN records suggests that involvement from member nations should be more substantial, in turn creating a more efficient means toward consensus.
TWI:  See answer under 4 above.

NCUC: ICANN should recognize that privacy and proxy services fill a market need; the use of these services indicates that privacy is a real interest of many domain registrants. Concerns about the use of these services are unwarranted.
MPAA: A proxy registration privacy service supplies its contact information to a registrar in lieu of the registrant’s information. As such, as search of the Whois service results in the identification of a proxy service, as opposed to the registrant. While suspects seek these services to conceal their identities from the public, many of these services also operate in a suspect manner. Some services are unreachable or do not respond to inquiries. To-date, only one proxy service has complied with MPAA requests to reveal contact information that would enable the service of a cease and desist notice to suspect operators.  Seven others have refused to do so or have simply not responded.  Even the one more compliant service has recently changed its policies so that it takes up to ten days or more (after notifying its customer) before it will disclose the information. This gives the suspect ample time to transfer the domain name to another suspect entity or take other steps to evade detection.  Recommendation:  Register and accredit privacy/proxy companies and prohibit registrars from accepting registrations from unaccredited proxy services.  As part of the accreditation process, ICANN must also require proxy companies to run due diligence checks on the applicant’s contact information and provide a referral process to parties to disclose the WHOIS  information. Failure to disclose this information or perform due diligence would result in loss of accreditation and, thus, public disclosure of all Whois data collected by the registrar or registry. ICANN-mandated best practices should include a standard protocol for proxy services to use in responding to stakeholder’s requests for registrant information (such as in cases of copyright infringement), along with a requirement to provide an abuse point of contact, contact information and physical address of the proxy service.
NOM: We do not recognise the use of privacy and proxy services. Our contract is with the party that is identified as the registrant. We do not have figures on the use of privacy services, but the provision of an opt-out for non-trading individuals and the fact that any email and contact telephone numbers are not contained on the public WHOIS should reduce the need for the use of such services. We would expect a company to use its business trading address or registered office. A sole trader (for example) working from a private address might opt to use a third party (the company accountant or lawyer): we could probably not identify where this was being done. As noted below, registrants risk losing their domain names, if they cannot be contacted through the listed WHOIS address.
COA: Until ICANN is able to bring some semblance of order, predictability and accountability to the current “Wild West” scenario of proxy registrations, it will be impossible to make significant progress toward improving the accuracy of Whois data, so that the service can better fulfill its critical function for Internet users and society as a whole. COA does not reject the concept of proxy registration in principle, although we encourage the Review Team to study the experience of those ccTLDs (such as .us) that do not permit it (this suggestion responds to Q. 11). We recognize that there may be legitimate reasons, in limited circumstances, why domain name registrants should be permitted to substitute for their own contact details (to be made publicly accessible via Whois) those of a third party. Certainly COA has no concern when the vast majority of registrants, who do not use the registration for abusive purposes, avail themselves of such an opportunity. But common sense tells us that such a mechanism will inevitably and disproportionately prove attractive to registrants who intend to use their domain names to impinge on the rights of others, whether through intellectual property infringements, fraud, or other misconduct. This is fully consistent with the experience of COA members; one association reports that the majority of sites it investigates for engaging in or facilitating high-volume copyright infringement are registered using proxy services. From our perspective, the key is whether a member of the public can expeditiously gain access to the contact information of the actual registrant when it has a bona fide need to do so, including, but not necessarily limited to, the situation in which the domain name is being used to commit copyright or trademark infringement, fraud, or other misconduct. The current system is clearly inadequate. Section 3.7.7.3 of the Registrar Accreditation Agreement provides that any registrant can “license use of a domain name to a third party,” but the licensor “shall accept liability for harm caused by wrongful use of the Registered Name, unless it promptly discloses the current contact information provided by the licensee and the identity of the licensee to a party providing the Registered Name Holder reasonable evidence of actionable harm.” This contractual provision has provided the template for nearly all proxy registration services: by signing up for such a service, often in connection with the initial registration of the domain name, the true registrant designates a proxy service (often, but not always, an alter ego either of the accredited registrar sponsoring the registration, or of a reseller authorized by that accredited registrar) as the “registrant,” and enters into a “license agreement” in which the party actually using the registration becomes the “licensee.” Whatever contact information is provided by this licensee is held, not in the registrar’s Whois database accessible to the public, but in the proxy service provider’s files, to which no one has access. Whether, and under what circumstances, a third party (such as a right holder injured by the use of the domain name) can gain access to this contact information depends on interpretation and enforcement of section 3.7.7.3. Virtually every operative clause of the provision is hotly contested. It is very common for the proxy service provider to refuse to disclose the data, even when presented with evidence of the harm being inflicted, absent a court order, subpoena or similar legal process ordering it to do so.5 Furthermore, even if there were agreement that what was presented constitutes “reasonable evidence of actionable harm” (which often there is not), there is still controversy about what consequences, if any, would befall a licensor/proxy service that refused to divulge this information. If the licensor were an accredited registrar, would its refusal violate the RAA? What if it were a reseller, without direct contractual privity with ICANN? What if the licensor were simply a registrant: would its failure to disclose its customer when presented with “reasonable evidence of actionable harm” require cancellation of the registration for which it – the licensor – is the official registrant? Would it even justify such a cancellation? Or would the sole remedy available to the third party – which is not a party to the RAA – be to sue the licensor/”registrant”/proxy service for its contribution to the infringement or other tort (or, in some cases, crime) which the “licensee” is allegedly committing through use of the domain name?  In sum, Section 3.7.7.3 of the RAA is a ball of confusion, a weak and ambiguous contractual commitment. More aggressive enforcement of it, while needed, will provide only limited benefits. Even modest efforts to clarify it through a proposed Registrar Advisory from ICANN have collapsed under adamant opposition from registrars. See http://forum.icann.org/lists/raa-subsection-3773-advisory/pdfDyex66DILG.pdf . In practice, whether a third party who presents “reasonable evidence of actionable harm” to the proxy service provider will learn who is actually “using” the domain name will vary wildly and unpredictably from registrar to registrar, proxy service provider to proxy service provider, “licensee” to “licensee”, third party to third party. Such an inconsistent and unpredictable arrangement – it hardly deserves to be called a “system” – is particularly indefensible, since all the third party is seeking is exactly the information that the Whois system is intended and designed to deliver to it quickly, easily, and without expense. Clearly, reform of the proxy registration system is long overdue. COA urges the Review Team to recognize this and to call for such reform as a matter of priority. Models for doing so abound. A redline of the relevant RAA provisions proposed by the Intellectual Property Constituency during the last RAA revision negotiations, in 2007, provides one option.

http://forum.icann.org/lists/raa-consultation/pdfWpzxprVjNW.pdf . Notably, a drafting team convened by the GNSO Council in 2010, which included participation from registrars, identified this area as a “high priority” topic for further revision of the RAA. See Final Report on Proposals for Improvements to the Registrar Accreditation Agreement, Oct. 18, 2010, at http://gnso.icann.org/issues/raa/raa-improvements-proposal-final-report-18oct10-en.pdf  , page 20, items 5-6. Unfortunately, in March 2011, the registrars and registries, voting en bloc, prevented the GNSO Council from taking any action whatsoever on this drafting team’s report, and the entire initiative is at an impasse. One suggestion has been for ICANN to accredit proxy registration service providers, set the ground rules for their operation in the accreditation process, and prohibit registrars from sponsoring registrations by unaccredited providers. A more immediately feasible first step may be to focus on proxy services offered by accredited registrars (or their resellers, for whose actions the 2009 version of the RAA makes the registrars more accountable); by parents, subsidiaries, or affiliates of registrars or resellers; or by anyone, when the proxy service is offered in conjunction with the initial registration process. Among other responsibilities, these registration-connected proxy services would be required to: 1) Collect and verify the full set of registrant contact data from the true registrants (whether

or not labeled as “licensees” of the proxy service), and keep this data current; 2)  Disclose at least the same set of data that would otherwise appear in Whois to a third party presenting basic evidence that the registration is being abused to infringe the rights (including intellectual property rights) of others, commit fraud or deceptive practices, or other categories of harm (it should be spelled out that judicial process is NOT a prerequisite for such disclosure); 3) Respect firm time limits for responding to such presentations of evidence, and require services that refuse to disclose to specify in what respect they believe the evidence presented is insufficient. These requirements would be directly enforceable against registrars when they, their subsidiaries or affiliates, or resellers, violate these provisions. Registrars would also face enforcement action if they continue to deal with non-affiliated proxy registration services after being put on notice of material and repeated violations by them of these standards. COA also believes that a voluntary code of best practices among responsible accredited registrars would be at least as effective a way of reforming the broken proxy registration system as RAA amendments along the lines summarized above, with a significant caveat: so long as not all registrars sign up to the code, the non-compliant registrars will remain a safe haven for bad actors who wish to cloak their misdeeds in anonymity through abuse of the proxy registration option. COA strongly supports the concept of a best practices approach, and is ready to cooperate with registrars and other players in trying to devise one. Realistically, however, the impetus for doing so is not likely to achieve sufficient momentum without the prospect of mandatory compliance with revised RAA provisions on the horizon.
IPC: ICANN’s own studies verify “critical failures” among entries associated with proxy services, which now account for nearly one-fifth of all gTLD registrations, and the IPC has encountered many inappropriate uses of proxy services by both registrants and registrars.  The IPC has also encountered wide variances among different proxy services in the manner in which such service providers respond to both law enforcement and private parties seeking disclosure of the actual registrant in cases in which the domain name is apparently being used for illegal activities. ICANN should undertake to create an official set of guidelines for what constitutes a valid privacy/proxy service and best practices for such services.  Registrar cooperation in the development of these guidelines and best practices should be actively solicited; but the refusal of some or all registrars to participate cannot justify delay of such a project or degradation of its goal.  At the same time, given the well documented “critical failures” associated with proxy services, and the perceived weakness and ambiguity of the relevant RAA provisions, amendments to the RAA are needed to spell out minimum standards for proxy services offered in conjunction with registration. 
PK: ICANN should REQUIRE that the email addresses and phone numbers are accurate in that they go to a REAL person, be it the actual domain owner, an employee at the registrar, or some third party who has agreed to supply support for the domain. It's criminal to put an auto-responder on an admin or technical contact that replies with "You must go to <some web site> in order to contact the owner of the domain"! And it's irresponsible for a technical contact to have a simple pattern-matching spam/phish filter on their mailbox, as that may prevent people from sending them information about one of their own domains that has been hijacked or otherwise hacked!
HL: Section 3.7.7.3 of the RAA would appear to directly address this point in terms of the proxy services obligations as the Registered Name Holder of record for any given domain name with liability clearly resting with them should they fail to disclose the contact information provided by the licensee of the domain name.

However, the ambiguity of certain provisions of the RAA and increasing use of such proxy services does seem to be pushing intellectual property rights holders into the situation described above whereby a request for disclosure of the contact information must be made for to these proxy registrant service providers.  Thus an additional burden is being placed on intellectual property rights holders. As such, it would perhaps be worthwhile investigating with ICANN the possibility of ensuring a balanced protection of intellectual property rights holders' interests in dealing with proxy registrant service providers to put in place a standardised system allowing the immediate disclosure of registrants' information upon communication of relevant information, for example identification of the intellectual property rights holders and a request for disclosure of information. 
FC: This is a very important matter since proxy services can keep machine anonymous and help criminal going unmasked and delay criminal investigations. A quick and simple procedure should be find to avoid this. It can be analyzed the Budapest Cibercrime Convention to see what solutions they have found. There is also the 24/7 OAS CSIRT (Computer Security Incident Response Team) which can be of help to look at. On the other hand proxy services could be useful for registrants for not to make available their personal data for privacy or security reasons. But for developing country this will mean an extra cost if the services offered are paid. There has to be a clear policy since in some countries like the US it is a public resource. For those with legitimates reasons for anonymous speech, could be a way of justification for their anonymity.
BC: At one level, the availability of privacy/proxy services provides an alternative mechanism for registrants who have legitimate concerns about individual anonymity. At the same time, the BC has long been concerned about the ongoing abuses of proxy and privacy services both by providers and registrants to evade legal process and law enforcement. ICANN’s own studies verify “critical failures” among entries associated with privacy/proxy services. Many privacy/proxy services are not responsive and do not act as responsible actors. Given that registrants are willing to pay an extra fee to protect their information using a proxy service, by which both the registrant and the proxy service reap a benefit, both must also adhere to the requirement to provide prompt and accurate WHOIS information. BC members have also experienced situations where the registrar’s “proxy service” is simply a shell behind which to shield the registrar’s own cybersquatting and other illegal activities. ICANN should create an official set of guidelines for what constitutes a valid privacy/proxy service and best practices for such entities. The BC also supports stepped up compliance audits into any privacy/proxy service, which has been the subject of ongoing complaints from the stakeholder community or whose misconduct has otherwise been brought to ICANN’s attention. WHOIS studies that were approved by GNSO Council earlier this year should provide fact-based data on the nature of registrant using privacy/proxy services. The GAC first proposed a registrant identification study in 2008, and Council finally arrived on a workable design for the study in May-2011: The revised registrant study now seeks a foundational understanding of the types of entities and kinds of activities observed in gTLD domains that use privacy or proxy services. Accordingly, the categories of entities and activities are not pre-determined in this study, but will be generated as researchers examine representative samples of active websites and their WHOIS data. For instance, researchers will characterize potentially commercial uses of websites in finer detail, such as: marketing of services, publishing events or merchandise, hosting paid advertising, soliciting donations, paying membership dues, etc. In addition, researchers will characterize uses for all sampled domain names, making no assumption about implied commercial use of domain names registered by legal persons. We are confident that the finer distinctions captured in this study will provide the raw data needed to understand the entities and activities of registrants using WHOIS privacy and proxy services. This data will enable Council to respond to GAC questions and will create a baseline for evaluating potential policy changes that may be indicated by other WHOIS studies. Moreover, we believe the revised Registrant Identification Study will be deliverable by the same vendors that bid on the earlier RFP, providing data of significantly greater value at just slightly higher cost.

	6. How effective are ICANN’s current WHOIS related compliance activities?
	VH: Having worked at a German web hoster, I frequently was confronted with ICANN's activities to keep the WHOIS data accurate. In those cases one of our domain registrars asked us to take action, otherwise the affected domain might get "lost". For me, mailing the domain registrars for having a look at the WHOIS entry data is indeed a good way. I can not think of any other way how to do this, besides sending letters with the same message content (which would be far too expensive and ineffective).
MN:  They are open to abuse. In many cases WHOIS complaints are more to do with disputes between 3rd parties than any lack of compliance.
IHG: It is the concern of IHG that particular registrars intentionally disregard, and/or make little effort to comply with, WHOIS requirements. For example, in one UDRP complaint, IHG named as the Respondent an entity identified in the WHOIS database as "Sdf fdgg" - an obviously fictitious (and fraudulent) name that was fabricated merely to frustrate IHG's ability to enforce its rights. Six Continents Hotels, Inc. v. Sdffdgg, WIPO Case No. D2004-0384. This both attracts and further encourages malicious registrants to engage in infringement, much to the benefit of those particular registrars. This also sharply undermines the efforts of ICANN to maintain open access to information on the internet. Without stringent consequences relative to WHOIS non-compliance for registries and registrants alike, inaccuracy and unreliability will continue to pervade the WHOIS database.
INTA: ICANN’s current Whois related compliance activities are largely ineffective and subject to abuse. ICANN does not have the tools or the resources to be effective in its Whois-related compliance activities. In fact, despite acknowledging the rollout of potentially hundreds of new gTLDs, ICANN has plans to increase its compliance staff by only nominal amounts that will likely be insufficient even to maintain the current level of compliance oversight, let alone make much-needed improvements. A key weakness is the absence of a mechanism or standardized procedure to ensure that Whois records are accurate.
IACC: Although ICANN recent compliance efforts evidence an improvement, these efforts are still too little too late. This is evidenced by ICANN’s owns studies showing widespread non-compliance with WHOIS requirements. Moreover, even ICANN’s own studies suggest that ICANN’s measurements are unduly forgiving in measuring compliance. Finally, all studies measure system-wide compliance and clearly understate the extent of the problem among those who employ the Internet to engage in illegal activity, like counterfeiting. Moreover, since ICANN first started taking steps to insure compliance with the RAA, deficiencies in the RAA – some of which have been improved upon – demonstrate continuing limits to ICANN’s compliance efforts through the RAA. Moreover, as noted above, there has been no meaningful effort to enforce compliance by ICANN as against underlying registrants so efficacy of this potential compliance activity remains untested.
TWI: As discussed above, some of the key RAA provisions that influence the accessibility and accuracy of Whois data are weak, ambiguous or both. This certainly inhibits the effectiveness of ICANN’s compliance efforts. To overcome this, ICANN’s compliance staff should be more aggressive in pursuing non-compliance with the RAA and bolder in issuing interpretations of the RAA provisions that will, for instance, encourage proxy services associated with registrars or resellers to divulge their customer information when presented with evidence of abusive registrations. At the same time, there is a limit to what can be achieved under the current version of the RAA, so ICANN should accelerate efforts to revise it so that it more effectively advances long-standing Whois policies. It also stands to reason (and experience confirms) that ICANN could more effectively enforce compliance with 21 registries than with 900 registrars. 19 of the 21 registries today operate in a “thick Whois” environment in which the public may obtain the full set of accessible registrant contact within a gTLD from a single source – the registry. Public access to Whois data is not a problem in these registries. The two outliers, unfortunately, are the two largest – .com and .net – and not coincidentally, these are the registries where public access to Whois (through registrars) is inconsistent and sometimes simply unavailable. Every new gTLD will be a thick registry; .com and .net will be even more isolated then than now. The thin registry model was created in order to stimulate a competitive marketplace in registration services. Now that that marketplace has been achieved, ICANN should set out a timetable for converting these two outliers to thick registries. Improved compliance with Whois data accessibility policies will be among the beneficial results of this change.
CNNIC: We think that the current practice and performance of applying ICANN’s WHOIS policies has not met the standards and criteria defined in these policies. For instance, the WHOIS accuracy of .com and .net has been very poor. ICANN to some extent has failed to regulate .com and .net in term of maintaining accurate WHOIS information. Therefore, we suggest that ICANN has neither been effective at developing WHOIS policies nor well regulating registrars in terms of helping improve WHOIS accuracy.
NOM: It is not appropriate for us to reply on ICANN's compliance. For the case of uk: When we become aware of incorrect WHOIS data, we put the registrant under notice to correct them and will suspend the domain name should this not happen. In specific circumstances -where a law enforcement agency has identified that it believes there is criminal activity under the domain name - we can use our terms and conditions to suspend the domain name. The registrant can appeal against this suspension.
COA: Almost ever since its founding more than a decade ago, COA has called for ICANN to do a better job of enforcing the Whois accessibility and accuracy obligations reflected in its contracts with registrars and registries. We have, simultaneously, called for reform and revision of those contracts to provide clearer and more comprehensive obligations, and to extend them to the wide world of resellers who engage in the domain name registration business but have, in the past, evaded all obligations to ICANN. As explained above with regard to proxy registration services, the current Whois-related provisions of the RAA are, in many respects, ambiguous, weak, or both. We have summarized above some of the changes that should be made in these agreements in order to achieve ICANN’s Whois policy goals more effectively. ICANN’s contract compliance capability is certainly improved from what it was a few years ago. However, it has far to go in order to achieve the necessary “culture of compliance” that will deliver concrete benefits with respect to Whois accessibility and accuracy. COA believes that this will require both resources and re-orientation. Especially with the advent of new gTLDs, the contractual compliance burden upon ICANN is about to increase dramatically, at a time when it is not yet effectively enforcing compliance with the contracts that it already has. COA supports the IPC’s call to devote onethird of the anticipated ICANN budget surplus from the new gTLD program (i.e., increase in ICANN assets) to contract compliance and enforcement functions. Perhaps more fundamentally, ICANN should be more proactive in its compliance activities, as well as responding more quickly and forcefully to complaints. We commend the contract compliance staff for deciding to review the Whois Data Problem Reporting System, which has been flawed since its inception and is plagued with problems. We hope that this review will result in a new system that is more receptive to complaints of false Whois data, and can handle higher volumes of them; that more vigorously monitors registrar compliance with their obligations to investigate such complaints; that insists that registrars reject “corrected” contact data that cannot be verified; and that encourages registrars to follow through by expeditiously cancelling registrations associated with uncorrected false Whois data

IPC: The 2010 NORC study demonstrated that the WHOIS data for only 23% of gTLD registrations is fully compliant with accuracy requirements.  Thus, the facts support the conclusion that current compliance related activities are woefully inadequate to fulfill ICANN's commitment in article 9.3.1 of the AOC to "implement measures to maintain timely unrestricted and public access to accurate and complete WHOIS information." Although some progress has been made in upgrading ICANN’s contract compliance function, a radical change in approach is needed, especially in light of the impending proliferation of new unlimited Top Level Domains.
PK: From my limited experience, not very effective. While some registrars follow up with their domain owners and get updated info when the domain is flagged, other registrars simply don't care if the information is correct and don't seem to care that their agreement with ICANN requires them to have accurate information for all domains they sponsor! And when I get the notice 45 days after reporting a domain, and I click on the "the information hasn't been corrected" link, I see no followup or other action taken by ICANN to attempt to get the information corrected!
HL: The 2010 NORC WHOIS study found only 23% of gTLD registrations were fully compliant with accuracy requirements.  Thus it would seem fairly clear cut that ICANN needs to beef up its compliance efforts. To an extent this does seem to be happening generally if one looks at the statistics found on the ICANN Dashboard for compliance related issues.  It would seem that that from 2009 there was a marked improvement in terms of enforcement from the ICANN Compliance Team with a total of 23 ICANN accredited registrars having their accreditations terminated or not renewed.  This is to be applauded. When one examines the reasons for the loss of ICANN accreditation for registrars over the last four years, it can be seen that WHOIS related compliance issues are often included as a reason for the loss of accreditation. Indeed if one is to attempt to measure the effectiveness of ICANN’s compliance effort, the falling number of registrars who lost their accreditation in 2010 (13) and 2011 to date (4) could be viewed as a positive indication of how well the compliance effort is working as more and more registrars ensure that they are compliant with the RAA.

However, it could well be that the decline in the number of registrars losing their ICANN accreditations is not due to an increase in registrars being compliant but rather due to a downturn in the ICANN Compliance Team’s audit activities due to staffing levels, resource and budgetary concerns. It would be interesting to see a breakdown, year on year of the number of auditing activities resulting in breach notifications, termination notifications and non-renewal notifications cross referenced with the remedial actions taken by registrars to cure the breaches of the RAA.
FC: There should be find a way for third actors that are not on direct contractual relationship with ICANN to be liable for the misuse of WHOIS. There should be a RAA revision trying to solve this and other related problems.
BC: Although ICANN has begun some additional recent compliance in this area, including an audit of Port 43 access by registrars, and an inquiry into whether ICANN registrars were sending reminders to registrants regarding their WHOIS data (per the WHOIS Data Reminder Policy), these activities represent just the tip of the iceberg in terms of needed compliance in this area. ICANN’s own look into the accuracy of WHOIS records show at that best, no matter how one analyzes the data, only 23% of records were deemed fully accurate. If either a business or government organization, had a 23% data accuracy record, that organization would be considered failing. Huge compliance resources are needed to fix this situation and the matter of WHOIS accuracy only becomes more urgent with ICANN’s planned rollout of hundreds of new gTLDs. ICANN’s compliance organization has already been made aware from its own work, from reporting from third parties, including Knujon, of continuing frauds and abuses occurring in the WHOIS space. As part of the AoC, ICANN’s continued performance in the compliance area should be carefully measured to assess whether it is meeting its WHOIS commitments.
ALAC: With regard to compliance, the ALAC now believes that maybe the time has come for a change in the philosophical approach to WHOIS compliance. Over the years, it has become almost an article of faith that ICANN Compliance is responsible for WHOIS data accuracy. There is also widespread acceptance that the registry/registrar community is responsible and must bear the cost and burden of both data accuracy as well as availability. The lowered expectations of registrants in this area are often remarked. We now acknowledge the complexity of these issues and on record, reject these views as too unilateral and simplistic in definition and, thusly, undermine the opportunity to be effectively addressed. Compliance in particular has a great need for a balanced approach, given the three sets of actors – registrants, registrars and ICANN Compliance. Undoubtedly, WHOIS data accuracy is a cost/value proposition with differing perspectives from registrants as original data providers and registrars as collectors and hosts for the data and users of the WHOIS dataset. We do not doubt that 100% accuracy is laudable as an objective. But we recognize that, as a practical matter, 100% accuracy may just be unobtainable in the present dispensation and places an unfair burden on one set of actors in the WHOIS triangle. In fact, this objective creates an insurmountable threshold for ICANN Compliance, even with its best effort and more resources available to them. We believe that the all‐round public interest may be better served by recognizing that the risks from the fraudulent actions of bad actors are not the same throughout the WHOIS data cycle but tend to be cyclical – higher following the establishment of new domains and decreasing thereafter. Neither is it rational for the same risk in class or kind to be ascribed to all domains; domains used primarily for support of business transactions on the Web have a higher risk of consequential fraudulent activities than do those used for more personal or informational pursuits. As such, certain adjustments in approach to compliance and our expectations of the impact from compliance might benefit from a change in the philosophical construct of compliance and the processes used to affect the assurance of compliance.

	7. Are there any aspects of ICANN’s WHOIS commitments that are not currently enforceable?
	VH: Item 2, regarding to allow users to determine if a domain is available: Fortunately this is a good way for users, but at the same time, there are many services claiming that they look for free domains by checking them for WHOIS entries. When enough requests for specific domains are submitted, those services register the domain in question on their own. ICANN therefore should find a way how to prevent such methods, if even possible. Item 6, regarding the confidence of users in the Internet, can not be "enforced". Today, most Internet users are not aware of the WHOIS service. Item 7, regarding the assistance of business and organizations, is not enforceable when a proxy service is used and even domain registrars provide inaccurate WHOIS data (which has happened before).
INTA:  Accuracy is one area of particular concern as noted in the response to question 6 above.
TWI:  See answer under 6 above.

CNNIC: According to ICANN’s current WHOIS policy, complete and accurate WHOIS information of registrants should be made available to the public. However, it turns out practically impossible for ICANN to fully execute the policies. Firstly, the current policies have not clearly defined registrars’ obligation to reach certain WHOIS accuracy level. Secondly, the current policies have conflicts with privacy laws and regulations in some countries. Therefore, we suggest that ICANN should respect and consider privacy laws and regulations of different countries when developing WHOIS policies, and also should impose more effective regulations to its accredited registrars.
COA:  See answer under 6 above.

IPC: As discussed above, steps have been taken to resolve issues related to privacy laws.  Thus, with the exception of conflicting laws, the biggest barrier to enforcement of ICANN's WHOIS commitments is the lack of consequences applicable to the parties involved when accurate and complete WHOIS information is not maintained.  If no negative consequences result for ICANN, the registrars or registries, or the domain name registrants who supply false information, then ICANN's commitments will continue to go unmet.  In other words, it is the lack of meaningful consequences that gives the appearance that these commitments are unenforceable.
PK: I don't know since I'm not aware of all the commitments, but ICANN MUST be willing to CANCEL its agreement with a registrar if that registrar fails to comply with the terms of the agreement. The biggest example of this is the blatant misuse of the WHOIS database for commercial exploit by "Domain Registry of America". For years, DROA has been using the WHOIS database as their personal mailing list, at first creating what appeared to be misleading "renewal notices" that even one of my own users fell for (and had to be reversed after we complained), but even still sending out notices that except for a few words or passages, give every impression that the domain owner needs renew their domain as if DROA were their registrar. They encourage the domain owner to act quickly with phrases like "You must renew your domain name to retain exclusive rights to it on the Web", which is completely true, but creates a false sense of urgency. I JUST RECEIVED ONE OF THESE LETTERS FROM _DOMAIN REGISTRY OF AMERICA_ TODAY FOR ONE OF MY DOMAINS!!!! ICANN should have canceled all agreements with DROA A LONG TIME AGO!!! If ICANN isn't willing to cut ties with its most blatant violator of ICANN regulations, I have little reason to believe they will do anything about the smaller matters.
HL: As mentioned above, there would appear to be a disconnect between compliance with the 1995 European Union Directive on data protection (Directive 95/46 EC of 24 October 1995) and the requirements of the RAA with regard to registrar's WHOIS data obligations. While the Procedure for Handling WHOIS conflicts with Privacy Law would seem to address this, it would be interesting to have an overview provided of how well this is working or if it is indeed open to abuse from "bad actors".
BC: See response to Question 1. ICANN cannot live up to its commitments in the AoC unless all stakeholders, including registrars, are required by contract to ensure the accuracy of WHOIS data. The RAA should be amended to require contracted parties to take reasonable steps to verify the accuracy of WHOIS information when a registration first occurs and penalties and fines are need to ensure compliance with all WHOIS obligations related to data accuracy and data access. ICANN manages the conduct of its registries and registrars through contracts, so anything that can be made part of those contracts should be enforceable. That includes new consensus policies adopted by ICANN that automatically become enforceable on contract parties. Given this, the BC believes that all aspects of ICANN’s WHOIS commitments can be made enforceable.

	8. What should ICANN do to ensure its WHOIS commitments are effectively enforced?
	VH: Promote and explain the WHOIS service to normal users.
IHG: Compliance with WHOIS data reporting should continue to be compulsory and included in the Registrar Accreditation Agreement (RAA). Noncompliance should be met with a stern enforcement mechanism, including severe monetary fines. Additionally, registrants who intentionally submit false, faulty or no information should have all registrations associated with their account suspended until WHOIS data meets the full reporting requirements. The most severe repercussions should be reserved for those registrar organizations who intentionally disregard WHOIS policy, and profit as a result of consistent illegal and unethical registrations of individuals registering with them. Currently, with no disincentive to non-compliance with WHOIS registration requirements, registry services have little motivation to publish registrant information that could be accessed by competing registry services. This could potentially lead to the hoarding of mass amounts of registrant information by registrars to prevent rivals from obtaining a competitive advantage. If WHOIS reporting requirements are fully enforced, some mechanism would have to be implemented in order to prevent this scenario, and quell registry aversion to publishing their client information.
INTA: One option would be to include clear obligations within the registry and registrar contracts and provide clear advisories on those obligations if it becomes aware of differing interpretations within the ICANN community. However, this would still require significant resources to monitor compliance and to ensure that an effective enforcement mechanism or regime is in place. Another option would be to implement a thick Whois model at the registry level in order to streamline such efforts by having only one validation point. In fact, the provision of Whois information at the registry level under the thick Whois model was deemed by the IRT to be essential to the cost-effective protection of consumers and thus, was advanced as one of only five of its key recommendations.
IACC: ICANN must amend the RAA in a manner which reflects the interest of the Internet community at large and not only the Registrar constituency, whose interests are not necessarily compatible with the interests of the broader Internet community. The amendments should clarify responsibilities of both ICANN and registrar with respect to the operation of a transparent and accurate WHOIS system accessible to the broader Internet community and should provide clear tools available to ICANN which are both reasonable and meaningful in the event of noncompliance. ICANN should commit greater resources to compliance and insure that those resources are deployed to increase the accuracy and reliability of WHOIS data.
TWI:  See answer under 6 above.

COA:  See answer under 6 above.

IPC: As previously mentioned, radical change in enforcement policy is needed.  Policies need to be developed which provide a concrete incentive for compliance by registrars and consequences for both registrars and domain name registrants when accurate and complete WHOIS information is not available as required by 9.3.1 of the AOC
PK: For starters, CANCEL ALL AGREEMENTS WITH DROA!! Secondly, be willing to take action when necessary. Don't be like the government and create rules if you're not willing to enforce those rules and stand up to those who would take advantage of your inaction!
HL: Section 9.3.1 of the AOC requires that ICANN implement measures to maintain timely, unrestricted and public access to accurate and complete WHOIS information – and enforce this. Thus, ICANN should ensure that WHOIS accuracy is a requirement and not just an option with clear set out consequences for failure to comply by either registrar or registrant. Clearly ICANN needs to continue auditing the ICANN accredited registrars to ensure compliance with the RAA and to weed out the those registrars who not only fail to comply with the WHOIS requirements, but also fail to take suitable remedial actions when alerted to non-compliance. The removal of such “bad actors" from the pool of accredited registrars is essential in order to continue to provide assurance to the community that ICANN is proactively policing the registrar space and, taking into account the advent of new gTLDs, the registry space. By continuing to place the registrars under pressure with the threat of the loss of their accreditations for failure to meet their obligations with regard to WHOIS as per the RAA, ICANN are correctly focusing their compliance efforts. As mentioned above, perhaps it would also be worth revisiting the WHOIS Data Reminder policy and making this a more robust model whereby failure on the part of the registrant to actively take affirmative action to confirm the WHOIS for their domain name registrations would be grounds for the cancellation of a domain name.
FC:  Warnings and then economical punishment, such as fines. In civil law it is commonly used when gathering personal data to assure that they are correct to sign affidavits and giving incorrect information is a felony.
BC: See responses to Questions 1, 5 and 6.

	9. Does ICANN need any additional power and/or resources to effectively enforce its existing WHOIS commitments?
	VH: I don't think so.
IHG: This compliance task is monumental, it is easily recognizable that additional compliance staff and budget will be needed should ICANN seriously re-commit to its goal of having complete and accurate WHOIS data. IHG agrees with the Intellectual Property Constituency that ICANN should devote one-third of the surplus generated by revenue from new gTLD applications (the increase in ICANN assets, in budgetary terms) to contract compliance activities.
INTA: In light of the now imminent expansion of gTLDs, the compliance department must be expanded significantly in both staff and authority in order to ensure meaningful enforcement of existing Whois commitments. As discussed above, direct contractual accreditation of privacy and proxy services (at least those affiliated with registrars or registries) would go a long way to promote compliance with obligations such as RAA 3.7.7.3.
IACC: Yes. As noted above, better tools should be provided through the RAA and ICANN should allocate resources to insure compliance with WHOIS requirements by both registrars and registrants.
TWI:  See answer under 6 above.

COA:  See answer under 6 above.

IPC: Resources are critical. IPC reiterates its call to devote one-third of the surplus generated by revenue from new gTLD applications (the increase in ICANN assets, in budgetary terms) to contract compliance activities.  Beyond resources, ICANN’s compliance philosophy needs re-orientation.  ICANN has recently stepped up its compliance efforts in this arena, but still approaches the commitment as one that may be impossible to accomplish.  When compliance staff has met with the IPC, they have reiterated that many registrars simply "don’t know their obligations" with respect to WHOIS and that it is not clear within many registrar organizations who has the responsibility to comply with the provisions of the RAA.  Thus, policies need to be developed that require registrars to take proactive steps to institute WHOIS compliance programs.  Registrars should be required to designate a WHOIS Compliance Officer who is responsible for administering WHOIS compliance at the registrar level.  That Compliance Officer should be required to list contact information with ICANN's compliance department and failure to keep that information current should have reasonable consequences.   Domain name registrants should bear consequences up to and including freezing and cancellation of the domain registration for failure to provide accurate data to the registrar; and ICANN compliance staff should aggressively monitor registrar actions to ensure that these consequences are real.   Finally, ICANN should issue public ratings for registrars based on their overall WHOIS accessibility and quality, and their efficiency in cracking down on false Whois data, so that the consuming public is informed and better able to make choices accordingly.
PK: Additional resources? Maybe. Additional power? No, ICANN already has all the power it needs to pull the plug on registrars and domain holders that are not willing to comply with long established rules for domain ownership.
 HL: Registrar and registry compliance is a hugely important issue and one that is going to grow in stature in the coming years. As mentioned above, ICANN needs to demonstrate that it is taking this issue seriously.  ICANN also needs to demonstrate that it has put into place sufficient resources to enforce compliance with WHOIS commitments and indeed all aspects of the agreements between ICANN and the registrars and the potential new gTLD registries. By doing so, ICANN will provide reassurance to the community that the current situation with regards to registrars (non)compliance with the RAA is being addressed seriously with sufficient resources to enable the ICANN Compliance Team to continue auditing the registrar space and  taking appropriate actions. As previously mentioned compliance and associated issues are going to continue in the coming years with the advent of new gTLDs and the issue of Registry/registrar vertical integration (VI) and the decision to allow full cross-ownership between the two in the new gTLD space. It is clear that ICANN are going to require significantly more resources in order to address compliance issues.  Indeed during the June 2010 ICANN meeting in Brussels, the then Senior Director of Contractual Compliance at ICANN, David Giza, stated that at that point in time there were only six people working in compliance within ICANN and that they were understaffed and underfunded.  In addition to this he also stated that the compliance team currently only had one auditor and he had identified that he had a need for at least six  auditors in order to sufficiently address the current compliance issues facing ICANN. A quick check of the ICANN website staff listings shows that there are at best now eight people involved in the compliance function within ICANN. This situation needs to be improved upon given the current state of play with registrar compliance and the future shape of the domain name space with the new gTLD registries and the associated compliance issues that this is going to raise, not just in relation to WHOIS compliance, but all compliance issues concerning registrars and registries. The additional funds that will come in from the new gTLD applications need to be used to beef up compliance activities within ICANN in proportion to the number of new gTLDs accepted.  The funding of contract compliance activities within ICANN has been seriouisly lacking for years, and is the reason why many registrars have no concern or about such issues.

	10. How can ICANN improve the accuracy of WHOIS data?
	VH: Provide a service which lets domain owners update their data directly on an ICANN website. The intermediate step of having the domain registrar to update the WHOIS data often fails since some of them don't update the information. Remove all prices for domain updates. Updating a domain should be free.
MN: Give private registrants the ability to "opt out".
IHG: Potentially shifting some or all of the responsibility of maintaining up-to-date and accurate data onto the individual registrant could make WHOIS data more dependable. Registrars have little ability to confirm that information provided by registrants is reliable, resultantly it is problematic to charge those groups with ensuring data completion and accuracy. The implementation of a compulsory method of data authentication in the RAA would provide registries with the ability to comply with WHOIS reporting requirements.
INTA: At present there are no mechanisms in place to ensure the accuracy of Whois information provided by registrants. Instead there is a presumption by registries and registrars that Whois information provided by registrants is accurate and a lack of incentives to encourage registrants to refrain from providing misleading or inaccurate information. Consideration should be given to the implementation of a validation process funded by additional fees (validation fees) paid by registrants at the time of registration as well as penalties -- such as loss of the registration if information is found to be inaccurate in the validation process. At a minimum, in cases where Whois data problems have been reported, there should be enhanced obligations to verify any replacement data offered by the registrant, as opposed to applying the same presumption of validity once any change has been made to the inaccurate data.
IACC: As noted above, amendment of the RAA, enforcement of its provisions as against both registrars and registrants that violate the requirements of accurate, complete and current WHOIS information and the publication of policies to the broader Internet community informing it of these changes.
TWI: Inaccurate Whois data – out-of-date, incomplete or simply blatantly false – has been a persistent problem. Inaccurate data undermines the goals of the service, erodes public confidence in the online environment, complicates online enforcement of consumer protection, intellectual property, and other laws, and increases the costs of online transactions. ICANN has taken some steps to quantify the scope of this problem but has done very little to address it. The RAA puts the entire responsibility for Whois data accuracy on a party with whom (except in very limited circumstance) ICANN has no contractual relationship – the registrant. Registrars – ICANN’s contracted partners – have the obligation to investigate reports of false Whois data, but have no responsibility to check the accuracy of the data submitted (at the time of registration, after a report of inaccuracy or at any other point), nor even the obligation to cancel the registrations of those who knowingly submit false Whois data. It is not surprising that this system produces unacceptably high levels of inaccurate data. Clearly, the solution must involve shifting the responsibility for Whois data accuracy to those in a position to achieve it and who have contractual obligations to ICANN – registrars, registries or both. ICANN has already taken steps toward this goal in the gTLD environment. In three of its registry agreements – .mobi, .tel and .asia – it has imposed Whois data quality obligations that flow through registries to registrars. ICANN was asked to do the same for all the coming new gTLDs, but it refused to do so. However, ICANN has indicated a preference for new gTLDs that verify registrant contact information throughout the registration life cycle by providing those new gTLD applicants an extra point in the evaluation process. It may be that a marked improvement in Whois data accuracy will only occur once these practices become the norm throughout the new gTLD environment.
NCUC:  See answer under 4 above.

CW: Accuracy of the data has been demanded for as long as I can remember. If the Discussion Paper is correct (p.5) in suggesting that nearly 30% of records are still inaccurate, then one might imagine that we are barking up the wrong tree. Registrars have long asserted that full verification of the accuracy of all records, including what by now must be a considerable backlog, would be financially unsustainable. If so, then a different approach will be necessary. If not, then some serious compliance efforts would be required, including budgetary aspects. But as this matter has not been resolved since the creation of ICANN, then I wonder what new elements have arisen to facilitate a solution now.
MPAA: See answer under 1 above.
NOM: It is not appropriate for us to reply on ICANN's enforcement of WHOIS accuracy. For the case of .uk: We have carried out assessments on the accuracy of uk WHOIS. This has shown that accuracy of opted-out domain names is higher than average, with 92 % having traceable postal addresses. We have been carrying out an overview of the.uk register by batches.
COA: The current intolerable levels of inaccurate Whois data flow directly from ICANN’s decision to place virtually sole responsibility for Whois data quality on a party with whom it has no contractual relationship: the registrant. Registrars insist that their only contractual obligation is to respond to reports of false Whois data, rather than to verify data accuracy at the time of collection or even to cancel registrations based on false Whois data. The largest registries have even less role to play on Whois data quality currently. This problem will not be solved or even ameliorated until registries and registrars both share responsibility for Whois data quality. COA recommends the following three steps as crucial in improving Whois accuracy in the gTLDs. All of these already represent existing ICANN policy in some part of the gTLD space, but should be extended more broadly. (a) Greater involvement of registries through “thick Whois”. All but two gTLD registries now employ a “thick Whois” model, in which a publicly accessible Whois database containing registrant contact information is maintained on a centralized basis by the registry operator, as well as on a distributed basis by registrars. In these gTLDs, the registries share responsibility for Whois accuracy (and availability), and the evidence tends to show that thick Whois results are more accessible and more accurate.6 Unfortunately, the vestigial thin Whois registries are the two largest: .com and .net. While there certainly may be technical issues in transitioning .com and .net to thick registry operation, ICANN should commit to doing so as soon as feasible and should set a timetable for achieving this reform. (b) “Flow through” obligations to registrars. Registries in three gTLD registries -- .asia, .mobi and .post – are required to hold their registrars to certain Whois data quality standards (as well as to provide fully searchable Whois not only at the registry level, but also for all registrars sponsoring registrations in those domains). Specifically, each of these registries must require registrars to adhere to a compliance review policy, under which registrars must – “designate a contact point to which evidence of false or fraudulent contact data may be reported”; “institute procedures for investigating claims that registrations may contain false information”; “for registrations found to contain false information, require their speedy and efficient correction, or otherwise cancellation”; and allow “interested third parties [to] invoke these procedures.”  ICANN should seek to revise all registry agreements to incorporate similar standards. (c) Registrar data verification requirements. Even in the thick registry setting, the registrar is the entity that actually collects registrant contact data. Currently, registrars reject any contractual obligation to ensure that that data is complete and accurate, nor that it remains current; their only obligations, they insist, are to ask the registrant to provide accurate and current information, with no mandatory consequences for failing to do so. There is much that registrars can do to check and verify the data the registrant presents to them – indeed, they surely do so in the vast majority of cases with respect to billing information (credit card data), but not as to data destined for public access via Whois. But ICANN has never explicitly required them to take these steps. On the other hand, ICANN has made it clear in the new gTLD environment that verification of submitted Whois data (from “authentication of registrant information as complete and accurate at the time of registration” to “regular monitoring of registration data for accuracy and completeness”) is the preferred system, whether carried out by registries themselves or via registrars (in which case there must be “policies and procedures to ensure compliance”). ICANN has instructed evaluators to award an extra point to new gTLD applicants that commit to implement such verification (along with other steps to prevent abusive registrations). See http://www.icann.org/en/topics/new-gtlds/evaluation-questions-criteria-clean-30may11-en.pdf , item 28. Not until this approach is made the norm (along with the other steps summarized above) will significant progress toward more accurate Whois data be achieved.
IPC: There is a need to develop policies that provide for proactive registrar compliance and provide for consequences associated with inaccurate data.  Beyond this, ICANN should move swiftly to (1) bring the last two gTLD registry outliers (.com and .net) into the mainstream by operating thick Whois services at the registry level; (2) require all gTLD registries to pass through to their registrars Whois data quality obligations, building on the provisions already in place in the .asia,  .mobi, and .post agreements; and (3)  operationalize the preference expressed in the new gTLD evaluation criteria by providing all gTLD registries and registrars with incentives to verify Whois data supplied by registrants.
PK: By enforcing its current regulations and canceling agreements with registrars that are not willing to uphold their end of the deal. It need to remind the registrars that the registrar is empowered to cancel domain registrations for domain holders that refuse to comply with the requirements for accurate and complete data.
HL: By continuing to focus on registrar compliance with their WHOIS obligations, ICANN can continue to take strides forward to ensure accurate WHOIS data.  Enforcement of section 3.7.7.2 of the RAA with the threat of termination of the registrars accreditation should appropriate action not be taken would seem to provide good leverage to ensure accurate WHOIS data. Indeed, in our experience when contacting registrars regarding false WHOIS details, the citation of section 3.7.7.2 of the RAA has often resulted in swift action being taken by the registrar to contact the registrant and to ensure that correct WHOIS information for the registrant is displayed in the WHOIS output.  However, it should not be down to trade mark owners to be paying legal counsel to cite sections of the RAA in order to clean up WHOIS! As mentioned above, a more robust version of the WHOIS Data Reminder policy whereby failure on the part of the registrant to actively take affirmative action to confirm the WHOIS for their domain name registrations would be grounds for the cancellation of a domain name could well assist in improving the accuracy of WHOIS data. With new gTLDs and existing gTLDs there should be clear incentives in place for registrars to verify WHOIS data supplied by registrants, after all registrars verify the billing information provided by the registrants.
FC: First of all it has to take into account the purpose and quantity limitation when gathering data. Then find a way to prove that the information is accurate by asking for proof of the information given such as phone bill or others.
BC: See responses to Questions 1, 2, 5 and 6.
CIRA: In order to improve the accuracy of WHOIS, ICANN can adopt measures to enforce compliance with accuracy requirements. In designing any measures to improve accuracy and completeness of WHOIS, ICANN should take into consideration the factors that lead to the creation of inaccurate and incomplete WHOIS data. Solutions can include registration validation; keeping in mind this solution must be practical. Any validation program requires significant verification, maintenance, and a compliance system, duties which must be taken into consideration when designing such a program. In addition, registrants who provide false data should not benefit from proxy or privacy services.  

	11. What lessons can be learned from approaches taken by ccTLDs to the accuracy of WHOIS data?
	VH: I am not aware of the approaches taken by ccTLDs.
SIDN: As a ccTLD manager based in Europe SIDN is not subject to any obligation to provide any whois services on the .nl-domain at all. We do however still provide such services. Historically probably just because everyone did it and currently because it is in the interest of our local internet community. The whois, what information we show and how you may obtain the information therein has been subject to extensive discussion with and within our local internet community. Until 12 January 2010 SIDN offered a full and open whois service, comparable to the gTLD's, but changed that after the last consultation with our stakeholders to our current form in order to better protect the privacy of the users. In order to help the working group in their difficult (not to say impossible) task, I will try to give a short description of our current services underneath. Be aware however that also in the Netherlands discussions with regard to the whois are always ongoing and what is today might not be there anymore tomorrow. Secondly please note that a number of 'solutions' that we currently use are not exactly scalable to gTLD's. We make use of the fact that we are a country code TLD and for example only provide non-public whois details to Dutch law enforcement agencies and to Dutch based attorneys. Further be aware that we have never received any approval (nor disapproval) of the Dutch Privacy Authority with regard to our current whois services. So please do not automatically assume that what we do is completely in line with the Dutch and/or European privacy laws.
AFNIC: In addition to the data publication and access policy, AFNIC has always been very involved in enhancing its whois data accuracy. Our current policy is summarised in Article 16 of the .fr Charter. AFNIC conducts two types of accuracy checks : - for companies and legal organisations, AFNIC runs checks in public databases to ensure that registrant data are accurate. These checks are performed no later than 30 days after registration. On average, 10 to 20 000 checks of this kind are performed each month, thanks to some level of automation. - For private registrants (as well as organisations in some cases), checks are performed upon request and involve registrars into checking data accuracy. In 2010, AFNIC performed 386 checks of this kind.

By virtue of the French legal framework (article L.45-5) providing inaccurate data may lead to cancellation of the registration. This may only happen after the registry has offered the registrant a chance to correct the data.
INTA: By placing a priority on contractual compliance, registries can improve the integrity of Whois data within their top-level domains.
IACC: Some ccTLDs (e.g. CCNIC) have implemented WHOIS data verification protocols that may be appropriate for examination. Registrant verification of WHOIS data combined with action to delete non-compliant names should be considered as a compliance tool. ccTLDs for countries with domestic privacy laws will have experience balancing local data privacy restrictions with the need to provide accurate and verifiable WHOIS data to law enforcement professionals and civil litigants. Some ccTLDs have implemented thick WHOIS requirements, especially at the registry level, and may provide insight into the operation of a registry based thick WHOIS and whether such systems lead to more accurate WHOIS data.
TWI:  See answer under 3 above.
CNCERT: With the development of the Internet, cyber crimes are hard to be abandoned and they cause enormous losses to governments, enterprises and Internet users. Domain name holders can be searched through WHOIS, but it is difficult to trace the real users of malicious domain named in this way as they will provide fake information to escape from law enforcement investigation. In the long run, the inaccuracy of WHOIS information is detrimental to the development of the Internet. At ICANN DNS Abuse Forum, some international organizations and experts had called for increasing the accuracy of WHOIS information. CNCERT/CC supports this proposal and suggests that WHOIS Review Team can benefit from worldwide experiences and push ICANN to establish specific guidelines to increase the accuracy and authenticity of the WHOIS information. China has strengthened the verification of the authenticity and accuracy of WHOIS information of the .CN and it is very effective. The malicious domain names and phishing sites are almost disappeared. And we also encountered some problems, for example, most of the malicious users abandoned .CN domain names but continue to commit crimes through other TLD. CNCERT/CC has processed domain names abuse through regional platforms such as FIRST and APCERT. But the coverage of those organizations is limited. CNCERT/CC hopes that WHOIS Review Team can take more considerations on those methods used in gTLD, which have already been widely used by enterprises and users. International coordination organization including most of the registries and registrars need to be established to process domain name abuse more efficiently.
CNNIC: In 2009 and 2010, CNNIC started to improve WHOIS accuracy by verifying registrants’ information. By the end of 2010, the WHOIS accuracy has reached 97% and domain name abuses plummeted to a negligible level. The most important lesson during the two years is that collaborating with registrars is the key to improve WHOIS accuracy. According to our current policy, registrars are asked to collect real WHOIS information from applicants, and failing to do so may have to face de-accreditation. With the help of to our registrars, the WHOIS accuracy of .cn has been fundamentally improved.
NOM: The ccTLDs are mainly focussed on serving the needs of specific legal jurisdictions. This does allow them to tailor their approach to local (national) circumstances. Privacy is clearly an issue and ignoring it will increase the probability that data will be incorrect, even from those without any malicious intent. In the case of.uk, Nominet has a contract with the registrant and can use this contract to require that data are corrected. However, in many cases data are incorrect because of a misunderstanding of what is required, they are not updated when circumstances change, or information about changes is not passed on to our systems. While we are continuing to work on improving data quality, both by proactive checks and in response to complaints, we recognise there is a clear requirement to work quickly when malicious activity is suspected. This remains our priority.
IPC: Accuracy of WHOIS data is also an important question for ccTLD registries and several have undertaken WHOIS accuracy studies, such as Nominet, the UK domain name registry and CIRA, the Canadian domain name registry so one should certainly look to these ccTLDs as examples, but there are no doubt several others. With regards to actual action being taken with regard to WHOIS accuracy the prime example is the approach that was adopted by CNNIC, the Chinese domain name registry. At the end of June 2010 CNNIC sent out emails to the registrants of .CN domain names requesting that they verify that the registrant information associated with their domain names was correct. Registrants could confirm the details by clicking on a link in the email. Recipients of the email had 15 days in which to respond. If CNNIC did not receive confirmation of the WHOIS details within the 15 day deadline, the domain name ran the risk of being deleted. Some aspects of the CNNIC approach appear problematic, including the short 15-day deadline and the requirement that the recipients click on a link in an e-mail they received, which is generally a practice to be avoided for security reasons. Overall, however, the general concept of placing a greater onus on individual registrants to confirm Whois data accuracy is worth pursuing.  ICANN may wish to consider requiring an e-mail to be sent to registrants to which they must reply, within a reasonable time limit, to confirm the accuracy and currentness of their Whois data. Alternatives might be to have registrars require users to log into their accounts and click on a box for example.  Such an approach, which goes a step beyond the current Whois Data Reminder Policy, might well be far more effective than WDRP in improving the accuracy of Whois data. Also see answer to question 3 above. 
PK: I don't know. How good are ccTLDs at enforcing their registrar's commitments?? And what impact does that have on WHOIS accuracy?
HL: Accuracy of WHOIS data is also an important question for ccTLD registries and several have undertaken WHOIS accuracy studies, such as Nominet, the UK domain name registry and CIRA, the Canadian domain name registry. However, with regards to actual action being taken with regard to WHOIS accuracy the prime example is the approach that was adopted by CNNIC, the Chinese domain name registry who took steps to require WHOIS accuracy. At the end of June 2010 CNNIC sent out emails to the registrants of .CN domain names requesting that they verify that the registrant information associated with their domain names was correct.  Registrants could confirm the details by clicking on a link in the email.  Recipients of the email had 15 days in which to respond.  If CNNIC did not receive confirmation of the WHOIS details within the 15 day deadline, the domain name ran the risk of being deleted. This approach was criticised by many primarily as CNNIC did not give any prior warning that they were launching such a WHOIS verification program and thus domain name registrants had no time to prepare for this audit.  For owners of substantial domain name portfolios that contained large numbers of Chinese domain names were justifiably concerned about responding to each email within the 15 day deadline. However, there are aspects of this approach that ICANN may wish to consider with regards to WHOIS accuracy and placing the onus individual registrants to take responsibility for the accuracy of the WHOIS data provided.  Incorporating elements of the CNNIC approach in a review of the WHOIS Data Reminder policy may well be worthwhile considering – though with notice and with a significantly longer deadline (circa 3 months).  ICANN may wish to consider requiring an e-mail to be sent to registrants to which they are obliged to reply, within a reasonable time limit, to confirm the accuracy and currentness of their Whois data. We would therefore urge ICANN to conduct a review of the various ccTLD WHOIS accuracy studies and approaches to ensuring WHOIS data accuracy with a view to considering whether any of these approaches could be applied to gTLD WHOIS data.
BC: One aspect of ccTLDs that is worth considering is whether accuracy is improved by having “thick” WHOIS data maintained at the registry level.
CIRA: Addressing the accuracy and completeness of WHOIS will require a large amount of work; however, the longer it is left and not addressed, the worse the problem will become and the harder it will be to implement solutions as during that time, the volume of inaccurate WHOIS information will become larger. Ensuring WHOIS accuracy and completeness is important to CIRA, in particular because we have eligibility requirements (Canadian presence) for registrants. Revoking registration due to incorrect registrant information is one method of ensuring accuracy and completeness of the database.

	12. Are there barriers, cost or otherwise, to compliance with WHOIS policy?
	VH: Costs! The fact that the domain registrar updates the WHOIS data is amusing, since many hosters simply don't update WHOIS entries.
MN:  Validation of registrant data is a costly process. Registrars rely on the data being given to them as being given in "good faith".  While it might be possible to validate some of the input, such as an email address, it is financially prohibitive to attempt to validate all aspects of registrant data.
INTA: Aside from costs, we believe there are no barriers to compliance with Whois policy. More importantly, with respect to costs, we believe the costs of NOT maintaining accurate Whois records far outweigh the cost of compliance. Costs of compliance should be shared by registrants, registries and registrars alike.
TWI:  See answer under 6 above.
NCUC: Even with the provisions for resolving conflicts with national law, WHOIS poses problems for registrars in countries with differing data protection regimes. Registrars do not want to wait for an enforcement action before resolving conflicts, and many data protection authorities and courts will not give rulings or opinions without a live case or controversy. ICANN's response, that there's no problem, does not suit a multi-jurisdictional Internet.
CNNIC: Strictly verifying WHOIS information of applicants and registrants may raise extra expense of registries and registrars. In addition, applicants and registrants, especially the ones of .com and .net, have got used to submitting online inaccurate WHOIS information, because of no obligation and verification. Therefore, we suggest that the cost of verifying WHOIS information and educating applicants and registrants are the biggest two obstacles to compliance with ICANN WHOIS policy.
NOM: The main barrier is in the processes that link registrar and registry data systems. We are working with our registrars to improve these processes.
COA:  See answer under 6 above.

IPC: Other than privacy concerns addressed above, the biggest barrier is failure to make complete and accurate WHOIS data a real priority in the administration of the DNS.  The costs incurred by registrars or registries to comply with reasonable Whois accuracy and accessibility requirements are simply the costs of doing business as responsible players in a way that enhances consumer trust and the global public interest.  If applied and enforced in an even-handed fashion against all contracted parties, any competitive impact of any increased costs should be minimal.
PK: The only barrier I know of is ICANN's unwillingness to take real action against registrars that don't take real action with their non-compliant domain holders.
HL: In terms of cost related barriers to compliance with WHOIS policy, this should not be a consideration for ICANN.  Registrar and registry WHOIS compliance should be of paramount importance to ICANN as an organisation. While the task of auditing and policing the number of registrars (currently over 950) may well be a somewhat daunting task, it is one that ICANN must rise to in order to avoid a loss of faith amongst the community in ICANN's ability to manage the situation as it currently stands and, perhaps more importantly, ICANN's ability to deal with the future domain name landscape with new gTLDs. 
FC: Full and deep understanding of WHOIS Policy might be one. 
BC: In the short term, the only barrier to improved WHOIS compliance is a lack of management attention to enforcement of existing RAA provisions, as described above. In the medium term, the lack of fact-based data on WHOIS and privacy/proxy registrations is a barrier to policy development, but the studies now underway should provide results in 2012. In the longer term, a significant barrier to improving WHOIS will arise if contract parties block new policy development processes and contract amendments.

	13. What are the consequences or impacts of non-compliance with WHOIS policy?
	VH: WHOIS entries are no longer seen as a reliable source of information.
IHG: Continued non-compliance with WHOIS policy will further detract from the reliability of data, more greatly encumber brand holders with protectionist activities, and detract from overall user confidence in ICANN as well as the Internet itself. Further, in light of ICANN's commitment to proceed with a vast expansion of the gTLD system, IHG agrees with the Intellectual Property Constituency that WHOIS compliance should be made a top priority and that policies should be developed to include accountability and concrete enforcement measures prior to the award of any new gTLD contracts.
INTA: Crime and fraud upon Internet users are likely key motivators behind the provision of inaccurate Whois data or the use of privacy/proxy services and are the logical outgrowth of non-compliance with Whois policy.
IACC: The IACC shares the concern of other constituencies with the impact of inaccurate WHOIS on transparency and stability on the Internet. Notwithstanding these existential concerns, however, the immediate concern for the IACC is the impact inaccurate WHOIS has on the ability of IACC membership to enforce their intellectual property rights. Years of experience with WHOIS since ICANN assumed custody over its management and operation has clearly demonstrated that the unscrupulous Internet users who are willing to infringe the intellectual property rights of others are also among the first to disregard their contractual obligations to provide true and accurate WHOIS contact data. The proliferation of online counterfeiting has been aided by ICANN’s failure to administer the WHOIS system as contemplated by the ICANN’s various agreements including, most recently, the AOC. The IACC does not, for a moment, intend to suggest that ineffective WHOIS compliance is the only cause of online counterfeiting. The IACC does believe, however, that the amount of online counterfeiting is directly caused by the ease with which online pirates can freely disregard the intended purposes of the WHOIS system by providing false contact information and, when found out, simply change data to other, equally invalid contact information.
TWI:  See answer under 6 above.

NOM: A domain name can be suspended or cancelled in the case of registrant non-compliance or where a registrant does not correct data in response to a request.
COA:  See answer under 6 above.

IPC: At one level, the answer to this question is that there are virtually no such consequences or impacts, since registrants, registrars or registries that do not comply face no detrimental outcomes for doing so.  Ultimately, however, the consequences will be increased complaints from consumers and rights holders; growing pressure for prescriptive national legislation; and an erosion of the consumer trust that is essential to the healthy growth of the Internet. In the environment of unlimited gTLDs, there will also be increasing safety and fraud issues for consumers when unethical registrants are able to continue to escape enforcement measures.  Continued inaccuracy of WHOIS data thus contributes to public mistrust and instability of the Internet.  At the point where ICANN's approach to its AOC WHOIS commitments is judged to be less than whole-hearted, governments may be forced to act to legislate WHOIS compliance in order to protect consumers and rights holders based on the concerns expressed in the 2007 GAC Principles Regarding gTLD WHOIS Services.  Thus, the community would be wise to make WHOIS compliance a top priority and to develop policies that include accountability and concrete enforcement measures prior to the award of any new gTLD contracts.
PK: For me, I know it makes it extremely difficult (or impossible) to contact owners of hacked or compromised servers when I run across phishing sites on compromised servers. The same difficulty exists when trying to contact people whose servers are being used to send out spam and other abuses on their network or servers. I'm sure I'm not the only one who is EXTREMELY FRUSTRATED by the lack of consistent and accurate WHOIS data.
HL: There are potentially far reaching consequences with both registrar and registry non-compliance with WHOIS policy.  As outlined in the 2007 GAC Principles Regarding gTLD WHOIS Services, WHOIS services are used, amongst other things, to assist in law enforcement actions, to assist in trade mark and copyright enforcement and to combat fraud.  In addition to this, reliable and accurate WHOIS data contributes to the end user confidence in the Internet and encourages use and promotes good faith interactions. If WHOIS cannot be relied upon to provide such services then the Internet runs the risk of becoming the wild west (a tired and hackneyed phrase, but apt) where "bad actors" such as criminals and fraudsters can operate with impunity.  Were such a situation to come about, then clearly there would be a huge loss of faith for the end users of the Internet. Equally this would be an unacceptable state of affairs for the intellectual property community and indeed the wider ICANN community at large. Hence our earlier points regarding the necessity for ICANN to invest substantial resources in the ICANN Compliance Team to ensure that the situation does not arise where the issues of compliance on the part of registrars and registries become so grave that they threaten the stability of the Internet and consumer confidence in online interactions.
FC: Consumer trust decrease either in ICANN or the Internet. ICANN credibility has a negative impact and loose strength as an organization.
BC: As indicated in the BC’s responses to the review team’s thoughtful questions, noncompliance with WHOIS policy has a material and deleterious effect on ICANN’s mission and its ability to meet its AoC commitments. Inaccurate and false WHOIS negatively impacts the Internet’s security and stability, impairs the ability of consumers to understand the genuine source of legitimate products/services, facilitates fraud, impairs law enforcement investigations, impairs IP enforcement and generally harms e-commerce. Non-compliance creates a faulty foundation upon which to expand the DNS system. Existing problems in the WHOIS space combined with non-compliance will likely lead to a crisis of confidence after the introduction of new gTLDs. The BC strongly supports a comprehensive review of the WHOIS system and prompt implementation of recommendations coming out of that review, preferably before the rollout of any new gTLDs.

	14. Are there any other relevant issues that the review team should be aware of? Please provide details.
	VH: Some providers don't update WHOIS entries. The community should be more included in the way of WHOIS service and protocol development.
IHG: The natural reflex of the business community to shield their brands and prospective customers from cybersquatters' underhanded operations has resulted in businesses individually engaging in defensive registrations numbering in the thousands. During times of capital constriction these portfolios are becoming increasingly cumbersome and are further detracting from funds to engage cybersquatters via the dispute resolution process. Additionally, attempts to scale back defensive registrations are met by increased instances of cybersquatting. Accordingly, the numerous problems associated with inaccurate WHOIS data - which have been well-known for many years (and subject to unhelpful studies by ICANN and others) - is a greater problem today than at any time in the past.
INTA: The Committee has not identified additional issues for the review team at this time.
NCUC: Many NCUC members propose allowing registrants greater choice: Permit a registrant to get a domain showing no WHOIS information at all, with the possibility that the domain will cease to resolve if the domain is challenged and the registrant is unable or unwilling to respond. This is already the de facto circumstance for domains registered with false information, so why not make it an official option?(see

http://gnso.icann.org/issues/whois-privacy/whois-services-final-tf-report-12mar07.htm#_Toc161480292 ) Proposals for verification (pre- or post-registration) of name and address information are completely unworkable for standard gTLDs, although they might be proposed by registries looking to differentiate. There is no standard address format, or even any standard of physical addressing that holds across the wide range of geographies and cultures ICANN and registrars serve. Inaccurate WHOIS data should not be used as conclusive evidence of bad faith, especially in the context of ICANN's policies such as the UDRP. Although within the UDRP, the need to identify a registrant is vital, WHOIS details should not be used to make outright determinations concerning abusive registrations of domain names.
CW: Who exactly does “The Public” refer to? In my experience very few individual members of the general public are interested in the registration records of domain name registrants, which is quite understandable. On the contrary, the principal interested parties are not the general public, but are the law enforcement authorities and the agents and delegates of the intellectual property communities. Without prejudice to the necessity and validity of their respective interests in this matter, it would be preferable to be semantically specific and to seek legally safe and workable solutions to their particular legitimate needs, which are not necessarily the same. Furthermore, in view of the, by now, quite large number of registration records which are said to be incomplete or inaccurate, I would expect those domains engaged in fraud to tend to be among them.
NOM: We believe that there is a significant trust issue associated with provision of accurate contact information, in particular for domain names being used for trade (revenue-earning activities). This creates a question of trust for the TLD, in particular (in the case of ccTLDs) in relation to the law enforcement, regulatory and other public authorities in the country or territory concerned. While this could impact consumer confidence, very few Internet users are aware of the WHOIS service. The EU's e-Commerce Directive includes requirements for trading websites to include contact information for the trader so that third parties know who they are dealing with. For the consumer, this information is considerably more easily accessible than WHOIS. Nominet has established a one-stop shop portal (Know The Net: www.knowthenet.org.uk/) for information and links to help services and we contribute to a number of education and awareness initiatives: we believe that work such as this is a major contribution to keeping people safe on line. We are conscious that WHOIS data can be used to assist in perpetrating fraud and can be used for spam (and Nominet has been the victim of this kind of fraud). In the.uk WHOIS, we do not publish e-mail contacts. In general most of our communications with registrants are via e-mail.
COA: Our comments can be summarized as follows: 1)The gTLD Whois virtual database is a vital public resource, and ICANN’s stewardship of it, on the whole, has been ineffective. 2) The unchecked proliferation of proxy registration services has contributed significantly to Whois data inaccuracy and has helped to degrade the resource. Reform of the current “system” is urgently needed, perhaps beginning with ICANN enforcement of standards for the operation of proxy services offered in connection with gTLD domain name registration. 3) Registries and registrars must assume greater responsibility for accurate Whois data, through the adoption of thick Whois models throughout the gTLD space; data accuracy contractual obligations that flow through from registries to registrars; and making verification of registrant data the norm. 4) ICANN’s compliance activities need both greater resources and a more proactive reorientation. -  The Affirmation of Commitments spells out the task of the Review Team, which is repeated on page 1 of the Discussion Paper: “to assess the extent to which existing WHOIS policy in the generic top level domains (gTLDs) and its implementation (1) is effective; (2) meets the legitimate needs of law enforcement; and (3) promotes consumer trust.” COA suggests that another way to approach this task is for the Review Team to evaluate how effective ICANN has been as the steward of an extremely valuable and socially beneficial Internet resource: the virtual “Whois database” of contact information for second level domain name registrants (and their administrative and technical contacts) in the gTLDs. The wide range of vital uses of this publicly accessible data is well known; the GAC principles adopted in 2007 catalog seven of them. See http://gac.icann.org/system/files/WHOIS_principles.pdf , paragraph 2.1. It is beyond dispute that Whois represents a crucial tool for accountability and transparency on the Internet, enabling right holders, law enforcement, consumer protection groups, and ordinary Internet users to learn something about who is responsible for websites that they or their families visit, and in general to know who they are dealing with online. When ICANN came on the scene in the late 1990’s, the gTLD Whois database for the TLDs generally open to public registration had the following characteristics:1)It was unified. The entire database was held by, and made available by, the monopoly provider of domain name registration services . 2) It was accessible 24/7, to all members of the public, without charge, and with virtually no restrictions on use of the data.3) It was fully searchable. Whois users could, for example search by registrant as well as by domain name, and thus identify multiple registrations by the same registrant. 4) It had serious problems of inaccuracy. While the first measurements of the degree of inaccuracy did not come until later, there is no doubt that many registrants supplied patently false data, and there was little enforcement of accuracy requirements. Fast-forward through a dozen years of ICANN stewardship of the domain name system, including Whois. How would we characterize the gTLD Whois database today? 1) It is fragmented. Not only does each registry manage its Whois data independently; but the two largest gTLDs are operated as “thin registries,” with all registrant contact data scattered among 900 + ICANN-accredited registrars. 2) It has limited searchability. Few if any domain name registrars offer a fully searchable Whois database to the public as part of their free services. (Of course, some third-party vendors offer this service, to the extent that they are able to aggregate current Whois data from all the registrars and from those registries (all but .com and .net) operating thick

Whois services.) 3) Whois data remains seriously inaccurate. There have now been some studies quantifying

the level of that inaccuracy, most recently the NORC study, commissioned by ICANN, and referenced by the Review Team, which concluded that less than a quarter of Whois records could be considered “fully accurate.” See http://www.icann.org/en/compliance/reports/whois-accuracy-study-17jan10-en.pdf , pp.

2-3. The more in-depth we study the accuracy problem, the worse it appears. 4)  A new and pervasive source of inaccuracy flows from the unmanaged proliferation of so-called proxy and privacy registration services. ICANN’s own studies suggest that these account for at least 18% of all gTLD registrations.3 In the vast majority of these cases, no contact information regarding the actual registrant appears in the publicly accessible Whois data; instead, any contact data appearing there is that of a third party (often, though not always, an alter ego of the registrar) who serves as a proxy. If .proxy were its own gTLD, it would contain 20 million domain names, making it the second largest gTLD in the world, after .com. While proxy services existed at the time ICANN assumed stewardship over Whois, the explosive growth of these services represents a serious threat to the public policy objectives served by accessible, accurate Whois data. Our conclusion: on ICANN’s watch, the value of the Whois database to the public, and its role in promoting consumer trust, has significantly degraded. Its stewardship of this precious resource, while positive in some respects, has on the whole been ineffective. Reversing this degradation of Whois is the challenge ICANN must confront. We understand that, in some cases, these trends were driven by other considerations. For

example, the decision to disperse registrant contact data at the registrar level was part of an overall effort to replace the registration monopoly with a competitive marketplace in gTLD registration services. We also recognize that ICANN cannot simply turn back the clock. But we believe this longer-term view is useful, both in evaluating the questions the Review Team has been tasked to address, and in preparing its recommendations for how ICANN’s stewardship can be improved in the future.
PK: I'd be very happy if you could just fix the current system. I think if the WHOIS Review Team would at least create an explicit description of their intentions for the WHOIS data, it would go a long way towards knowing exactly who is in compliance and who is not? Spell out exactly WHY the current Registrar Agreements include language to require that the WHOIS data be complete and accurate?? The longer ICANN takes to start fixing the WHOIS compliance issue, the more effort and resources it will take to get the registrars and domain holders to come into compliance with the existing regulations.
HL: We consider the issue of WHOIS to be of paramount importance and one that should be rigorously addressed by ICANN via the compliance function.  With the upcoming expansion of the new gTLD name space and the inherent threats as outlined above, it is clear that these issues need to be considered now and appropriate resource should be allocated to ensure a robust response to the problems that face the community now with regard to WHOIS and in the future.

	Other comments

	LE: Above all public WHOIS data has to be accurate, and contact info is supposed to work especially when there are technical problems with a domain.  This is typically not the case for e-mail addresses in the domain, and ICANN is in the position to educate the public about WHOIS using the "annual reminders". Sadly RFC 3912 failed to cover the "administrative" parts in RFC 954, and it also failed to follow the IETF i18n policy in BCP 18 (RFC 2277).  It is no rocket science to fix the i18n issue, but admittedly RFC 5198 was published after RFC 3912.  In a nutshell RFC 5198 explains how to replace US-ASCII by UTF-8 in protocols remotely related to "telnet", this includes WHOIS. At the moment RFC 1032 covers the now "lost" administrative parts in RFC 954, but RFC 1032 is obviously not state of the art.  Updating RFC 1032 should be a job for ICANN's various WHOIS activities:  Even an obsoleted experimental RFC published on April 1 would have more impact on the "Internet community" than any ICANN PDF, so please update RFC 1032 wrt WHOIS.
SL: I just don’t want to waste time which could be used for serious problems. The whois-discussion is a phantom-discussion, because I bet that most administrators are happy with whois AS IT IS. Phone and fax numbers should stay optional. Postal addresses should be necessary. Real names should be necessary too. If the contact is a company, a person (human being) still is necessary. Email address for contact IS necessary. No one needs more. But on the other hand this is the absolute minimum. Persons who intentionally have wrong information (e.g. fantasy names and such) in the whois-records of their domains should lose the right to hold the domain.
VH: I am participating in the WHOIS protocol debate, having the view of someone who worked at a German web hoster and therefore daily was involved in discussions or the usage of the WHOIS service. Currently I am working with Linux, servers, migration concepts (from <every IT environment> to our own Linux distribution and am participating to the Open Source and IT communities worldwide in my spare time. For me, the WHOIS service has always been an important tool for receiving information about domains and their registrar. But at the same time, I was struggling explaining to my customers why their sensitive personal data is published in the Internet while citizens of other countries are able to use proxy services or even provide their domain registrars with wrong data on purpose. Today, having seen how many people abuse the WHOIS data, I am struggling to find reasons why the WHOIS entry of a domain still has to contain real personal data of the Owner, Admin C and so on. So my view would be to remove all personal data from the WHOIS entry, but at the same time, keep the WHOIS service alive by making it more important for technical questions.
MM:  It has become clear to me that the following paper, which provides a comprehensive historical overview of the evolution of Whois, could be helpful to the Review Team's work. See: http://forum.icann.org/lists/whoisrt-discussion-paper/pdfDB3W7kd4BR.pdf 
MN: WHOIS is a very emotive topic and any discussion around it tends to get "bogged down" very quickly. I would like to thank the Review Team for trying to bring a clear focus to the topic with their discussion paper, as I realise that it is not an easy task. As a registrar I find the current RAA's stipulations regarding whois to be problematic, as they demand that we make available both public whois (without any limitations), offer bulk whois access to anyone who asks for it AND demand that we protect our registrants from unsolicited marketing etc., I honestly don't see how those requirements can co-exist and I also have grave concerns about them with respect to EU privacy law. There is a process for registrars to get an exception, however I am not aware of any registrar availing of it to date: http://www.icann.org/en/processes/icann-procedure-17jan08.htm  
EL: WHOIS has always been an important tool. When it was first implemented it was fairly simple due to the fact that the vast majority of domains were registered with the InterNIC. However, over time, due to more gTLD registrars, WHOIS became hard to use. Also, the data it outputs is increasingly poor due to the need to obfuscate email addresses, etc. ICANN needs to regulate WHOIS to the extent that: 1) If someone attempts a WHOIS on a registrar's server, and that server does not own the gTLD, it needs to provide a link to the correct gTLD WHOIS server. All gTLD (ccTLD) registrars must support WHOIS and have readily accessible links to their WHOIS servers. 2) Owners of domain names must be kept accountable for their actions on the Internet. If a domain is acting inappropriately (i.e. spam), then the public must be able to contact that domain administrator to ask them to stop. Of course there will still be escalation through law enforcement if that does not work. What this means is that even though the email address may be obfuscated, there must be some way to contact the domain administrator through that obfuscated link to allow the public to contact them. 
BS: While whois is perfectly fine for businesses it is a major problem for personal websites. As an individual rather than a business I am given the choice to either: 1. Release my most personal of information (including the address of my house) to every man, woman and child with an internet connection and hope that I don't piss someone off enough for any serious consequences. 2. Make my whois data private, therefore forfeiting my ownership of the domain to the provider. 3. Insert false whois information and take the risk of my website being taken down. 4. Spend extra money per year on a post box and put that in as my whois address detail. None of these choices are ideal. Of course none of this is ever explained to us by the provider and once you have owned a domain, regardless of whether you do now, that information is always there. Can you please give us a solution that doesn't involve the sacrifice of our privacy to the entire world? Only a select minority would have a valid use for whois data so wouldn't it be better to confine it's use to that select minority.
BS(2):  I didn't think of this in the last email but I have a solution for whois privacy. Give the option to hide the physical address only if they are not a business or organisation. The provider should have full access to address info at all times but the public should not. A postal address can be safely made public with the exception of the personal physical addresses, which cannot. You are making the assumption that every site owner is either a business, organisation, or has an address that isn't their place of residence, which may have worked years ago but is a foolish notion now. Name, email and phone number are all relatively safe to be made public, but addresses can only be problematic unless you represent a business, an organisation, or have a p.o. box.
AFNIC: AFNIC is the registry for the Internet domain names .fr (France) and .re (Reunion Island). AFNIC (French Network Information Center), is a not-for-profit organization. It was created jointly in December 1997 by INRIA (The French National Institute for Research in Computer Science and Control) and the French Government. AFNIC is an open, multistakeholder, inclusive membership organisation gathering public and private Internet players: users (legal entities and individuals), domain name registrars (Internet services providers), international entities and representatives of government. AFNIC welcomes the opportunity to provide insights from our experience as ccTLD manager into questions 3 and 11 of the Whois Review Team Discussion Paper. We would like to stress that the framework for .fr stems from the French legal framework in various ways : - Legal and regulatory measures enforced by the electronic communications Act. - Instructions for the French authority in charge of privacy (CNIL) - Registry policies, defined and reviewed through a multistakeholder process as mandated by AFNIC’s Bylaws as well as AFNIC’s commitments as .fr registry towards the French Government.
IHG: InterContinental Hotels Group (IHG) gratefully welcomes the opportunity to submit its comments to ICANN's WHOIS Review Team (WHOIS RT) IHG represents 4,150 hotels across nearly 100 countries, which operate under seven hotel brand names. Our group's members account for over 160 million hotel stays in over 620,000 rooms annually. Internet commerce is a vital part of nearly every industry today, we believe it is critical to maintain an active role in policy dialogue going forward that affects our brands as well as the business community as a whole. The WHOIS database is an important tool that helps to combat exploitation by malicious registrants who seek to capitalize on trademarks of well-known and trusted organizations. For years, individuals and others have intentionally registered domain names that are confusingly similar to those of well-known brands to ensnare Internet consumers in illegitimate operations, including those related to pornography, deception and spam. This issue of cybersquatting has been persistent and continues to evolve in complexity and sophistication, while the means to combat it has remained relatively static. It is imperative that open access to accurate WHOIS data is maintained and reinforced - if not increased -- to develop additional brand protection measures as well as promote trust and accountability on the Internet.The overarching implications of inaccuracies within WHOIS data are relative to the dispute resolution process, which becomes challenged by any inability to reach parties with complaints of potential contractual breaches and illegal activity. This compromises the integrity of the entire contemporary registration infrastructure as well as trust in the Internet itself. It is imperative going forward that measures be taken to ensure the legitimate access to accurate and reliable WHOIS data so that the Internet will remain a stable and reliable portal for both businesses and consumers.
INTA: The International Trademark Association (INTA) is a more than 131-year-old global organization with members in over 190 countries. One of INTA’s key goals is the promotion and protection of trademarks as a primary means for consumers to make informed choices regarding the products and services they purchase. During the last decade, INTA has served as a leading voice for trademark owners in the development of cyberspace, including as a founding member of ICANN’s Intellectual Property Constituency (IPC). INTA’s Internet Committee is a group of over two hundred trademark owners and professionals from around the world charged with evaluating treaties, laws, regulations and procedures relating to domain name assignment, use of trademarks on the Internet, and unfair competition on the Internet, whose mission is to advance the balanced protection of trademarks on the Internet.
IACC: On behalf of the International Anti-Counterfeiting Coalition (IACC), we are pleased to provide comments on the WHOIS Review Team’s questions. IACC has been in favor of increasing transparency, and promoting procedural improvements that will lead to more effective implementation of ICANN policies. The IACC supports the Review Team as it reviews the WHOIS system and measures ICANN’s compliance with its obligations to preserve that system. Such review can only result in increased transparency and stability of the Internet.
TWI: Time Warner Inc. welcomes this opportunity to respond to the Discussion Paper issued by the Whois Review Team. We commend the Review Team for its work thus far and for seeking community input through the Discussion Paper. Before turning to the specific questions posed in the Discussion Paper, we offer the following general observations about Whois. Whois data – including information about second-level domain name registrants – is the foundation for most Internet-related investigations and transactions. The Time Warner companies rely constantly upon our ready access to this data. Whois data is the starting point in virtually every investigation of cases of online trademark and copyright infringement; but we (and myriad other companies) also use it for routine tasks associated with properly managing domain name portfolios, and for initiating and completing commercial transactions involving domain names. Access to the same data is also essential to law enforcement agencies, consumer protection organizations, and individual Internet users who wish to establish with whom they – or their children – are dealing when they visit online sites. But this data cannot support all these vital functions unless it is accurate, complete, up-to-date, and readily accessible to all Internet users. Accessible, accurate Whois data in the gTLD environment is thus one of the most crucial Internet resources over which ICANN has held stewardship for more than a dozen years. We take the Review Team’s role as consisting primarily of evaluating the quality of that stewardship and recommending how to improve it in the future. For that reason, we consider this to be one of the most critical of the reviews mandated by the Affirmation of Commitments between ICANN and the U.S. Department of Commerce.
NCUC: The Non-Commercial Users Constituency (NCUC) is pleased to share these comments on the WHOIS Review Team's discussion paper. The NCUC includes among its constituents many individual and non-profit domain name registrants and Internet users, academic researchers, and privacy and consumer advocates who share concerns about the lack of adequate privacy protections in WHOIS. We believe ICANN can offer better options for registrants and the Internet-using public, consistent with its commitments.
CW: The members of the Whois Team are to be commended in their fortitude in assisting ICANN to address, yet again, the issue of Whois policy and practice in the Internet DNS. It will be recalled that these matters have been studied, negotiated and reported on in several ICANN fora during at least the past decade, without resolution. Although the underlying issues remain important, it is not clear what new elements have emerged since the AoC which would create expectations of a more successful outcome on this occasion. 
MPAA: Motion Picture Association of America, Inc. (MPAA) is a trade association representing six of the world's largest producers and distributors of motion pictures, television programs and other audio-video entertainment material.  MPAA members include Paramount Pictures Corporation, Sony Pictures Entertainment Inc., Twentieth Century Fox Film Corporation, Universal City Studios LLC, The Walt Disney Studios Motion Pictures, and Warner Bros. Entertainment Inc. MPAA offers the following comments on the Discussion Paper issued by the Whois Policy Review Team.  Our comments take the form of responses to some of the general questions posed by the Review Team in this paper.   Our comments are based on our long-standing and extensive experience in combating massive copyright infringements carried out through the use of registered domain names.
CNCERT: CNCERT/CC is a National level CERT organization, which is responsible for the coordination of activities among all Computer Emergency Response Teams within China concerning incidents on national public networks. It provides computer network security services and technology support in the handling of security incidents for national public networks, important national application systems and key organizations, involving detection, prediction, response and prevention. It collects, verifies, accumulates and publishes authoritative information on the Internet security issues. It is also responsible for the exchange of information, coordination of action with International Security Organizations.
CNNIC: China Internet Network Information Center (CNNIC), the state network information center of China, was founded as a non-profit organization on June 1997. CNNIC is the registry for the “.CN” and ".中国/.中國" country code top-level domain, serving more than 457 million Chinese internet users. The CNNIC appreciates the WHOIS review team’s effort on improving the current WHOIS policies by collecting comments from the global internet community. CNNIC is willing to share its practical experience of enhancing WHOIS accuracy. In addition, CNNIC would like to answer some of the questions raised in the WHOIS review team discussion paper in order to present our perspectives on those WHOIS related issues. CNNIC offers WHOIS services through web-based interface (http://ewhois.cnnic.net.cn/) implementing the protocol defined in RFC3912. By the end of 2010, the WHOIS accuracy of .cn has reached 97%, which means that the WHOIS data of more than 97% of .cn registrants has been verified and proven to be real information of the registrants. Domain name abuses of .cn have been significantly prevented by the real information verification. Spam emails sent under .cn URL have fallen to less than 5% in 2010 from 15% in 2009. Reported phishing websites under .cn has been reduced from 86.5% to less than 0.6%. Currently, all registrants of .cn are required to provide real WHOIS information, and CNNIC is responsible for verifying the information. Moreover, CNNIC requires all its registrars to help verify applicants’ WHOIS information, and WHOIS accuracy is defined as one of the conditions to evaluate the performance of those registrars.
NOM: Nominet is the registry for the.uk country code top-level domain. With over nine million registered domains, we are the second largest country-code top-level domain. As a ccTLD, Nominet has developed its own WHOIS policy and implementation in consultation with local stakeholders. This contribution to the discussion seeks to provide information about the UK environment in response to the WHOIS Review Team's request for input from ccTLDs. We have not responded to questions that specifically look at the gTLD WHOIS policy.
COA: The Coalition for Online Accountability (COA) appreciates this opportunity to respond to the Discussion Paper issued by the Whois Policy Review Team. COA consists of eight leading copyright industry companies, trade associations and member organizations of copyright owners. These are the American Society of Composers,  Authors and Publishers (ASCAP); Broadcast Music, Inc. (BMI); the Entertainment SoftwareAssociation (ESA); the Motion Picture Association of America (MPAA); the Recording Industry Association of America (RIAA); the Software and Information Industry Association (SIIA); Time Warner Inc.; and the Walt Disney Company. COA has been an active participant in a wide range of ICANN policy development activities, both on its own account and as a member of the Intellectual Property Constituency (IPC). Whois policy has been a particular focus of the ICANN activities of COA and of its predecessor organization, the Copyright Coalition on Domain Names (CCDN).
IPC: The Intellectual Property Constituency appreciates this opportunity to comment on the Discussion Paper issued by the Whois Policy Review Team.  Our comments are keyed to the questions posed in the Discussion Paper.
PK: While I don't have specific answers (or maybe I do) to each and every question posed in the "WHOIS Review Team Discussion Paper", I would like to make sure my thoughts are shared with the community. I have been a member of the Internet community since the early '90s, working for many networking companies like Cabletron, Banyan, Racal-Datacom, Racal-Interlan, etc. My own company has implemented various protocols and other networking products over the years. In all the years I've been on the Internet, I've been a proponent of fighting spam, and in more recent years, fighting phishing. To that end, the WHOIS database has been a CRITICAL resource for contacting various parties and service providers to report hacking victims or abusive users. The WHOIS database is a SINGLE STANDARDIZED resource that makes it possible to track down the owners or operators of hacked and abused systems. In my personal opinion, anyone who offers "privacy" services to domain owners should only do so when *they are willing* to take on the responsibility of the contacts themselves. I don't mind if someone doesn't want their name and address publicly listed in the WHOIS database, but I do mind when the information in the WHOIS record is nothing more than a bunch of non-working phone numbers or email addresses, or otherwise just dead-end's, leaving me no way to contact the owner of the domain in an efficient and standardized manner!  
HL: Following the request from ICANN's WHOIS Policy Review Team for input on its Discussion Paper on 9 June 2011, Hogan Lovells would like to make the following comments on this important area. Hogan Lovells is an international law firm with over 2,500 lawyers and 44 offices worldwide, and acts for numerous brand owners and Internet players.
BC: The Business Constituency (“BC”) has long supported the need for greater WHOIS accuracy and access to ensure the protection and safety of Internet users and to enable brand owners to protect their intellectual property. We support the goals of the WHOIS Review Team to assess the extent to which WHOIS policy in the gTLD space is effective, meets the needs of law enforcement and promotes consumer trust, and its additional assessment of ICANN’s performance in this area. The WHOIS Review Team poses a number of important and thoughtful questions in its paper, which the BC is pleased to respond to below.
PK(2): I guess I haven't participated in these things enough to know what's expected, but I'm surprised that people feel the need to put their remarks into PDF and DOC (and DOCX) file attachments rather than simply in the mail message? These people expect everyone to use external software to review their comments? PDFs are pretty universal, but I don't think people should be expected to have Microsoft Word (with its history of exploits) or some other reader, and I won't open DOC[X] files from this forum to see what their sender had to say. What I don't understand is why the response labeled "Business Constituency response to WHOIS Review Team questions" has a link for an attachment that appears to be a PDF file, when the actual file appears to be a DOC file (according to the URL)?? That's too strange!
CIRA: The Canadian Internet Registration Authority (CIRA) is the not-for-profit corporation responsible for operating the .CA country code top level domain. CIRA is a member of the ICANN’s country code Name Supporting Organisation (ccNSO) and a member of CENTR, the Council of European National Top Level Domain Name Registries. CIRA is pleased to have the opportunity to provide feedback to the WHOIS Review Team on their Discussion Paper. CIRA maintains its own WHOIS service and can offer some insight into practices that encourage accuracy and completeness of WHOIS data. Following a brief description of CIRA’s model, we answer specific questions from the Discussion Paper below. CIRA’s WHOIS model: CIRA maintains a WHOIS look-up directory which permits queries to the .CA Registry database to determine the availability of .CA domain names or to view the administrative contact and technical information provided by registrants who have registered .CA domain names. As set out in CIRA’s Privacy Policy, information for individual registrants (not organizations) is not publicly displayed in the WHOIS. Information of non-individual registrants, such as corporations, is displayed by default. In order to contact a registrant whose information is not displayed in the WHOIS, an online Message Delivery form is used. The message is then forwarded to the registrant’s Administrative Contact email address as provided by the registrant. With respect to certain, specific disputes that a user has not been able to resolve through the Message Delivery form, if such user wishes to contact the registrant directly to resolve the dispute, CIRA may, under specific and limited circumstances, disclose certain specific contact information of registrants that is not publicly available through the WHOIS search tool, via the Request for Disclosure of Registrant Information – Rules and Procedures. CIRA may provide personal information in response to a search warrant or other legally valid inquiry or order, or as otherwise required by applicable law. With respect to Canadian law enforcement agencies and the conduct of certain types of investigations, CIRA may also, under specific and limited circumstances, disclose certain specific contact information of registrants that is not publicly available through the WHOIS search tool via the Request for Disclosure of Registrant Information for Law Enforcement – Rules and Procedures.
ALAC: The ALAC welcomes the Discussion Paper as a laudable step in the WHOIS Review Team’s goal to solicit structured feedback from the community as guidance for its continued work. Notwithstanding, we would have liked to see additional Discussion Papers that sought to define the problems regarding the current WHOIS definition, utilization and compliance that are properly before the Review Team for exploration and advice to the Board and global ICANN community. We also heartily endorse the series of community‐specific conversations that the Review Team hosted during the ICANN 41st International Meeting in Singapore, at which time members of the ALAC and others of our community participated and observed. The ALAC is on record as to its concerns with aspects of certain WHOIS‐related matters from which we do not retreat. (See ALAC Statement on the Whois Review Team's RFC on Scope of Work and Roadmap, Outreach and Action Plans for Whois Review Exercise.) And having participated and observed the interactions with other communities, we are now more convinced than ever that the single most important objective for the Team is to report a perspective and/or recommend a set of policy initiatives or refinements to existing policy that realize a balancing of the competing interests with regard to the entire WHOIS ecosystem. We are particularly interested in the possibility that, once executed as proposed, the Team would be in a position, in the near to mid‐term, to identify and define all of the problems regarding WHOIS, prioritize their impact on consumer trust and confidence in the domain names system and make an unambiguous recommendation as to areas of need and focus of the correctional policy work. With respect to process and while our community has concerns about whether this new consumer‐focused study now authorized by Board funding (see Affirmation of Commitments, paragraph 9.3.1) will add any new information, the ALAC on general principle will always be for more and complete information as possible on this knotty issue, if only to satisfy ourselves that all possible sources of information and the interests of all sectors are fully aired and considered before a decision. To reiterate, the ALAC believes that this Review Team, whether embracing or rejecting several related principles, must pronounce its decisions unambiguously. It is our view that this Team must treat with and declare (1) whether the WHOIS construct as originally devised and for the purpose intended is still necessary, (2) whether the WHOIS dataset as originally determined remains fit to its original purpose, and (3) whether the several identifiable uses made of both the WHOIS data and processes that have expanded the original intent are useful and in the public interest. In reference, we would surely expect recommendations from the Team as to whether these additional uses made of WHOIS are within the terms and intent of the Registrar Accreditation Agreement (RAA) and, as such, are to be embraced by the global community and, by virtue of this embrace, are in the remit of ICANN Compliance. In the end, answers to these questions will allow thoughtful interpretations as to (1) whether the present WHOIS dataset is good and sufficient to meet these needs and likely others that might be contemplated, (2) whether the WHOIS information processes used to meet WHOIS information compliance and now in production are fit to the purpose. Using this framework, for example, the Team may be able to acknowledge the instance of Privacy Proxy Services and the role they play in the WHOIS ecosystem and chart and recommend some workable solution that acknowledges and fully embraces privacy concerns of the community, including ways that these may be answered in a balanced way. The ALAC remains keenly committed to the Review Process and awaits the outputs with heightened anticipation.


� The public comment period ran from 9 June 2011 to 23 July 2011.
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