Chapter 1: Introduction

In 2009, ICANN and the US Department of Commerce signed the Affirmation of Commitments (AoC), and ICANN committed itself to the following obligation regarding Whois information:


“9.3.1 ICANN additionally commits to enforcing its existing policy relating to Whois, 
subject to applicable laws. Such existing policy requires that ICANN implement 
measures to maintain timely, unrestricted and public access to accurate and complete 
WHOIS information, including registrant, technical, billing, and administrative contact 
information.” 

http://www.icann.org/en/documents/affirmation-of-commitments-30sep09-en.htm
(translations available on this page)

ICANN undertook a specific obligation to form a global Review Team to assess specific Whois issues, within a year of the AoC signing, and every three years:

“One year from the effective date of this document and then no less frequently than every three years thereafter, ICANN will organize a review of WHOIS policy and its implementation to assess the extent to which WHOIS policy is effective and its implementation meets the legitimate needs of law enforcement and promotes consumer trust.”

“The review will be performed by volunteer community members and the review team will be constituted and published for public comment, and will include the following (or their designated nominees): the Chair of the GAC, the CEO of ICANN, representatives of the relevant Advisory Committees and Supporting Organizations, as well as experts, and representatives of the global law enforcement community, and global privacy experts. Composition of the review team will be agreed jointly by the Chair of the GAC (in consultation with GAC members) and the CEO of ICANN.”

“Resulting recommendations of the reviews will be provided to the Board and posted for public comment. The Board will take action within six months of receipt of the recommendations.”  Affirmation, Section 9.3.1.

On September 30, 2010, following a call for volunteers, Heather Dryden, Chair of ICANN’s Government Advisory Committee (GAC) and Rod Beckstrom, President and CEO of ICANN appointed the Whois Review Team with six (6) members recommended by ICANN Supporting Organizations and four (4) members endorsed by ICANN Advisory Committees, together with a representative from law enforcement and two independent experts.  Dryden and Beckstrom each selected a designee to hold their seats.  

The WRT is comprised of the following individuals: 

· Emily Taylor (UK), Chairman

· Kathy Kleiman (US), Vice Chairman

· James Bladel (US)

· Lutz Donnerhacke (DE)

· Lynn Goodendorf (US)

· Sarmad Hussain (PK)

· Olivier Iteanu (FR)(resigned June 2011)

· Omar Kaminski (BR)

· Susan Kawaguchi (US)

· Bill Smith (US)

· Kim von Arx (CA)

· Wilfried Woeber (AT)

· Sharon Lemon (UK), Law Enforcement Representative

· Peter Nettlefold (AU), Designated Nominee of Selector Heather Dryden, Chair of the GAC

· Michael Yakushev (RU) Designated Nominee of Selector Rod Beckstrom, ICANN President and CEO

Outstanding support was provided by Olof Nordling and Alice Jansen of ICANN Staff throughout the whole of the year's work.  Additional insight and information were provided by Denise Michel, Liz Gasster and Stacy Burnette, senior members of ICANN staff. 

The WRT undertook its review the Affirmation of Commitments and assessment of ICANN’s Whois Policy and its implementation. As outlined in Chapter 3: Scope of Work & Methodology, this process involved extensive work, including consultation with its Affirmation signatories, the ICANN Community and communities outside of ICANN. Three public comment periods were held followed by the receipt of hundreds of comments, both written and in person.  

Energetic, emotional and well-informed, the commenters shared a high level of interest, excitement and concern over Whois policy and underscored the special concerns and issues raised by the Whois data which often includes identifiable registrant data. 

This report set outs out the work of the WRT: its scope of work and methodology, key definitions, identification and inventory of ICANN’s existing WHOIS policy, identification and inventory of ICANN’s implementation, a gap analysis between ICANN’s policy and expectations under the Affirmation, and recommendations of the Review Team to the ICANN Board.  

Consistent with the requirements of the Affirmation of Commitments, we publish this report for public comment in October 2011. We will seek final consultation with the Community in Senegal at the ICANN meeting and issue the Final Report and Recommendations by November 30, 2011. 

Chapter 3: Scope of Work & Methodology 

Scope of Work

The Whois Review Team (WRT) met for its first formal face-to-face meeting in London to determine the scope and methodology of its work. The Affirmation calls on the WRT to review the commitments of ICANN regarding its Whois Policy:

9.3.1 ICANN additionally commits to enforcing its existing policy relating to WHOIS, subject to applicable laws. Such existing policy requires that ICANN implement measures to maintain timely, unrestricted and public access to accurate and complete WHOIS information, including registrant, technical, billing, and administrative contact information. One year from the effective date of this document and then no less frequently than every three years thereafter, ICANN will organize a review of WHOIS policy and its implementation to assess the extent to which WHOIS policy is effective and its implementation meets the legitimate needs of law enforcement and promotes consumer trust.

Upon close review of the Affirmation, and discussions with its drafters and signatories, including, Lawrence E. Strickling, US Department of Commerce, Assistant Secretary for Communications and Information, the WRT set out its scope broadly: 

To assess the extent to which existing WHOIS policy and its implementation:

· is effective,

· meets the legitimate needs of law enforcement; and

· promotes consumer trust

in accordance with the principles set out in the Affirmation, in particular paragraph 9.3.1. 

The WRT further committed to review two key requirements of the Affirmation:

· “implementing measures to maintain timely, unrestricted and public access to accurate and complete WHOIS information, including registrant, technical, billing, and administrative contact information;” and

· “enforcing its existing policy relating to WHOIS, subject to applicable laws.”

In setting out its scope, the WRT established principles to guide its work. The first principle affirmed that the WRT exists to evaluate policy, not create it. Scope and methodology were set consistent with this principle.   

Additional principles from the Affirmation further guide the WRT work. While each WRT member hails from a particular community within or outside of ICANN, we agreed to conduct our work pursuant to the broad public interest principles set out the Affirmation, including: 

· "decisions made related to the global technical coordination of the DNS are made in the public interest and are accountable and transparent" Section 3(a) 

· Should “promote competition, consumer trust, and consumer choice in the DNS marketplace" Section 3(c), and  

· should "reflect the public interest...and not just the interests of a particular set of stakeholders" (paragraph 4).

Finally, the WRT adopted its Scope of Work together with an ambitious Outreach and Action Plan in London, January 2011, and published them for public review and comment in March 2011. These documents, as revised consistent with public comment, became the strong roadmaps which guided WRT work over the last year.  (Public notice announcement http://www.icann.org/en/announcements/announcement-04mar11-en.htm)

Methodology 

In executing its scope of work, the WRT produced four steps to divide the requirements of the scope into four distinct tasks. The tasks performed by teams of WRT experts and members were:


A.  To Assess ICANN's Whois Policy requirements as set out in the Affirmation;

B.  To Determine ICANN's current Whois Policy as published and implemented;

C.  To Evaluate the effectiveness of ICANN's Whois Policy by methods including a 

compliance review; and 

D.  To Measure ICANN's Whois Policy relative to the specific goals established by the 

Affirmation in 2009, via a gap analysis.


E.  Recommendations  

Each step involved WRT engagement in research, consultation, data collection, public comment and review of responses and incorporation of appropriate changes. Additionally, each step required varying approaches specific to the task.  

To assess ICANN's Whois Policy requirements as set out in the Affirmation, the WRT sought to clearly understand the wording of the Affirmation, and the goals and standards that it sets. Specifically, Affirmation section 9.3.1, states enforcement of Whois policy is “subject to applicable law,” and implementation of the Whois policy must meet “legitimate needs of law enforcement and promotes consumer trust.”

Key terms within this section, the WRT determined, were broad and subject to multiple interpretations, including: applicable law, law enforcement and consumer trust. To clearly define these terms, WRT members researched them, consulted with experts and asked questions of the Affirmation drafters and signatories.

The WRT defined these terms in its document published for public comment on March 4, 2011 (Section 4) http://www.icann.org/en/announcements/announcement-04mar11-en.htm (translations available). 

Chapter 5 of this Report, Definitions – What to the Terms contained in the AoC and our Scope Mean?, presents the definitions of these terms adopted by the WRT, and additional work performed on this subject.  

To determine ICANN's current Whois Policy as published and implemented, WRT subteams investigated ICANN’s Whois policy in public documents, contractual materials and GNSO consensus policy statements. ICANN Policy staff assisted in this process, as did experts on the WRT and members of the ICANN Community.  

In its public comment of June 9, 2011, called  the “Discussion Paper,” The WRT team published key questions of Whois policy, and its clarity, to the Community. http://www.icann.org/en/public-comment/whoisrt-discussion-paper-09jun11-en.htm (translations available). 

Extensive discussion took place at the ICANN meeting in Singapore, including at the Public Forum on June 22, 2011, including a special meeting with representatives of the Registries and Registrars, the two parties specifically bound under ICANN contracts to collect, maintain and provide Whois data. 

Full discussion of this issue is set out in “Chapter 6: Identification and Inventory of Existing WHOIS Policy.”

To Evaluate the effectiveness of ICANN's Whois Policy by methods including a compliance review, the WRT reviewed ICANN Whois Policy compliance efforts closely. The WRT met in lengthy meetings with ICANN Compliance staff to fully understand ICANN compliance activities, time-frames, reporting and results.  

In its June 2011 Discussion Paper, the WRT requested public comment on the expectations of stakeholders regarding compliance, the effectiveness of ICANN compliance efforts, and whether parties subject to the compliance efforts feel the work is being carried out in a fair and balanced manner.

These questions led to robust discussions with numerous parties in at ICANN meeting in Singapore, including:

· Public Forum, 6/22/2011

· Intellectual Property Constituency (GNSO), by teleconference, at its request, prior to the Singapore meeting,

· Security & Stability Advisory Committee (SSAC), 6/21/2011

· Noncommercial Users Constituency (GNSO), 6/21/2011

· Commercial Stakeholder Group (GNSO), 6/21/2011

· Registries Stakeholder Group (GNSO), 6/21/2011

· At-Large Advisory Committee (ALAC), 6/21/2011

· Joint meeting with Registrar and Registry representatives (GNSO), 6/22/2011

· Government Advisory Committee (GAC), 6/22/2011

Based on this research, and public comments, WRT members wrote additional questions for ICANN’s Compliance team, and followed-up with a detailed compliance review assessment at the Marina del Ray offices on [date]. 

Full discussion of this Compliance Review is set out in “Chapter 7: Identification and Inventory of ICANN’s Implementation.”

The fourth task was To Measure ICANN's Whois Policy relative to the specific goals established by the Affirmation in 2009, via a gap analysis. This step required incorporating sections of all prior WRT work, including its research of ICANN Policy, review of ICANN Compliance, and assessment of the definitions of key terms in the Affirmation to review whether “subject to applicable laws,” ICANN is implementing its Whois policy in a manner that protects the “legitimate needs of law enforcement and promotes consumer trust.”

This WRT evaluation included additional methods of outreach: 

· A WRT questionnaire for Law Enforcement circulated by Susan Lemon, WRT Law Enforcement Representative, and Peter Nettlefold, GAC Representative, to law enforcement and government agencies, and  

· A WRT-commissioned survey of Internet users and domain name registrants (consumers) on their expectations regarding Whois data and its access conducted by a professional survey organization.

In addition, the WRT raised with the community a number of sensitive issues regarding the tension between two values with the Affirmation: privacy of registrant data and public access to it. The Discussion Paper requested country code TLDs (ccTLDs) to share information regarding if they have responded to domestic laws and whether they have modified their ccTLD Whois policies. 

It also requested input on the use of privacy/proxy services and “their impact on the accuracy and availability” of Whois data. http://www.icann.org/en/announcements/announcement-09jun11-en.htm (translations available).

This important assessment and culmination of WRT work is found in Chapter 8 “Gap Analysis” as well as numerous recommendations and appendices.

WRT Recommendations provide the result of the WRT's extensive evaluation and present its conclusions. These recommendations are designed to guide future work within ICANN, and the ICANN Board is required to take action within six months of receipt.   

Overall

The WRT devoted thousands of hours to its work. It met widely with members of the ICANN Community and those in government and law enforcement bodies outside of ICANN. The Team met bi-weekly by phone, conducted extensive two-day planning meetings in January and September 2011 and held full day meetings at each ICANN meetings in San Francisco, Singapore and Senegal (planned). 

In response to requests for public comment, the WRT received dozens of written comments and hundreds of oral comments at its Public Forums and meetings with advisory committees and supporting organizations. The WRT appreciates these valuable and thoughtful contributions, and thanks everyone who participated in its processes. 

