	



Applicable laws

Stakeholders Key: 

	
	Name
	Background

	BC
	Business Constituency
	Represents both large and small commercial entity users of the Internet.

	CAUCE
	Coalition Against Unsolicited Commercial Email
	An all-volunteer consumer advocacy group, defending the interests of the average internet user.

	ECTA+M
	European Communities Trademark Association & Marques
	Main role as a spokesperson on problems relating to the use and protection of industrial trademarks / designs in the EU.

	IPC
	Intellectual Property Constituency 
	Represents the views and interests of owners of intellectual property, with particular emphasis on trademark, copyright and related intellectual property rights.

	RSG
	Registrar Stakeholder Group
	Working to ensure the interests of registrars and their customers are effectively advanced. 

	VOL
	Volodya
	Independent person. OS search suggests he is a Moscow-based coder called Vladimir PRUS (Volodya is diminutive form of Vladimir). Volodya has posted to the ‘free net’ forums, showing an interest in privacy and freedom of expressio!. 

	LEX
	Lexinta
	Intellectual Property Attorneys based in Belgium

	RG
	Ronald Guilmette
	An anti-spam activist and frequest user of the Whois Data Problem Reporting System. He has been quoted in articles in Krebs on Security on problems with Whois Data. 


Definition: Includes any and all local and national laws that regulate and/or control the collection, use, access, and disclosure of personally identifiable information. It may also include other relevant legal obligations, including U.N. Universal Declaration of Human Rights and the U.N. Guidelines for the Regulation of Computerized Personal Data Files.
Overview of received comments
: 

Seven parties provided feedback.

BC group supports the definition as it stands.  

In other comments; the definition lacks precision on the following points;

· Lack of clarity when local laws and UN declarations conflict (RSG & VOL).
· UN guidelines are not legally binding (RSG & IPC). 

· Currently, it only applies to registrant privacy. If the definition was to be used in a wider sense, there are areas other than personal data where laws might apply. For instance; child exploitation, fraud prevention, regulation of drugs, intellectual property etc (CAUCE & ECTA+M). 

There is also a pre-existing ICANN procedure which covers WHOIS conflicts with privacy law (See  http://www.icann.org/en/processes/icann-procedure-17jan08.htm). Consideration should be given to this, and how it applies (IPC).
An alternative definition was given as:

Includes any and all locally applicable laws and legislation in force that regulate and/or control use, access, and disclosure of personally identifiable information. It may also include other relevant legal requirements, including but not limited to U.N. Universal Declaration of Human Rights etc (LEX).


Annex A
	
	Applicable Laws

	Coalition Against Unsolicited Commercial Email (CAUCE)
	The definition is relevant if focus is solely on registrant privacy. Since this aspect must be balanced against the need to protect citizens, the definition should be widened to recognize the applicability of all criminal and civil laws on WHOIS policy, including laws against child exploitation and child pornography, against obtaining financial information by deceit/“phishing”, against spreading malicious software, against online sale of controlled drugs, against IPR violations, against various fraudulent schemes and against spamming activities. 



	European Communities Trademark Association & Marques (ECTA+M)
	The definition is narrowly focused on questions of personal data. The RT must also consider other applicable laws for the broader protection of consumers and the public at large, including laws on child exploitation, regulation of drugs and medicine, infringement of IP rights, fraud prevention and spamming. Given that the scope includes promotion of consumer trust, the RT must look beyond registrants and consider global citizens as users of Internet and buyers of goods and services.



	Intellectual Property Constituency (IPC)
	This definition lacks the needed precision. The RT must focus on laws applicable to ICANN in carrying out this policy. It seems inconceivable that any and all local […] information are applicable. Which law is applicable to a particular registry or registrar in carrying out contractual obligations to ICANN regarding WHOIS? It is not helpful to assert that every law related to personal data applies. The RT should give consideration to the ICANN procedure adopted to implement a supermajority vote of the GNSO and unanimous vote of the ICANN Board for dealing with any situation in which contractual obligations appear to conflict with a law applicable to the operations of the registry or registrar. See http://www.icann.org/en/processes/icann-procedure-17jan08.htm. The policy recognizes that there will frequently be ways for registrars/registries to conform practices with applicable law in order to comply with WHOIS obligations. AoC 9.3.1 should be read in the same way. Other relevant legal obligations is also imprecise. ENISA has concluded that the UN guidelines are not legally blinding, neither to natural persons, legal or countries; see http://www.enisa.europa.eu/act/rm/cr/laws-regulation/dataprotection-
privacy/un-guidelines and http://www.un.org/documents/ga/res/45/a45r095.htm. This falls short of establishing any legal obligation that could conflict with or override contractual obligations regarding WHOIS. The RT’s mandate in this field is narrow; the broad and imprecise definition proposed for “applicable laws” will do little to assist the RT in carrying out its assignment. Unless it identifies a particular law that has impeded or threatened to impede ICANN’s enforcement of existing WHOIS policy, it may not be necessary to reach agreement on a definition of “applicable law”. 



	Business Constituency(BC)
	The BC accepts the definition.



	Registrar Stakeholder Group (RSG)
	This definition is adequate with the exception that UN declarations and resolutions are often non-binding and as such inappropriate for the RT’s work. Non-binding resolutions do not meet the appropriate threshold for an applicable law and such references should be removed.



	Volodya
	Exclusion process should be defined: when local laws and a UN declaration conflict, which is applicable?



	
	Lexinta - Refine the definition as follows: Includes any and all locally applicable laws and legislation in force that regulate and/or control use, access, and disclosure of personally identifiable information. It may also include other relevant legal requirements, including but not limited to U.N. Universal Declaration of Human Rights etc. National is too narrow: the regulatory system may imply transnational prescriptions (e.g. treaty of law provisions that locally apply). Legislation in force reflects more accurately the intended reach of regulation. Legal obligations relate to engagement, legal requirements or legal requirements and obligations might be appropriate formulations. Included but not limited to: avoid any possibility of an excessively restricted interpretation.


� For full comments, please see Annex A





