Law enforcement

Stakeholders Key: 

	
	Name
	Background

	BC
	Business Constituency
	Represents both large and small commercial entity users of the Internet.

	CAUCE
	Coalition Against Unsolicited Commercial Email
	An all-volunteer consumer advocacy group, defending the interests of the average internet user.

	ECTA+M
	European Communities Trademark Association & Marques
	Main role as a spokesperson on problems relating to the use and protection of industrial trademarks / designs in the EU.

	IPC
	Intellectual Property Constituency 
	Represents the views and interests of owners of intellectual property, with particular emphasis on trademark, copyright and related intellectual property rights.

	RSG
	Registrar Stakeholder Group
	Working to ensure the interests of registrars and their customers are effectively advanced. 

	VOL
	Volodya
	Independent person. OS search suggests he is a Moscow-based coder called Vladimir PRUS (Volodya is diminutive form of Vladimir). Volodya has posted to the ‘free net’ forums, showing an interest in privacy and freedom of expressio!. 

	LEX
	Lexinta
	Intellectual Property Attorneys based in Belgium

	RG
	Ronald Guilmette
	An anti-spam activist and frequest user of the Whois Data Problem Reporting System. He has been quoted in articles in Krebs on Security on problems with Whois Data. 


Definition (adopted on March 2)
Law Enforcement shall be considered to be an entity authorized by a government and whose responsibilities include the maintenance, co-ordination, or enforcement of laws, multi-national treaty or government-imposed legal obligations.

Examples
	Included 
	Excluded 

	Government executive agency (like police) 
	Lawyers 

	Secret service 
	Intellectual Property industry 

	Military intelligence service 
	Abuse fighters 

	Regulatory authority 
	Network Operator 

	 
	Private or commercial organisations 


Overview of Received Comments
: 

Six parties provided feedback. 

One group supports the definition as it stands (BC).  

In other comments; it was felt the definition was too broad, with no distinction being made between sworn officials and individuals working for private enterprise. There were also questions around whether intelligence services and military services should be included (CAUCE). Additionally,  the concept of civil proceedings was raised – would parties involved in those be classed as law enforcement if they are enforcing law? (ECTA+M)

One party stated they could not comment on the definition until they knew what access LE would get (RG). 

An alternative definition was suggested: 

Individuals who (1) have been sworn or commissioned as a law enforcement officer by a government agency of competent authority; (2) are charged with upholding the general criminal laws of an applicable jurisdiction, including having power to arrest; 3) typically have received specialized peace officer training (see submission for examples); 4) who normally receive tangible official signs of their role such as police uniform or official credentials. (CAUCE)

Feedback on LE Questionnaire: 

1. Do you feel this definition is suitable in the context of this Review?

Most (8/12) were happy with the definition. 

2. If not, do you have any suggestions/changes or additions?

One respondent suggested that private entities working on countering online abuse should be included. Two parties suggested the definition was over-wide, and needed to be restricted to those with powers or regulatory function. 

3. Does WHOIS policy and its implementation meet your needs?
a. If so, are any aspects of the WHOIS service more important than others?

Registration date

Network Whois information

Email addresses

Registrar details

Reverse IP checks

Subscriber details

Abuse contacts

Accurate Whois data

b. If not, what issues or problems have you encountered with WHOIS?

Fake Whois data or proxy / privacy registration with fake details. (Mentioned by every respondent).

Lack of a physical location of a computer.

4. How important is WHOIS for law enforcement activities? Are there alternative data sources that you could use?
All respondents describe Whois data as vital / crucial / very important. Other sources of data (such as DNS records) are seen to be subject to restrictions due to jurisdiction, also inaccurate and often based on Whois records.
5. What changes to WHOIS would you recommend to better meet the needs of law enforcement? Please provide reasons.

Verification of data / a plausibility-check / another method of ensuring accuracy (all respondents) that is publicly available.  Suspension of domains (when requested by LE) should also be acted on. 
Reason: Without public and accurate information, LE would be forced to pursue legal process for every piece of domain information, overwhelming the international criminal justice system and placing a large administrative burden on the domain name industry. 

6. In your view, how well is ICANN performing against these requirements? Please provide reasons.

The recent steps ICANN has taken to de-accredit registrars for non-compliance was welcomed. However, most respondents criticised the inaccuracy of  Whois data and see it as a lack of due diligence. One respondent added that ICANN seem unaware of LE’s needs. 
7. Do you have specific examples of effective ICANN policies or implementation activities, or suggestions of how ICANN could improve its performance?

Suggestions: 

Adoption of the Law Enforcement Due Diligence Recommendations.

ICANN needs to enforce its policies and contractual obligations.

Require digital certificates for registration of a domain or IP range. 

A fast and effective consequence of missing or false data. 

8. How can ICANN balance privacy concerns with its commitment to having accurate and complete WHOIS data publicly accessible without restriction?

Allow private registration for private homepages, but not for commercial ones. 

Define policy on the use of privacy / proxy services. 

For those wishing to keep their details private, a protected database could be set up, with access only granted to legitimate and verified LE officers.  

9. Are you aware of any efforts by country code Top Level Domain operators within your jurisdiction to find a balance with regards to WHOIS between potentially conflicting legal requirements for data protection, privacy and data disclosure? 

Removal of email addresses to stop spamming
.es has an excellent system where data is checked for accuracy. 

Proxy / privacy services are not allowed in .us.

.nz has clear T&Cs on public display of Whois and obligations on registrants.

.nl Whois data is mainly closed to the public, but accessible to LE officers. 

10. What is the importance of WHOIS data being publicly available without restriction?
It indicates possible jurisdiction and allows ‘Know your Business Partner’. Legitimate companies can use this information to improve their services to the public. Consumers deserve transparency when purchasing from websites. 

11. How should ICANN address concerns about the use of privacy/proxy services and their impact on the accuracy of the WHOIS data?
Respondents suggested that a system of accreditation for privacy / proxy providers is set up (similar to the accreditation for registrars). Another suggestion was that e-Commerce sites should be banned from using privacy / proxy services.  
12. What is your view on the use of privacy and proxy services by registrants?

When used by a business, no respondents felt the use of privacy / proxy services were justified. For individuals, in some cases, most respondents supported the use of these services. 

13. Are there any other relevant issues that the review team should be aware of? Please provide details.
One response: 

This cannot be just more rhetoric and another talking shop but demands some action from the Internet community to protect their own space. Law Enforcement have been lobbying for change to the governance procedures for several years now and to my view absolutely nothing has so far changed. ISPs, Registrars appear to take the short term, fiscally rewarding routes at all times whilst ignoring the long term threat to the stability and international nature of the Internet posed by growing criminality affecting economies and business.  Even small changes and steps towards a more transparent and creditable WHOIS system would be welcome. I welcome ICANN’s dialogue with Law Enforcement but t really does need to lead to something tangible, and soon.
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Annex A
	
	Law Enforcement

	Coalition Against Unsolicited Commercial Email (CAUCE)
	The definition does not distinguish between sworn law enforcement officials and other entities with the mentioned obligations. Law enforcement officers should be narrowly defined as individuals: 1) who have been sworn or commissioned as a law enforcement officer by a government agency of competent authority; 2) who are charged with upholding the general criminal laws of an applicable jurisdiction, including having power to arrest; 3) typically have received specialized peace officer training (see submission for examples); 4) who normally receive tangible official signs of their role such as police uniform or official credentials. Adjusting this definition does not mean to exclude non-sworn officials from the scope, they just need another label. It should also be considered whether law enforcement should include national intelligence services and national/multi-national military services.



	European Communities Trademark Association & Marques (ECTA+M)
	The definition is very broadly drafted. Should private parties interested in enforcing civil law remedies fall within such a definition? If it is intended to refer to law enforcement in the sense of public agencies, then greater care needs to be taken in the drafting. Consideration needs to be given to the range of legitimate legal proceedings whether criminal, civil or administrative, for which access to WHOIS data or extended WHOIS data, should be available.



	Intellectual Property Constituency (IPC)
	The RT reads this phrase as limited to governmental enforcement agencies but there is no evidence that the AoC drafters intended this reading. The RT should focus on whether this implementation meets the legitimate needs for the enforcement of laws, which mainly depend on the efforts of private parties. Reliable access to WHOIS data plays a significant role in advancing the legitimate needs of enforcement.



	Business Constituency(BC)
	The BC accepts the definition.



	Registrar Stakeholder Group (RSG)
	

	Volodya
	The term “law enforcement” is defined without making the scope clear: traffic wardens or NSA? The term “government” also needs to be defined.

	
	Ronald Guilmette - Such a definition will only be useful if it has been decided that the WHOIS service will have (or does have) some special and particular intended uses unique to Law Enforcement. No opinion can be given until a document has been presented into which the definition fits. Should this definition grant LEA access to certain types of WHOIS then it should be drafted broadly.




� For full comments, please see Annex A





