

Chapter X:

Policy and Policy Implementation 

Introduction

In section 9.3.1 of the Affirmation of Commitments, ICANN “…commits to enforcing its existing policy with respect to WHOIS, subject to applicable laws.”1 The AoC goes on to identify several WHOIS principles, all of which can be effectively expressed in terms of ACCESS and ACCURACY.

Policy Implementation

ICANN's Whois Policy derives from several  sources, including historical precedent and the Generic Names Supporting Organization (GNSO: the ICANN supporting organization responsible for gTLD policy recommendations under the bottom-up policy making process of ICANN Bylaws3). 

The gTLD Whois Policy is embodied in the contracts ICANN executes with gTLD Registry Operators and gTLD Registrars (ICANN’s “Contracted Parties”).  For registrars, the Whois obligations are found within the body of the Registrar Accreditation Agreement (RAA)(in sections to be identified below). There are currently two versions of the RAA, 2001 and 2009, to which all gTLD registrars have signed on (over 90% of Registrars have currently signed the 2009 RAA, and the rest will be required to sign this version upon renewal of their contracts with ICANN).

Registry Agreements, for  existing gTLDs, are each unique. However, the Whois obligations for each Registry (with one major exception) are similar and found within an Appendix labeled “Whois Specifications.” All gTLD Registries are “thick” registries, in which the registries hold and publish the Whois data, with the exception of the Verisign Registries of .COM and .NET which are “thin registries” in which the registrars and not the registry hold the Whois data.

[Reference and use of  Liz Gasster's Compendium of "Whois contract language" prepared for the Whois Review Team, https://community.icann.org/display/whoisreview/Information+Provided+by+ICANN+Staff (note: some trouble opening this document from Wiki))
Components of WHOIS Policy

[relocated sections below]
In general, ICANN WHOIS policy can be expressed in terms of:

· ACCESS to the WHOIS service, including method of use and availability, and

· ACCURACY of the WHOIS data it contains, including required data fields.

All current contractual obligations are a manifestation of one or both of these components. 

Component: ACCESS

The Registrar Accreditation Agreement establishes requirements for ACCESS to the WHOIS data service.  In particular, the registrar must provide WHOIS via web and ASCII (Port 43) (RAA Sec. 3.3.1). In general, web access is used for those conducting individual Whois searches online.  This is also the exclusive service for searching Internationalized Domain Names (IDNs). The Port 43 server enables automated access by software tools to the Whois data. Under certain circumstances, registrars must provide third-party bulk access to Whois data (RAA 2009, Section 3.3.6), although ICANN can remove this obligation (RAA 2009, Section 3.3.7).
To further enable access, in the case of registrar failure (an infrequent occurrence), registrars must escrow their data so that it can be retrieved by another registrar and made available (RAA 2009. Section 3.6, Data Escrow Requirement.)


It is important to note that the bottom-up, policy-making process of the GNSO has created a few restrictions on the unlimited access to Whois data. Specifically, Registrars must not permit data to be used for mass-marketing or other high volume automated systems (RAA Sec. 3.3.5), and may be required, under certain terms and conditions, to provide bulk access to WHOIS data (RAA Sec. 3.3.6), with the possibility that this requirement may be removed (RAA Sec. 3.3.7).  It is also specifically noted with the RAA that ICANN reserves the right to limit the disclosure of personal data through future policies (RAA Sec. 3.3.8).

The Agreements of Thick Registries, such as .ORG, .BIZ and .INFO, also emphasize ACCESS.  Specifically, Thick Registries must provide access to Whois Contact data from their website, and also Port 43 for access by software tools. Further, they must provide access to each ICANN-Accredited Registrar they work with. [sections needed, or a table of sections for each thick registry].

The Registry Whois server must provide results for both ASCII domain names and Internationalized Domain Name (IDN), although the latter may be expressed in an ASCII representation (e.g. PunyCode).
Like the registrars, ICANN and the ICANN Community now require the detection of abusive ACCESS to Whois data and blockage of such abuse:


“Provisions for the detection of abusive usage of Registry Operator's Whois 
system (e.g, excessive number of queries from one source), and corresponding 
protective measure, have been implemented, and Registry Operator may 
implement further.” {Do we have a citation for this}
Component: ACCURACY

ICANN requires its accredited Registrars to maintain specific data (RAA Sec. 3.4.1), to retain this data for three (3) years (RAA Sec. 3.4.2) and to make it available to ICANN for inspection (RAA Sec. 3.4.3).  The Registrar must periodically submit the data to a third-party Data Escrow service (RAA Sec. 3.6).

Additionally, ICANN establishes that the Registrant of the domain name is ultimately responsible for WHOIS data accuracy (RAA Sec. 3.7.7.1) and that providing or failure to correct inaccurate or unreliable information can mean the loss of the domain name registration (RAA Sec. 3.7.7.2).   

Registrars agree to promptly investigate any reports of inaccurate or incomplete WHOIS data (RAA Sec. 3.7.8), submitted via ICANN’s WHOIS Data Problem Reporting System (WDPRS) or to the Registrar Directly.  

Finally, Registrars are required to remind Registrants to view and (if necessary) update their WHOIS data at least annually, via the WHOIS Data Reminder Policy (WDRP)5 and promptly submit contact updates to the Thick Registries (RAA Sec. 3.3.2).  

Similarly, Registry Agreement require that “Registry Operator's Whois service will be updated on a near real-time basis” to pass on any changes they receive to the community as quickly as possible.

Consensus Policies:

In addition to the “static contracts,” such as the Registrar Accreditation Agreement (RAA)2, gTLD Contracted Parties are also obligated to comply with “Consensus Policies,” created by the GNSO pursuant to the bottom-up, policy-making process of  the GNSO (called the “Policy Development Process” and adopted by the ICANN Board after notice, comment, discussion and a Council vote. The policy process is set out in the ICANN Bylaws (Annex A defines the GNSO process).   [keep]3

There have been three (four?) Consensus Procedures adopted by the GNSO to date:

1. Registrar Data Escrow Program, referenced above as RAA 2009 Section ?

2. Whois Data Reminder Policy, effective 31 October 2003) reminds registrants of their obligation, and gives them an opportunity to update their Whois data elements as needed, e.g., a changed phone number or address.

3. Restored Names Accuracy Policy that applies when names have been deleted on the basis of 
submission of false contact data or non-response to registrar inquiries, also intended to improve 
Whois accuracy (effective date 12 November 2004)” [provided by Liz Gasster

In compliance with these Consensus Policy, as required by ICANN Bylaws, ICANN has made changes and revisions to the RAA and Registry Agreement, many adopted as entities join and renew with ICANN. 

Compliance

Upon adoption of a Policy obligation, either through the original Contract or a new Consensus Policy, responsibility for enforcement then falls to ICANN Compliance.  Depending upon the nature of the obligation, Compliance will create an ongoing programmatic monitoring scheme, or conduct periodic audits of Contracted Party data or practices.  In some cases, Compliance may initiate an investigation in response to complaints by another Contracted Party or from the public.

[Add compliance materials here – with the approval of the compliance groups, of course!]

Policy Gaps
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[below rearranged a bit]

An analysis of these overlapping principles yields two potential Gap Classes:

 
α Gap:  A material difference between ICANN contractual requirements and its enforcement activities.


β Gap:  A material difference between ICANN’s commitment in the AoC and its commitments in the Registrar and Registry contracts, as well as consensus policies.

α Gap

Looking at the material difference between ICANN contractual requirements and consensus policies, and ICANN's enforcement activities is an important evaluation area of the Whois Review Team.

[Lots of area for work and recommendations here; I think we are working on this area on Monday in MDR for all who come early.]

β Gap:  

Evaluating key difference between ICANN’s commitment in the AoC and its commitments in the Registrar and Registry contracts, as well as consensus policies, if any, is also an area in which the Whois Review Team has spent some time (as have those who commented to us).

[still room for some analysis here... ]

It should be emphasized that the AoC is not a Policy document, and does not define WHOIS Policy.  Rather, ICANN implements WHOIS policy in gTLDs via its contracts with Registries and Registrars, and Consensus Policies.  Only when these obligations are accepted in to the contracts can ICANN Compliance enforce them. 

[I flipped alpha and beta above, but not yet below]

Plus a theoretical4 Gap class:


γ Gap:  A conflict between the AoC and ICANN Contracts.

If they are found to exist, Gap Class (β) ICANN Staff (esp. the Compliance team) can take action to address them.  This could entail a new or modified Compliance program that targets the Gap, with the aim of aligning enforcement activities with the obligations of contracted parties.

Gaps Class (α), however, can only be addressed via the Policy Development Process (PDP) as defined in Annexes A (GNSO) and B (ccNSO) of the ICANN Bylaws.  ICANN Compliance does not have the ability to enforce the Affirmation of Commitments, because it is not an expression of WHOIS Policy.  


Finally, Gap Class (γ) presents a particular challenge.  It indicates an area where the language of the Affirmation of Commitments conflicts (or is perceived to conflict) with language of a Policy obligation.  It is possible that at least one such Gap Class (γ) currently exists, specifically with regard to the AoC’s claim of “unrestricted and public” WHOIS access, while ICANN’s contracts allow for some restrictions and terms of data use.
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�I don’t like having Escrow here.  It is more about preserving Accuracy, rather than Access, no?  We can discuss.





�Escrow isn’t a consensus policy, it was always in the RAA as a placeholder. ICANN just “activated” it.








