Review Of Domain Name WHOIS  Abuse & ICANN Accredited Registrar Practice
Torpig Example of The Criminal Misuse of the DNS
SOCA investigation into “high end” cyber criminality focuses on the distribution of malware by botnet activity, used to attack UK financial institutions.

Since April 2011, investigation into the “Torpig” botnet has led to SOCA Cyber identifying and collating the daily registration of suspected domain names used as a key enabler of botnet activity and uptime.

The below screenshot identifies a sample of the 720 gTLD domains registered by the botnet controllers during this period for use in ensuring botnet uptime. Each activated domain name is deliberately and continuously added to the botnet and geographically relocated to prevent all law enforcement and Industry efforts to track and disrupt botnet activity ensuring uptime.
The below screenshot identifies false, invalid and also incomplete WHOIS entries against the domains registered. All 720 domains identified since April are all suspected of being falsely registered, something which a simple  “quick address check” software product could prevent.
A conservative estimate of £670,000 loss incurred by a UK financial institution was given by Industry in July 2010 following the use of only 6 gTLD domains over a 2-3 day attack. 

Despite efforts in contacting and notifiying ICANN Accredited Registrar Webnic and Internet hosting providers during the July Torpig attack, law enforcement were unable to gain any co-operation for domain name suspension for the prevention of cyber crime.
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Summary

· A lack of detailed, public and accurate WHOIS records goses directly against the  ICANN Affirmation of Commitments released in 2009 and results in law enforcement having no visibility over the criminal misuse of the DNS

· Law Enforcement action against these domains and the registrant become ineffective due to the ability to continuously rehost domain names using false,invalid registrant data

· Repeat offenders could be disrupted and monitored more effectively through cost effective KYC procedure and practice to reduce the risk of criminality
· A detailed and accurate WHOIS would deny serious organised crime the opportunity of online offender anonymity

· The current WHOIS does not support the ICANN AoC which is necessary for the continued security, stability and reliability of the Internet addressing system and the health of the Internet

Next Steps
              
SOCA Cyber seeks to evidence the law enforcement problem of the criminal misuse of the DNS, namely registrant abuse to ICANN through the WHOIS review group and also through ALERT reporting.
Following the rejection in August 2011 by the Registrar community of all 12 law enforcement RAA amendments, the 1st October 2011 will see SOCA commence ALERT DNS abuse reporting to ICANN. 

The ALERT will represent SOCA as the first agency to submit notice to the regulator of the lack of Registrar due diligence practice carried out by Registrars, in this instance  Onlinenic against the Torpig research.
SOCA Cyber awaits an official response to the ALERT and will ask the regulator to respond to the ALERT at the forthcoming ICANN conference to assess action taken against Onlinenic.

ALERT reporting will be fed back into the law enforcement community for support and measurement across different criume types where the DNS is abused to be put forward to the regulator.

SOCA will await with interest the response to the ALERT and will closely monitor ICANN’s  ability to regulate the Industry and stand by it’s 2009 AoC to ensure the continued stability of the Internet addressing system.
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