I. The Complex History of WHOIS Policy 

A. Thick and Thin Registries and Their Different Whois Results 

There is nothing simple or clean about ICANN's Whois Policy. It is a process that ICANN inherited and built upon, and like a rickety structure built without a clear plan, is difficult to navigate and understand.

In 1982 Ken Harrenstien of SRI International wrote and the Internet Engineering Task Force (IETF) published “RFC 812” titled  NICNAME/WHOIS creating a protocol for a directory service of ARPANET users. In 1985 RFC 954 replaced RFC 812 and set out a new series of commands for the text-based, Whois protocol. In 2004 RFC 3912 modified RFC 954 to remove information no longer applicable to the modern Internet. The current Whois protocol, the set of rule for communication of Whois searches and commands between computers, is largely based on the 1985 standard, and the IETF has indicated it may be reviewing the protocol shortly. 

When ICANN was created in 1998, it inherited the Whois protocol and a set of existing gTLDs – .COM, .ORG and .NET – with their Whois search service and Whois data. Network Solutions managed the three top level domains as the distinction between registry and registrar had not yet been created.

In early 1999, ICANN introduced competition into the gTLD market by creating registrars, organizations accredited by ICANN to register domain names to Registrant. There are now 944+ gTLD Registrars, with GoDaddy being the largest. At the outset, there was deep concern that registrar competition could not flourish if Network Solutions, still in the registry and registrar businesses, held a full set of customer data of all gTLD registrants. ICANN agreed and .COM became a “Thin Registry,” holding only limited data about a domain name, and providing a link to the Registrar's database when someone seeks Whois data.

Thus, the Whois search of the .COM Registry, now managed by VeriSign, shows limited data:  



Thin Registries: .COM and .NET – Sample Thin Registry Whois Response
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The Referral URL, http://www.melbourneit.com, provides a link to Registrar Melbourne IT which, in turn, provides the full, or “thick,” Whois response with the full Registrant Whois contact data: 

Thin Registries: .COM and .NET – 

Sample Registrar Whois Response (Melbourne IT)


The .COM registry currently numbers over 100 million domain names, with over 944 Registrars.  

The other gTLDs, including .ORG, .BIZ, .INFO and .JOBS, are “Thick Registries.” Both Registries and Registrars hold the full Whois data, and both publish full contact data in response to Whois searches. 

Thus, for amnesty.org, of Amnesty International, both PIR (the Registry) and Network Solutions (the Registrar) respond with the full contact data listed in the “sample registrar Whois model” above.  

Although the .COM and .NET Whois models have remained unchanged for 11 years, there are some recommendations underway within the GNSO asking the community to consider the value of moving thin registries to a “thick Whois” model. Published on November 22, 2011, the comments asks the Community what “positive and/or negative effects” may arise from such a change.
  As this evaluation is now taking place, it is not an existing  policy which the Review Team could evaluate. However, we note the proceeding could lead to significant changes in the area.

B. Whois Policy: Buried in the Contracts of Registry and Registrar Agreements

Modern Whois Policy is buried in the contracts of current Registry and Registrar Agreements. To the best of the Review Team's knowledge, there is no “one Whois policy” and no single place or one web page to find it. Rather, we pieced Whois policy together through multiple contracts, appendix sections, and web pages. Findings at the end of this chapter will show that we consider way of sharing policy unsatisfactory, and we hope to improve it.

It's in the contracts

The Whois Policy for ICANNs current Registries is largely set out in their contracts with ICANN. Currently, each Registry negotiates its own contracts with ICANN, and ICANN sets out requirements for the Whois service and Whois data. Generally, the “Whois Specification” can be found in the appendices of the Registry Agreements, all posted individually on the ICANN website. www.icann.org/en/registries/agreements.htm.

In contrast, contracts for ICANNs 944+ Registrars are not individually negotiated. Currently, they are signed onto one of two contracts: the 2001 Registrar Accreditation Agreement (RAA) or the 2009 RAA. Both contracts contain numerous provisions regarding Whois service and data, and set out requirements for the ACCESS and ACCURACY of Whois data. 2001 RAA:http://www.icann.org/en/registrars/ra-agreement-17may01.htm and 2009 RAA: www.icann.org/en/registrars/ra-agreement-21may09-en.htm  The Whois provisions of the two contracts are very close in their language, intent and goals.

This Policy chapter attempts to place the Whois Policy in one place for the first time. It provides an overview of ICANN's Whois Policy as pieced together through the Registry and Registrar Agreements and contracts as well as “Consensus Procedures” passed by the Generic Names Supporting Organization and ICANN Board to supplement this policy. 

1. ACCESS to the Whois Service  –  Registry Contracts

Both Thick and Thin Registries commit themselves to providing access to the Whois Service, and Whois Data, in two ways:

· via a free web page, and

· through a free Port 43 service. 

The web page allows realtime access to Whois data in individual searches; the Port 43 access allows automated queries by machine. There is a further obligation to provide third-party bulk access, provided the Whois data is not misused. 

“Thick Registries” are those that agree to host the full Whois contact data, as provided to them by the Registrars (who register the domain names and receive the data directly from the Registrants). Afilias' .INFO Registry is an example of existing  Registry contractual obligations:   

Whois Specifications, .INFO Agreement, Appendix 5


The web page access is basically the same across websites:  

Whois Website Access


The Port 43 Access is more complicated, and the contractual requirements set out some standards for this machine-based access: 

Port 43 Access to Whois Data


As discussed above, the .COM and .ORG Registries, both run by VeriSign, operate on more streamlined rules, with VeriSign publishing only the data it collects from Registrars, including domain name, Registrar and name servers, with a “Referral URL” to the Whois search of the appropriate Registrar. 

Occasionally, Registries serving more targeted communities have received slight modifications to their Whois requirements to reflect specific needs. 

2. ACCESS to the Whois Service  – Registrars

GTLD Registrars sell domain names directly to the public. They hold the “registrant relationship,” and thus collect the personal information, including the Whois data, for their business purposes, e.g., renewal notices, for Whois service purposes and to provide to the Registry, if it is a thick top level domain.  

On the Whois topics of ACCESS to the Whois service and its data, the 2001 and 2009 RAAs reflect the same policy with almost identical language. Specifically, like the registries, Registrars must provide free access to a web service for individual searches, and Port 43 for automated ones: 

Free web page and Port 43 Whois Service Access

Both Section 3.3.1

2001 and 2009 Registrar Accreditation Agreements


Further, the agreements state the data to be published,  

Whois Data

Both Section 3.3.1.1-3.3.1.8

2001 and 2009 Registrar Accreditation Agreements


Additional contract sections provide additional requirements of Registrars, including escrow and prompt updates:

Additional RAA ACCESS Provisions

2001 and 2009 Registrar Accreditation Agreements


Both RAAs feature a major ACCESS limitation that the Registrars must allow Whois searches for lawful purposes, but limit those supporting “mass, unsolicited commercial advertising” and similar abuses:

One ACCESS Limitation

2001 and 2009 Registrar Accreditation Agreements

Both Section 3.3.5


Both Registrar contracts require Registrars to agree to accept future policies as set out by Consensus policies that may be passed by the GNSO and ICANN Board. Four such Consensus Policies for Whois have been passed and are discussed in Section C below.

3. ACCURACY of the Whois Data  – a Registrant and Registrar Responsibility

Among the most important of the Registrar's Whois requirements is the obligation to work closely with the Registrant, its customer, to collect accurate and reliable Whois contact details.  

Specifically, ICANN policy makes the Registrant, called “the Registered Name Holder” in the contracts, responsible for providing accurate Whois information.

ACCURATE Whois Data Requirement

Both Section 3.3.7.1

2001 and 2009 Registrar Accreditation Agreements


Failure by the Registrant to provide such data can result in cancellation of the domain name:

Failure to Provide ACCURATE Data

Section 3.7.7.2

2001 and 2009 Registrar Accreditation Agreements


The Registrar, in turn, is required to share with the Registrant a clear idea of the purposes of how the data will be used, which largely consists of open and public access to the Whois data:


Sec. 3.7.7.4 – 2001 and 2009 RAAs

· The purposes for which any Personal Data collected from the applicant are intended to be used for;

· The intended recipients or categories of recipients of the data (including the Registry  Operator and others who will receive the data from Registry Operator);”

· Which data are obligatory and which data, if any, are voluntary; and

· How the Registered Name Holder or data subject can access and, if necessary, rectify the data held about them.  Sec. 3.7.7.4, 2001 and 2009 RAA

The Registrar further commits to processing the data appropriated and taking reasonable steps to protect it from misuse:


Sec. 3.7.7.7 and 3.7.7.8, 2001 and 2009 RAA

· Not process the Personal Data collected from the Registered Name Holder in a way incompatible with the purposes and other limitations about which it has provided notice to the Registered Name Holder  

· Take reasonable precautions to protect Personal Data from loss, misuse, unauthorized access or disclosure, alteration, or destruction. 

Under more recent ICANN Consensus Policies, Registrars send annual notices to Registrants asking them to review and update contact information that may have changed over time, e.g., a new cell phone number or an updated business address (Annual Data Reminder Policy discussed under “Consensus Policies” in Section C below)

Further, Registrars agree to take reasonable steps to investigate claimed inaccuracies, and seek correction from Registrant as appropriate. [Susan, James, include a further citation. It is in the contracts as an “area for further development]

The Review Team created an overview of the responsibilities of the Whois Data and its Accuracy below:

Summary Analysis by Review Team

Whois Data Responsibilities Under Existing Policies


4. PROXY and PRIVACY Registrations 

A special set of cases exist in which the Registrant seeks additional protections for its personal and data so that it will not be easily found in globally-available Whois databases. The Review Team heard from all members of the ICANN gTLD communities on the importance of this type of service. 

Specifically, companies, organizations and individuals shared their need, use and value of proxy and privacy services, including:

· For companies where an upcoming merger, new product or service name, new movie name, or other new product launch, involves a domain name which should not yet be directly associated with the business (to avoid market speculation and other negative business consequences). Companies use proxy and privacy services, or individuals such as attorneys who act as proxies. 

· Organizations noted the danger of operating in a country or region in which they are a religious, political or ethnic minority, or share information about moral or sexual issues that may be controversial in some areas, such as gay rights. A synagogue in an unfavorable country might use a proxy service so that it can operate a website to share its service times, but not its street address, to avoid further bombings.

· Individuals serve as proxies for their friends and family to bring parents and children online and provide them with websites.  

· Webmasters and Webhosts regularly register domain names for an array of clients as a first step in beginning the development of their websites.

Two types of services have emerged as a market response to the need for special services. Called proxy and privacy services, the terms are used interchangeably, but the Review Team found their meanings have some key differences: 

· Privacy Services provide the Registrant's Name, but the Privacy Service's contact information. The Privacy Service passes on  non-spam messages to the Registrant, particularly legal notices, acting as a type of “registered agent.”

· Proxy Services register the domain name and license it to another for use.  

Law enforcement shared its concern over the abuse of proxy services by criminals seeking to hide, companies defrauding customers, and parties attacking the security of the Internet including by botnets and malware.  

The Registrar Accreditation Agreements speak specifically to the issue of registering a domain name through a third party, but do not use the terms “proxy and privacy.” Rather they talk about the “Registered Name Holder” and the Licensee and require “timely resolution” of problems that may arise:  

Ownership and Responsibility of the Domain Name by the Proxy 

Section 3.7.7.3, Part 1

2001 and 2009 RAA


The RAAs also call on Registered Name Holder to be responsible for the “wrongful use” of the domain name unless it “promptly discloses” the current contact information of the licensee on “reasonable evidence of actionable harm.”

Disclosure of the Underlying Licensee

Section 3.7.7.3, Part 2

2001 and 2009 RAA


Proxy and privacy services are among the least developed of the Whois policy areas. As discussed in Section ___ of Chapter ___, the Review Team heard many complaints about these services from Law Enforcement and others, suggesting that additional policies may be appropriate in this area.  

C. Four ICANN Consensus Policies and One Consensus Procedure 

In addition to the “static contracts” of the RAA's and Registry Agreements, both sets of Contracted Parties (Registries and Registrars) agree to comply with ICANN “Consensus Policies.”  Developed through ICANN's bottom-up, policy-making process, these Consensus Policies go through the “policy development process”  with:

· Working group research and development,

· Community notice and comment 

· Final recommendations to the GNSO Council, and 

· If appropriate, review and approval by the GNSO Council, and then the ICANN Board.  

Since ICANN's creation in 1999, eight Consensus Policies have been created by the Generic Names Supporting Organization, and four of those have been Whois consensus policies. The four Consensus Policies, posted at http://www.icann.org/en/general/consensus-policies.htm are:

-
Whois Data Reminder Policy (2003)

-
The Restored Name Accuracy Policy (2004) 

-
Whois Marketing Restriction Policy (2004) which contains the results of two 
separate recommendations to try to bar use of the Whois data for marketing and 
re-use.

In greater detail, each Consensus Policy creates a new requirement for Registrars, and seeks an improvement to the Accuracy of the Whois Data, or a Limitation to the Abuse of the Whois Data:  

1. Whois Data Reminder Policy – at least once a year, Registrars must email all Registrants and remind them to review and update their Whois data. 


www.icann.org/en/registrars/wdrp.htm 

2. The Restored Name Accuracy Policy – If the Registrar has deleted a domain name because it had incorrect contact data, or there was no response to the Registrar's requests for information, the name must remain on Hold until the Registrant provides updated and accurate Whois data. 


http://www.icann.org/en/registrars/rnap.htm 

3. Whois Marketing Restriction Policy – This policy, a combination of two distinct GNSO policy recommendations, creates two policy changes to the Registrar Accreditation Agreement:

a.
Registrars must require third parties “to agree not to use the [Whois] data to 
allow, 
enable, or otherwise support any marketing activities.” 

b.
Registrars must “agree not to sell or redistribute the [Whois] data” (with some 
exceptions). http://www.icann.org/en/registrars/wmrp.htm 

While some feel that the path towards progress on the Whois has been too slow, others see the fairly large number of Consensus Policies devoted to Whois as an indication of attention spent on important issues.

And a Consensus Whois Procedure

Strangely, ICANN has yet another process in the gTLD Whois policy. Called a “Consensus Procedure” it was adopted in 2008 and lays out “how ICANN will respond to a situation where a registrar/registry indicates that it is legally prevented by local/national privacy laws or regulations from complying with the provisions of its ICANN contract regarding the collection, display and distribution of personal data via WHOIS.”  ICANN Procedure For Handling WHOIS Conflicts with Privacy Law, http://www.icann.org/en/processes/icann-procedure-17jan08.htm 

The Procedure allows a Registrar or Registry to come to ICANN to discuss how it will respond to a active investigation of illegality taking place by government and/or law enforcement officials. Specifically, there must be an active investigation underway:

1.1 At the earliest appropriate juncture on receiving notification of an investigation, litigation, regulatory proceeding or other government or civil action that might affect its compliance with the provisions of the Registrar Accreditation Agreement (“RAA”) or other contractual agreement with ICANN dealing with the collection, display or distribution of personally identifiable data via WHOIS ("WHOIS Proceeding"), a registrar/registry should provide ICANN staff with the following:

The procedure was criticized at the time of its creation for requiring Registries and Registrars to be the target of an investigation or  litigation before they can seek to change their Whois practices to reflect their understanding of local and national laws. It was noted that most businesses seek to proactively comply with laws, prior to being challenged. 

To date the Procedure has been used only once by .TEL. [Liz can you share the details... ]  

D. Government Advisory Committee Calls for Additional Policy Review  

Numerous parties outside the GNSO have exhibited a great interest in the Whois proceedings, including the Government Advisory Committee (GAC) which has issued four key Communiques with guidance on Whois. The GAC recommended studies on the use and misuse of public Whois data, among other recommendations. 

In response, the GNSO has put together four Whois studies, now in progress, at the cost of  $530,000 to: 

The 4 GNSO Whois Studies Now in Progress

	Whois “Misuse” Study – This study will assess whether public WHOIS significantly increases harmful acts and the impact of anti-harvesting measures.
	Whois Registrant Identification – This study will examine information about how domain name

registrants are identified and classify the various types of entities that register domains, including natural

persons, various types of legal persons and Privacy and Proxy service providers.

	Whois Proxy and Privacy “Abuse”-- This study will compare a broad sample of Privacy and

Proxy-registered domains associated with alleged harmful acts to assess: 1) how often bad actors try to

obscure identity in WHOIS; 2) how this rate of abuse compares to overall use of proxy and privacy

services; and 3) how this rate compares to alternatives like falsified Whois data, compromised machines,

and free web hosting.
	Whois Proxy and Privacy Relay and Reveal Study-  The original study would analyze communication

relay and identity reveal requests sent for privacy- and proxy-registered domains to explore and document

how they are processed, and to identify factors that may promote or impede timely communication and

resolution.


Letter from ICANN Chair Peter Dengate Thrush to GAC Chair Heather Dryden, on the Whois Studies funded and underway, June 11, 2011,  http://www.icann.org/en/correspondence/dengate-thrush-beckstrom-to-dryden-22jun11-en.pdf
It is expected that the results of these Whois studies, due in 2012, will provide important information for future Whois policy discussions.

Domain Name: IBM.COM


   Registrar: MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE


   Whois Server: whois.melbourneit.com


   Referral URL: http://www.melbourneit.com


   Name Server: INTERNET-SERVER.ZURICH.IBM.COM


   Name Server: NS.ALMADEN.IBM.COM


   Name Server: NS.AUSTIN.IBM.COM


   Name Server: NS.WATSON.IBM.COM


   Status: clientTransferProhibited


   Updated Date: 31-aug-2011


   Creation Date: 19-mar-1986


   Expiration Date: 20-mar-2019





>>> Last update of whois database: Thu, 24 Nov 2011 00:50:33 UTC <<<








Domain Name.......... ibm.com


  Creation Date........ 1986-03-19


  Registration Date.... 2011-08-31


  Expiry Date.......... 2019-03-21


  Organisation Name.... International Business Machines Corporation


  Organisation Address. New Orchard Road


  Organisation Address. 


  Organisation Address. Armonk


  Organisation Address. 10504


  Organisation Address. NY


  Organisation Address. UNITED STATES





Admin Name........... IBM DNS Admin


  Admin Address........ New Orchard Road


  Admin Address........ 


  Admin Address........ Armonk


  Admin Address........ 10504


  Admin Address........ NY


  Admin Address........ UNITED STATES


  Admin Email.......... dnsadm@us.ibm.com


  Admin Phone.......... +1.9147654227


  Admin Fax............ +1.9147654370





Tech Name............ IBM DNS Technical


  Tech Address......... New Orchard Road


  Tech Address......... 


  Tech Address......... Armonk


  Tech Address......... 10504


  Tech Address......... NY


  Tech Address......... UNITED STATES


  Tech Email........... ipreg@us.ibm.com


  Tech Phone........... +1.9192544441


  Tech Fax............. +1.9147654370


  Name Server.......... NS.AUSTIN.IBM.COM


  Name Server.......... INTERNET-SERVER.ZURICH.IBM.COM


  Name Server.......... NS.WATSON.IBM.COM


  Name Server.......... NS.ALMADEN.IBM.COM








 At its expense, Registrar shall provide an interactive web page and a port 43 Whois service providing free public query-based access to up-to-date (i.e., updated at least daily) data concerning all active Registered Names sponsored by Registrar for each TLD in which it is accredited. The data accessible shall consist of elements that are designated from time to time according to an ICANN adopted specification or policy. 





 3.3.1.1 The name of the Registered Name


3.3.1.2 The names of the primary nameserver and secondary nameserver(s) for the Registered Name;


3.3.1.3 The identity of Registrar (which may be provided through Registrar's website);


3.3.1.4 The original creation date of the registration;


3.3.1.5 The expiration date of the registration;


3.3.1.6 The name and postal address of the Registered Name Holder;


3.3.1.7 The name, postal address, e-mail address, voice telephone number, and (where available) fax number of the technical contact for the Registered Name; and


3.3.1.8 The name, postal address, e-mail address, voice telephone number, and (where available) fax number of the administrative contact for the Registered Name.”





�








Port 43 is a text-based, human-readable, query system accessed from the “run line” of your computer, or from bulk processes)


Based on an official port assigned by the Internet Assigned Numbers Authority (IANA) accessing a built-in set of commands for the processing and response.





Registrars must:


“Promptly update” any changes to Whois data [3.3.2]





Provide third-party bulk access to the [Whois] data under certain conditions [3.3.6]





Maintain records of all Registered Name Holders for three years [3.4.2 2001 RAA, 3.4.4 2009 RAA] 





Escrow Registered Name Holder data with a reputable Escrow Agent [3.6]





Abide by any future ICANN Consensus Policies as they may impact Whois service or data  [3.3.4 2001 RAA, 3.7.1 2009 RAA] 





Registrar shall permit use of data it provides in response to queries for any lawful purposes except to: (a) allow, enable, or otherwise support the transmission by e-mail, telephone, or facsimile of mass, unsolicited, commercial advertising or solicitations to entities other than the data recipient's own existing customers; or (b) enable high volume, automated, electronic processes that send queries or data to the systems of any Registry Operator or ICANN-Accredited registrar, except as reasonably necessary to register domain names or modify existing registrations.





 The Registered Name Holder shall provide to Registrar accurate and reliable contact details and promptly correct and update them during the term of the Registered Name registration, including: the full name, postal address, e-mail address, voice telephone number, and fax number if available of the Registered Name Holder; name of authorized person for contact purposes in the case of an Registered Name Holder that is an organization, association, or corporation; and the data elements listed in Subsections 3.3.1.2, 3.3.1.7 and 3.3.1.8.





A Registered Name Holder's willful provision of inaccurate or unreliable information, its willful failure promptly to update information provided to Registrar, or its failure to respond for over fifteen (15) calendar days to inquiries by Registrar concerning the accuracy of contact details associated with the Registered Name Holder's registration shall constitute a material breach of the Registered Name Holder-registrar contract and be a basis for cancellation of the Registered Name registration.





	


	The Producer of Whois Data is the Registrant


	The Maintainer of Whois Data is the Registrar 


	The Controller of Whois Data is ICANN (as the body which sets the 	rules and policies for Whois data collection and release) 





Any Registered Name Holder that intends to license use of a domain name to a third party is nonetheless the Registered Name Holder of record and is responsible for providing its own full contact information and for providing and updating accurate technical and administrative contact information adequate to facilitate timely resolution of any problems that arise in connection with the Registered Name.





A Registered Name Holder licensing use of a Registered Name according to this provision shall accept liability for harm caused by wrongful use of the Registered Name, unless it promptly discloses the current contact information provided by the licensee and the identity of the licensee to a party providing the Registered Name Holder reasonable evidence of actionable harm.





“Registry Operator’s Whois service is the authoritative Whois service for all second-level Internet domain names registered in the.INFO top-level domain and for all hosts registered using these names. This service shall be available to anyone. It shall be available via port 43 access and via links at the Registry Operator’s web site.








�	 Inter-Registrar Transfer Policy Part B – Recommendation #8 and #9 Part 2 – Staff Proposals, � HYPERLINK "http://www.icann.org/en/announcements/announcement-2-22nov11-en.htm"��http://www.icann.org/en/announcements/announcement-2-22nov11-en.htm� (deadline for comment Dec 31, 2011).





