[KK Add: Chapter 9 ]

Recommendations

[KK Note on COMMENTS: There was a bug in the program, and the comments seemed random and duplicated (100s of times). I finally had to delete them. So please feel free to repeat them. Thank you!]

Second note: this chapter is based on the consolidated recommendations section that has been circulating for some time (the one with the Dakar, MDR and other recommendations. That section, in full, still exists below, starting on page 7, so that we can all reference it. If I missed something please let me know.

Third note: I attempted to consolidate duplicates in our MDR and Dakar recommendations, and clarify wording.  I also added the new IDN recommendations from Sarmad and Michael. What else do we need?

Tx, Kathy


Single Whois Policy

1. [Original] ICANN's WHOIS policy is poorly defined and decentralized. The recommendation is to create a single WHOIS policy document, and reference it in subsequent versions of agreements with Contracted Parties

[KK slight modification and elaboration]   ICANN's WHOIS policy is poorly defined and decentralized. The ICANN Board should oversee the creation of a single WHOIS policy document, to be available for the entire Community and for reference in subsequent versions of agreements with the Contracted Parties.  In doing so, ICANN should clearly document  the current gTLD WHOIS policy as set out in the gTLD Registry and Registrar contracts and GNSO Consensus Policies and Procedure, and keep this material up-to-date with changes as they arise.]ET – agree with your proposal Kathy

Policy review – WHOIS Data Reminder Policy

2. [ET PROPOSED INCLUSION – TAKEN FROM COMPLIANCE LETTER, with language smartened up]The ICANN Board should ensure that the Compliance Team develop, in consultation with relevant contracted parties, metrics to track the impact of the annual WHOIS Data Reminder Policy notices to registrants.  Such metrics should be used to develop and publish annual performance targets for the improvement of data accuracy over time (and specifically a reduction in “unreachable WHOIS registrations”) .  If this is unfeasible within the current WHOIS Data Reminder Policy and its implementation, the Board should ensure that an alternative, effective policy is developed and implemented in accordance with relevant processes, and in consultation with all relevant stakeholders,  that achieves the objective of delivering measurable improvements in data quality.


Strategic Priority

2.
[Original] ICANN should make WHOIS a strategic priority. This should involve allocating sufficient resources, through the budget process, to ensure that ICANN compliance staff is fully resourced to take a proactive regulatory role and encourage a culture of compliance. ICANN Staff should nominate a person responsible for overseeing WHOIS compliance [KK: add] and appoint a single point of contact, clearly known to the Community, to answer questions about Whois policies, reports, and the status of Whois policy revisions.]ET COMMENT (channeling JB): This is misdirected to “ICANN Staff” – perhaps “The Board should ensure that a senior member of the executive team is responsible for overseeing WHOIS compliance” (BTW I think that JJ has recently been given this role)


Outreach 

3.  [Original] [ICANN should ensure that WHOIS policy issues are accompanied by] Cross-community outreach including outreach to the community outside ICANN with specific interest in this issue.

[KK slight expansion] As Whois Policy issues arise and public comment is sought, ICANN should ensure that the there is outreach across the ICANN Community and communities outside of ICANN with a special interest in the issues, including the Law Enforcement Community and the Data Protection Commissioners. ET agree with your proposal Kathy


Data Accuracy 

4.  ICANN should take appropriate measures to reduce the number of unreachable Whois registrations (as defined by the NORC Data Accuracy Study, 2010) by 50% within 12 months and by 50% again over the following 12 months.

[Original] ICANN be able to produce an accuracy report on an annual basis.

[KK mod: ICANN shall produce an accuracy report focused on “unreachable Whois registrations,” promptly published to the community,  on an annual basis until the next Whois Review Team meets.] ET agree with your proposal Kathy

5.  [original] (ICANN should provide) status report (+references) on its progress towards achieving the goals set out by this WHOIS Review Team,  published by the time the next Whois RT starts. Tangible, reliable figures needed.

[KK mod: ICANN should provide [ET edit a detailed ] at least annual status reports on its progress towards achieving the accuracy goals set out in these Recommendations [ET edit: for use as a resource by the community and the next WHOIS Review Team by the time the next Whois Review Team holds it first meeting.  This report should include clear studies, tangible figures, and an update on Compliance Department work as recommended in the Letter to Compliance from the Whois Review Team dated [fill in ]  

6.  ICANN should ensure that there is a clear, unambiguous and enforceable chain of contractual agreements with registries, registrars, and registrants to require the provision and maintenance of accurate WHOIS data. As part of this, ICANN should ensure that clear, enforceable and graduated sanctions apply to registries, registrars and registrants that do not comply with its WHOIS policies. These sanctions should include de-registration and/or de-accreditation as appropriate in cases of serious or serial non-compliance. Implementation Dispute language: any intermediary

7.  ICANN should ensure that the requirements for accurate WHOIS data are widely and pro-actively communicated to current and prospective Registrants. As part of this effort, ICANN should ensure that its ‘Registrant Rights and Responsibilities’ document is pro-actively and prominently circulated to all new and renewing registrants.


Data Access – Privacy Services

3. ICANN should develop and manage a system of clear, consistent and enforceable requirements for all Registrar-operated privacy services consistent with national laws. This should strike an appropriate balance between stakeholders with competing but legitimate interests. At a minimum this would include privacy, law enforcement and the industry around law enforcement.

[KK Add:  Privacy Services should?/must?:]ET suggested add: Those requirements should include:

· Clearly label their WHOIS entries as private registrations

· Provide full contact details for itself, including name, address, phone, email, 24 x7 contact. [Lutz alternate language: or as required by the Whois ]

· Privacy services must provide phone and email contacts to be put into the whois record which are available and responsive as required by the framework mentioned above.[KKquestion: doesn't this point duplicate the one above]

· Use Standardized relay and reveal processes and timeframes.

· Rules for the appropriate level of publicly available information on the registrant [KK question: does this mean accurate publication of registrant name?

· Maintain a dedicated abuse point of contact for the privacy service provider

· Conduct periodic due diligence checks on registrant contact information


Penalties  ET proposed edit: Graduated , incremental enforcement measures

9. ICANN should develop a graduated and enforceable series of penalties for privacy service providers who violate the requirements with a clear path to de-accreditation for repeat, serial or otherwise service breaches.

Data Access- Proxy Service 

[KK Question: Are we in agreement here?]

Internationalized Domain Names


[KK Note: this recommendations are under revisions by Sarmad and Michael 
based on questions raised in the last WRT meeting]

10.
ICANN Community should form a working group within 6 months of publication to finalize (i) encoding, (ii) modifications to data model, and (iii) internationalized services, to give global access to gather, store and make available internationalized registration data.  such working group should report no later than one year from formation, using existing IDN encoding and translation mechanisms.  The working group should aim for consistency of approach across the gTLD and – on a voluntary basis – the ccTLD space.

11. The final data model and services should be incorporated and reflected in Registrar and Registry agreements within 6 months of adoption of the working group’s recommendations by the ICANN board.  If they are not finalized in time for the next iteration of such agreements, explicit placeholders for this purpose should be in place in these agreements (as is the case for adoption of consensus policies).  

12.
[Original] Requirements for registration data accuracy and availability in local languages should be finalized (following initial work by IRD-WG and other similar efforts) by [deadline]. Metrics should be defined [by when?] to measure accuracy of data in local languages and/or corresponding data in ASCII, and compliance methods and targets should be explicitly defined accordingly.  '

[KK Revised with approval of MY, and awaiting approval of SH] The requirements for the processing of data transcription and translation from the local languages to ASCII should be finished by [deadline] given the current work of the [?] Working Group. The ICANN Board should direct the development of Metrics to measure the quality of the translation of data from local languages to ASCII, publish the results to the Community, and set out further compliance methods and targets accordingly.


Compliance


13-15.  [KK: Emily could you please add?]

STOP – STOP – STOP

ALL MATERIAL BELOW IS NOW CONSIDERED DRAFT AND BACKGROUND. 

I DON'T WANT TO DELETE IT BECAUSE PEOPLE MIGHT WANT TO REFER TO IT. BUT ALL SUBSTANTIAL RECOMMENDATIONS SHOULD NOT BE in the FOUR PAGES ABOVE.

-KK

KK Note: Original Draft recommendations below.  I think the sectio below can be completely replaced by the consoidated recommendations above, but please let me know if I am wrong. Tx!

ET ADD: Kathy, I agree.  On consideration, I don’t think we need compliance recommendations at all, as they are included in our recommendation (2) “Strategic Priority” (3) “Outreach” and (4) “Data accuracy”.  The only additional one I can think of is quite soft – the one about demand always exceeding resources, and therefore the need to be strategic.  I don’t think this is SMART enough for inclusion here.  

ET ADD (From compliance letter)

With regard to the recent studies commissioned within the ICANN Community (no matter which entity within the Community commissioned the study) which are directly relevant to WHOIS policy or its implementation (eg the NORC 2009-10 Data Accuracy Study), we encourage the Board within 3 months of the publication of studies:

· To explore what opportunities are highlighted for operational improvements, and whether the studies highlight ineffective policy or implementation.

· Where such gaps are identified, the Board should take all necessary actions to ensure that corrective measures are taken, at whatever level in the organisation or community they exist, and set appropriate timeframes for reports to be made and action to be taken.

A. Recommendations from our Brainstorming Session (Saturday afternoon in Dakar)

1. ICANN's WHOIS policy is poorly defined and decentralized. The recommendation is to create a single WHOIS policy document, and reference it in subsequent versions of agreements with Contracted Parties

ICANN should document the current gTLD WHOIS policy as set out in the gTLD Registry and Registrar contracts and gNSO consensus policies and procedure.

2. ICANN should make WHOIS a strategic priority. This should involve allocating sufficient resources, through the budget process, to ensure that ICANN compliance staff is fully resourced to take a proactive regulatory role and encourage a culture of compliance. ICANN Staff should nominate a person responsible for overseeing WHOIS compliance.

3. [ICANN should ensure that WHOIS policy issues are accompanied by] Cross-community outreach including outreach to the community outside ICANN with specific interest in this issue.

4. ICANN should take appropriate measures to reduce the number of unreachable Whois registrations (as defined by the NORC Data Accuracy Study, 2010) by 50% within 12 months and by 50% again over the following 12 months.

5. ICANN be able to produce an accuracy report on an annual basis.

6. (ICANN should provide) status report (+references) on its progress towards achieving the goals set out by this WHOIS Review Team,  published by the time the next Whois RT starts. Tangible, reliable figures needed.

B. MDR Recommendations as Reviewed and Agreed upon in Dakar (originally from the Peter and Emily documents)

7. ICANN should ensure that the requirements for accurate WHOIS data are widely and pro-actively communicated to current and prospective Registrants. As part of this effort, ICANN should ensure that its ‘Registrant Rights and Responsibilities’ document is pro-actively and prominently circulated to all new and renewing registrants.

8. ICANN should ensure that there is a clear, unambiguous and enforceable chain of contractual agreements with registries, registrars, and registrants to require the provision and maintenance of accurate WHOIS data. As part of this, ICANN should ensure that clear, enforceable and graduated sanctions apply to registries, registrars and registrants that do not comply with its WHOIS policies. These sanctions should include de-registration and/or de-accreditation as appropriate in cases of serious or serial non-compliance. Implementation Dispute language: any intermediary

9. ICANN should allocate sufficient resources to be proactive in enforcing its WHOIS policies and contracts.

10. Building on the 2009 NORC study, ICANN should commission regular studies to periodically measure WHOIS accuracy. These studies should provide time series data to enable definitive assessment of ICANN’s performance in improving WHOIS accuracy. 

11. ICANN should develop and manage an accreditation system to allow registries and ICANN-accredited registrars to become privacy service providers. [the rationale for this limitation to already contracted parties needs to be developed, and centres on concerns that unknown parties with little or nothing to lose from de-accreditation pose a significant risk to the system]  See James’ voluntary accreditation comment, and concern about reaching to non-contracted parties.

C. Privacy Recommendations as written on Monday Morning in Dakar by Peter, Kathy and Bill and reviewed with Team that Monday 

12. ICANN should develop and manage a system of clear, consistent and enforceable requirements for all Registrar-operated privacy services consistent with national laws. This should strike an appropriate balance between stakeholders with competing but legitimate interests. At a minimum this would include privacy, law enforcement and the industry around law enforcement.

· WHOIS entry must clearly label that this is a private registration

· Privacy service must provide full contact details for itself, including name, address, phone, email, 24 x7 contact.

LUTZ: Privacy services must provide full contact details as required by the WHOIS

Privacy services must provide phone and email contacts to be put into the whois record which are available and responsive as required by the framework mentioned above.

· Standardized relay and reveal processes and timeframes.

· Rules for the appropriate level of publicly available information on the registrant

· Maintenance of a dedicated abuse point of contact for the privacy service provider

· Privacy service provider shall conduct periodic due diligence checks on registrant contact information

13. ICANN should develop a graduated and enforceable series of penalties for privacy service providers who violate the requirements with a clear path to de-accreditation for repeat, serial or otherwise service breaches.

A. IDN Recommendations

14. ICANN Community should form a working group within 6 months of publication to finalize (i) encoding, (ii) modifications to data model, and (iii) internationalized services, to give global access to gather, store and make available internationalized registration data.  such working group should report no later than one year from formation, using existing IDN encoding and translation mechanisms.  The working group should aim for consistency of approach across the gTLD and – on a voluntary basis – the ccTLD space.

[Quick Question: Does this Disregard or Displace any of the Existing IDN Committees now meeting?]

15. The final data model and services should be incorporated and reflected in Registrar and Registry agreements within 6 months of adoption of the working group’s recommendations by the ICANN board.  If they are not finalized in time for the next iteration of such agreements, explicit placeholders for this purpose should be in place in these agreements (as is the case for adoption of consensus policies).  

[Unfortunately, the above is almost impossible. Contracts are renegotiated when they expire. Occasionally with major changes to the Registrar Accreditation Agreement, such as the 2009 RAA, a number of the Registrars will quickly sign up to the new contract, but that happened only once. 

We can work with ICANN's General Counsel's office to find the best language to most quickly include the new Final Data Model and Services into Existing Contracts – should we ask Denise Michel to work with us on it?

16. Requirements for registration data accuracy and availability in local languages should be finalized (following initial work by IRD-WG and other similar efforts) by [deadline]. Metrics should be defined [by when?] to measure accuracy of data in local languages and/or corresponding data in ASCII, and compliance methods and targets should be explicitly defined accordingly.  

Questions:

Are the standards for accuracy and availability the same in IDNs as they are in ASCII, for example, is the purpose of this section to require that all of the ACCESS and ACCURACY requirements we set for ASCII be the same for IDNs? (If so, does that pose any additional problems that our ASCII-focused WRT has not considered?)

Alternatively, are you saying that a separate set of ACCESS and ACCURACY standards for IDNs be created?

Or possibly does the above paragraph have nothing to do with access and accuracy? Is the purpose to talk about the access and accuracy of the data transcription and translation?  Michael shared those words on the Call. If that is the case, would the following wording capture the idea (and please edit!!)?:

Revised #3: The requirements for the processing of data transcription and translation from the local languages to ASCII should be finished by [deadline] given the current work of the [?] Working Group. The ICANN Board should direct the development of Metrics to measure the quality of the translation of data from local languages to ASCII, publish the results to the Community, and set out further compliance methods and targets accordingly.

B. Proxy Recommendations 

17. A registrar is  required to disclose their relationship with a Retail proxy service provider to ICANN.  If the relationship is one of a subsidiary, partnership or recommended by the registrar and the registrar collects fees associated with the proxy registration  the registrar’s accreditation will extend to the service and they will be governed by the RAA. 

18. As a condition of providing  the proxy  service in conjunction with a registrar relationship the  providers should be required to comply with best practice guidelines. These should provide for:

a. standardised relay and reveal processes and timeframes;

a.i. establish a standardized process for requesting contact information for a proxy registration

a.ii. 24 hour  response to provide requested contact information when requested by Law Enforcement; 

a.iii. 5 day business response when requested by a non LE third party

b. guidance on the appropriate level of publicly available information on the registrant;

c. maintenance of a dedicated and available  abuse point of contact;

d. public disclosure of contact details and the physical address of the privacy service provider; and

e. proxy  service providers to validate  registrant contact information.

1) As a condition of providing  the proxy  service in conjunction with a 
registrar relationship, the proxy and privacy providers shall be required to 
very clearly disclose to the Registrant at the time of registration:

a. their relationship with the registrar;

b. a clear explanation of the meaning of the proxy or privacy service (depending on what is being offered);

c. a very clear understanding of what registrant data will be published in the globally-available Whois database, and particularly whether the domain name; 

d. Registrant's name is published in the global Whois directory 

[yes for privacy services; no for proxy services]; and 

a very clear explanation of who will “own” the domain name if the Registration chooses the privacy or proxy service, pursuant to then-adopted ICANN rules. 

19. The best practice guidelines should be developed in close consultation with the GAC, privacy advocates, law enforcement, and other interested stakeholders. 

20. ICANN should develop a graduated and enforceable series of penalties for proxy providers and registrars who violate the terms of the RAA.

1) References

For full details of the longer recommendations discussed and debated, please see the following documents:

1) Recommendations from our Brainstorming Session (Saturday afternoon in Dakar) https://community.icann.org/display/whoisreviewprivate/Brainstorming+in+Dakar (V2; date: 23Oct2011) 

2) MDR Recommendations as Reviewed and Agreed upon in Dakar (originally from the Peter and Emily documents) https://community.icann.org/display/whoisreviewprivate/Draft+Recommendations (Draft MdR Recommendations discussed in Dakar; V1; 23Oct2011)

3) Privacy Recommendations as written on Monday Morning in Dakar by Peter, Kathy and Bill and reviewed with Team on Monday in Dakar https://community.icann.org/display/whoisreviewprivate/Draft+Recommendations (Draft Recommendations discussed in Dakar; V1; 24Oct2011)

4) Current IDN paper https://community.icann.org/display/whoisreviewprivate/Internationalization+of+Domain+Name+Registration+Data
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