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What is EAI?

 E-mail Address Internationalization
e UTF-8 1n e-mail addresses
i@ BB - BRI, Ho [E
3ol @ sl
yés@ng.sp.am




What is not EAI

* Subject lines
 Address comments

* Message bodies
— MIME provides all those in conventional mail

* Any character set other than UTF-8



EAI Level 1 and Level 2 support

* Level 1: can exchange mail with EAI
addresses
bob@example.com < i@ MM, [E

* Level 2: Level 1 + supports EAI addresses
yés@ng.sp.am < NiH@E BN, H E




Mail system components



Different components

* Mail software has many components

* A package may provide EAI in some
components but not others




Components: User-facing

* Mail User Agent (MUA)
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Email  Items mail Receive
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Components: Mail Submission and Transfer
Agents (MSA and MTA)

* MSA accepts mail from MUA for further
handling
 MTA transfers mail to other systems

 MSA-+MTA often combined in the same
package



Components: Mail Delivery Agent (MDA)

* Stores incoming mail
* Clients manage with POP or IMAP
* Generally used by MUAS to retrieve mail




Components: Mail Service Provider (MSP)

* Does a service provide EAI addresses for its
users




Test approach: MUA, MSP, Web maill

* Test manually

e Record results in database
* Export from database to

report

Packages

Type: MUA

Test Result

Tasks Tests Summary Help Logout

Logged in as johnl

Summary: Message with EAl address in destination address header is accessible

Description: If the software supports IMAP, it should be able to access messages with EAI values in
destination address headers. This applies to the “To", “Cc”, and “Bcc" headers. For this test case, the
header values should be Unicode strings rather than in an ASCII encoding such as quoted-words.

Action: Access message with destination address header <Email>

Expected: Message is accessible

Class: required

Results of EAI-MUA-055 on Apple Mail
Status (ONA CPASS @FAIL (O Pending
Message is accessible
Header not viewable in ios
Header viewable on MacOS but characters not displayed correctly
Comments
Picture Choose File | No file chosen (PNG or JPEG only)

| Update H Update/Retumn || Update/Next |I| Return || Next |

n: B FEB . PE

0




Test approach: MSA, MTA, MDA

» Script for each test ]

| s— —

Test controller

e Fast, reliable results

* Automatically
logged in database




Summary results

Coremail
MS Outlook.com
Yandex Mail

Roundcube

Apple Mail

Mozilla Thunderbird

MS Outlook

MS Exchange Server (hosted)
Exim

Postfix

Sendmail

Fetchmail

Courier

Gmail

XgenPlus




Results by product




Coremaill

Coremail System X +

A NotSecure | EBR.FE/coremail/x.. % % B H & @ » §

s . N
CIC Zitt Coremail First test account Opbtiolsivii BEHLeaEE | Seif-senvicesagiock Screen v
. A g b \
a \
e Good L2 Chinese web T AN A
| ¥.Check [/ New [(J v | Delete Malil filter ~ Report Moveto v Markas v More v View v
° " Inbox 10665 20 12 > @
I l I all Draft From Subject M | Received Time + Size
Sent
O Test Sender FENER
v My Folders + %
T (] Test Sender FENEE
° 00 an
Spam O Test Sender FEEE
Virus Fo- (] Test Sender FEER
Mixk123
. I I t I : ﬁ I re d Mi£160039.. O Test Sender FEIEE
UII app Il O a , Mif160039.. (] Test Sender FENER
H160038. 0 Test Sender EEE

Contacts

« MDA EAI very buggy -~ L



MS Outlook.com

e Webmailis L1 ready . . o e, ce nna

 MSA, MTA L1 ready
with minor bugs

il Delete = Archive © Junk v < Sweep 53 M

v Favorites @ Focused Other Filter v
o ; :
£ Inbox O Mark Svancarek; John Levine )
> Now | am as cool as you (fwd) 2/20/2018
B Sent ltems Actually, | already have buyer's remorse. | shoul...
Va Drafts @ Mark Svancarek
> Hi from a sort of odd looking ... 1/16/2018
Add favorite | guess we aren't very discerning about that sor...



Yandex Mall

* Provides ASCII addresses in Cyrillic
domains goMmeHHoe-ums.pP and €moura.pd

* No EAI support yet in MUA, webmail,
MTA, MSA, or MDA




Apple Malil

* Tested 10S app and MacOS desktop mail

* No EAI support in MacOS and 10S 13
— Good EAI support added on 10S 14

* Some support for Unicode folders

To: At @B F &R, R E W o
Cc: | "L @ FE#FNGE.$ E" does not appear to be a
3: valid email address. Verify the address and try again.
Subject: Chinese mail test —
From: John Levine - johnl@taugh.com



Thunderbird

* Open-source
desktop mail

* No EAI support

* Some support for
Unicode folders

00 @ Inbox - ctest@courier.services
l? Get Messages | v  #" Write | v Q Chat aAddress Book Q Tagv | ¥ Quick Filtel
X IR w & S 0

Q Filter these messages <&

Tt oK @ Subject oo Correspondents © Date o 2]
. another foo Fe johnl@courier.services.net 25-08-2...
. second test 3 johnl@courier.services.net 25-08-2...
. recent test Fel vmail@courier.services.net 26-08-2...
Cannot display Unicode content «  Mail Delivery Subsystem U 21-09-20,...

€ Reply =~ Forward A Archive @ Junk @ Delete = More v
From Mail Delivery Subsystem <postmaster> ¢y

Subject Cannot display Unicode content

This E-mail message was determined to be Unicode-formatted
but your E-mail reader does not support Unicode E-mail.

Please use an E-mail reader that supports POP3 with UTF-8
(see https://tools.ietf.org/html/rfc6856.html).

This can also happen when the sender's E-mail program does not
correctly format the sent message.

The original message is included as a separate attachment
so that it can be downloaded manually.

Delivered-To: 05§0®020 #§0+@xn--mgbaaccilanpclswc.xn--ngbc5azd
Return-Path: <a a-1é,8zu<é +2@xn--blg510jgwa.xn--fiqs8s>

Frrr amn ma ame am e

Unread: 6 Total: 7 L'E] Today Pane A




Roundcube web mail client

0] ©) &/ Roundcube Webmail EAl Test © X -+

& C {Y & webmail.services.net/2.t.. Yr W “ :

( Message preview

* Mostly L2 ready

— 1f used with L2 MDA
and MSA

* Some cosmetic
display problems

Test from Coremail web

From UASG Mail test < 32N 2@ B BX M. [E> on
2020-09-24 15:34

From UASG Mail test <R 2@E BXM. P El>

To Ak @ F w4, R E

Date 2020-09-24 15:34

Priority Normal

All headers

% Details = Plain text

to chinese address




MS Exchange Server (hosted)

* L1 ready MSA and MTA
MDA not EAI ready
* Minor bugs in Received headers

 Webmail not tested, similar to Outlook.com




Exim and Postfix

* Popular open-source Linux/BSD mail
* Both EAI L2 ready MSA and MTA
* Separate MDA needed for a full mail system




Prior tests by Catalyst: webmaill

* Gmail
— L1 ready webmail
— QOur test: MTA/MSA L1 ready, MDA not ready

* Xgenplus

— L2 ready webmail



Prior tests by Catalyst: MSA/MTA/MDA

 Courler

— Open source Linux/BSD mail package
— L2 ready MTA, MSA, MDA

— The only EAI ready MDA we know




Not tested

* Sendmail
— Open-source MSA/MTA
— No EAI support in released versions

— Recent beta test of future EAI patches

* Fetchmail
— No EAI support, no apparent plans for it



Final thoughts




Software tools

* Web application written in python3
* Test scripts written in python3

* Released on github with BSD license
https://github.com/jrlevine/eaitesttools




Summary

* Several L1 ready MUA and webmail
* Some L2 ready MSP with MUA

* Several L1 ready MSA, MTA

* Only one L1/L2 ready MDA
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