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UA definition

Project Introduction

Testing methodology and results
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* QOutcomes of “Test Plan and Pilot Study of Universal Acceptance in Content
Management Systems, 2020, Ver.: 2020-08-07 (SOW)”

* Presenting the outcomes of testing and UA readiness levels

I/ |

Universal Acceptance


file:///D:%5C27FEB2021%5CUASG%2520Report%252022JAN2021%5CFinal%2520reports%2520and%2520documents%2520-%2520UA%2520-%252005-04-2021%5CSOW-%2520Test%2520Plan%2520and%2520Pilot%2520Study%2520of%2520Universal%2520Acceptance%2520in%2520Content%2520Management%2520Systems.pdf

UA Definition JEVARS

* Universal Acceptance (UA) 1s the state in which all valid domain names and
email addresses are accepted, validated, stored, processed and displayed
correctly and consistently.

* To achieve Universal Acceptance, internet applications and systems must treat
all Top-Level domain (TLDs) in a consistent manner, including new generic
TLDs and all Internationalised TLDs.

* All domain names should be validated against the Internationalised domain
names in applications IDNA2008 standard



Project Introduction D)
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tested to determine how well they comply with the UA readiness for IDN, path IRIs and
EAI

e Pre-study was undertaken prior to preparing test plan
* Test Plan was prepared which includes the software to be tested, method of testing,

recording of observations and categorizing the results as per the defined UA readiness
levels.

« UA readiness was carried out as per the UASG004, 2017 datasets and UASG026
document. For EAI testing emails were created using Datamail services.
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Plugins identified for UA @)vauﬁs

Following plugins were tested for UA -readiness for IDN, Path IRI and EAI as per
the “Test Plan”

. MailChimp
* Extension 1, Subscription Management: An Extension 1: Mailster
. . . subscription OptinMonster
extension that uses an email address of a subscriber to management | Ll

Sumo List Builder

send newsletters or similar communications via email.

O

. Extenslon 2, Membershlp Manageme?nt: An / . pr—
extension whose purpose is to enable/disable access to - -, | Extension2, WooCommerce
. . . . . membership Restrict ContentPro
certain pages (i.e., membership-only section). | management | o0l

S2Member

/
/
\(ﬁ

* Extension 3, Event Management: An extension that

1s used to create and manage events with participant
list management

Events Manager,

WP Event Manager

Event Organizer
All-in-One Event Calendar
Event Espresso 4 Decaf

Extension 3,
event
management

List of plugins were provided in SOW >



Environment creation on GCP @)Ev/.\ans

oooooooooooooo

e Multiple testers were involved, hence created environment on GCP
* Self-hosted WordPress (version 5.6) and plugins were configured on GCP,
* Step by step installation carried out and documented as part of the report.

» Testing environment was created on Google Cloud Platform (GCP).
* Server Configuration is as follows:

s uininstamee
T Ubuntu 18.04.1
L mysal -5.7.32

2.4.29

I -3
Chrome Browser running on Windows 10
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Installation and Configuration of WP and Plugin(s) G

» Separate installation of WordPress instances

= Separate instances were created, since similar features of plugin(s) were
overwriting few of the data fields in the WP database.

 Plugin Configuration in WordPress
= Free Plugins installed from WordPress marketplace,
= Paid Plugins purchased and uploaded from respective sites.

« Email Configuration
= In WordPress, mail is configured using SMTP protocol.
= Mail service provided by plugins such as Mailchimp.



Version and Storage details of WordPress and Plugin(s) Pl=vimis
Extension Name |Plugin Name License Type |Version Storage location
WordPress Default WordPress forms Free 5.6 WP Local Database

MailChimp Free 4.8.1 Plugin Server Database
o Mailster Paid 2.4.16 WP Local Database
;}l bscription OptinMonster Paid 2.0.3 Plugin Server Database
anagement
Newsletter Free 7.0.0 WP Local Database
Sumo List Builder Free 1.31 Plugin Server Database
MemberPress Paid 1.9.6 WP Local Database
- WooCommerce Free 4.8.0 WP Local Database
Membership Restrict Content Pro Paid 3.5.2 WP Local Database
Management : :
Paid Memberships Pro Free 2.5.2 WP Local Database
S2Member Free 200301 WP Local Database
Events Manager Free 5.9.8.1 WP Local Database
E WP Event Manager Free 3.1.19 WP Local Database
MV ent Event Organizer Free 3.10.2 WP Local Database
anagement
All-in-One Event Calendar Free 2.6.8 WP Local Database
Event Espresso 4 Decaf Free 4.10.10.decaf| WP Local Database




Identification of input fields Th=visis
Extension Plugin Name IDN Field Type | IRI Field Type | Email Field Type
CMS WordPress Instance URL URL Email

MailChimp URL URL Email
Extension 1 Mailster Text Text Email
Subscription OptinMonster Text Text Email
Management Newsletter Text Text Email
Sumo List Builder Text Text Text
MemberPress URL URL Email
Extension 2 WooCommerce URL URL Email
Membership Restrict Content Pro URL URL Text
Management Paid Memberships Pro URL URL Email
S2Member Text Text Email
Events Manager Text Text Text
. WP Event Manager Text Text Text
Extension 3 X .
Event Even‘F Organiser Text Text Email
Management Al it = Oitig Text Text Email
Event Calendar
Event Espresso 4 Decaf Text Text Text




@ =V/\RIS
Initial Exploration as per Interim Report shared q EEEEE s

« WordPress and associated plugins being a web based applications, input fields
are based on W3C standards

¢ Most of them uses HTML <input> element Type as either Text, URL & email
o URL — (URL & PATH IRIs)

o Email — (only email) a

o Text - (URL, PATH IRI and email) REPORT



file:///D:%5C27FEB2021%5CUASG%2520Report%252022JAN2021%5CFinal%2520reports%2520and%2520documents%2520-%2520UA%2520-%252005-04-2021%5CWP-Plugins-exploration-report_V1_23NOV2020.pdf

* Testing was carried out as per the test benchmark mentioned in the section 14
of “Test Plan Document”.

* “Gating Steps” within an application to process UA related identifiers as
defined in the UASGO026 document, as applicable were carried out, for each
data point.

= Accept Test (AT)

= Valldate TCSt (VT) i_, Accept > Validate » Process »  Store Process Display i
= Process on Input (P1T) g T T T T T T g
ser AT vT PIT ST paT DT Usef
o Store Test (ST) :
Gating Steps

m]

Process on Output (P2T)
Display Test (DT)

m]




Domain Names:

Use of Test dataset as per UASG004

9 A-tl:.cept Validate Pﬂ:cesst
est on Inpu
Test (VT) (PI"I?)
User
* All forms Normalize if * Does not
possible: i.e. non-ASClI truncate
IDN — either (case folding, * Does not
U-Label or A- normalization) inadvertently
Label. Verify if valid convert to
IDN & if label ASCII. For
is too long (> example,
63 octets, A- converting ‘¢’
label if IDN) to ‘e’.

NOTE: It is possible that the software
may not provide any message if
validation fails. In such case, check
whether the data is stored.

* Conversion, if
any, from
Unicode to
Punycode vice
versa

* Either U-
Label or A-
Label
Long/new
TLD: as is;
no
truncation
If validation
fails, should
not store
data

Process on
Output
(P2T)

* Given a good
value in the
database, verify
that the value
going to be
displayed by
the Ul is
correct: IDN is
in U-Label
format, long
string TLD is
not truncated,
new TLD string
is processed.

* Conversion, if
any, from
Punycode to
Unicode

Display
Test (DT)

Should display
in UTF8

May also
display IDN as
A-label

long string TLD
is not
truncated,
New TLD (from
the root) is
shown,
Removed TLD
(from the root)
is not shown.

User



Use of Test dataset as per UASG004

PATH IRIs:

Accept
Test
AT

User

Validate

Test (VT)

Process

on Input
(P1T)

* Verify if it
accepts any
UTF8

NOTE:

Normalize if
non-ASCII
(case folding,
normalization)
Verify if valid
IDN & if label
is too long (>
63 octets, A-
label if IDN)

* Does not

* Does not -

¢ Conversion, if

* IDN rules applied for domain part.
¢ For Unicode resource names, UTF8
percentage encoding is applicable

truncate

inadvertently
convert to
ASCII. For
example,
converting ‘é¢’
to ‘e’.

any, from
Unicode to
Punycode vice
versa

Store
Test(ST)

Given good PATH
IRl input verify
that the database
content for that
input is correct:
i.e. either
identical or
normalized
version of the
path part

The domain part,
if IDN, could be
either A-Label or
U-Label form.
Given bad PATH
IRl input, verify
that the database
content for that
input is not
saved.

Process on
Output
(P2T)

* Given a good

value in the
database, verify
that the value
going to be
displayed by the
Ul is correct: IDN
is in U-Label
format, long
string TLD is not
truncated, new
TLD string is
processed.
Conversion, if
any, from
Punycode to
Unicode
Resource names
to be in UTF8

Display
Test (DT)

Should display
in UTF8

May also
display IDN as
A-label

long string TLD
is not
truncated,
New TLD (from
the root) is
shown,
Removed TLD
(from the root)
is not shown.
Resource name
should display
as per the
input

User



e-Mail Addresses:

Accept
Test
AT

User

Validate

Test (VT)

Process

*tPih

* Verify if it
accepts any
UTF8

Normalize if
non-ASCII
(case folding,
normalization)
Verify if valid
IDN & if label
is too long (>
63 octets, A-
label if IDN)

-

NOTE: Local part ascii or utf8,
while for domain part (domain

rules applies)

* Does not
truncate

* Does not
inadvertently
convert to
ASCII. For
example,
converting ‘é’
to ‘e’.

* Conversion, if
any, from
Unicode to
Punycode vice
versa

Use of Test dataset as per UASG004

Store
Test(ST)

* Given good EAI
input verify that
the database
content for that
input is correct:
i.e. either
identical or
normalized
version of the
local part.

The domain part
if IDN, could be
either A-Label or
U-Label form.
Given bad EAI
input, verify that
the database
content for that
input is not
saved.

Process on
Output
(P2T)

* Given a good
value in the
database, verify
that the value
going to be
displayed by
the Ul is
correct: IDN is
in U-Label
format, long
string TLD is
not truncated,
new TLD string
is processed.
Conversion, if
any, from
Punycode to
Unicode

Display
Test (DT)

User

Given a good
value in the
database,
verify that the
displayed value
by the Ul is
correct: local
part is UTF8
IDN is in U-
Label format
long string TLD
is not
truncated

New TLD (from
the root) is
shown
Removed TLD
(from the root)
is not shown.




UA Readiness : Legends T)=vamis

End to end and all “Type of Tests” passed
End to end is passed, but one or more “Type of Tests” failed

End to end failed, but all the “Types of Tests” except final

“Display” test passed

N End to end failed, but ACCEPT, VALIDATE test passed
End to end failed, but ACCEPT test passed

Nothing passed

e “Y” denotes that the UA readiness level is either Level A or B
* “N” denotes that the end-to-end UA readiness has failed and it falls under one of the levels
viz. C1, C2, C3.

* During testing the lowest level observed in Domain names, Path IRIs and email addresses
in the respective dataset is taken as UA readiness level for that plugin.



UA readiness Level for Domain Names @_) N
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IDN
UA Readiness

Is

y Al

Extension Plugin Name

CMS WordPress Instance
MailChimp C-Level
Extension 1 Mailster | C-Level

Subscription OptinMonster
Management

Newsletter
Sumo List Builder
MemberPress
Extension 2 WooCommerce
Membership Restrict Content Pro
Management Paid Memberships Pro
S2Member
Events Manager
. WP Event Manager
Extension 3

Event Event Organiser

Management All -1 - One
Event Calendar

Event Espresso 4 Decaf




Observations for Domain Name S

* Punycode /A-Label Dataset category doesn't get converted (P2T fails) to U-label for
display purposes.

* However the Punycode /A-label Domain Name gets resolved by browser and
displays as U-label. (Browsers built-in functionality)

* Hence most of the plugins fall under B-level.



Plugin Newsletter: Accept Test @EVA\RIS
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‘ Domain Name Testing - Newsletter m

Html
21 <a href="http://BEEZ-ME.EHR"> “
Newsletter Just another WordPress site . - -
: o 2 EEEE-NELES
23 <fa»<br><br>
25 <a href="http://BEEZ-MA. HE>
e EEEES-NE. 2R
27 </a><br><br>
.: - } 29 <a href="http://ua-test.xn--rhqviég">
— 3@ ua-test.xn--rhqvoég

' ‘ 31 </a»<br><br>
— i 32
23 <a href="http://xn----
o y
J! !l x f38am9%bqvcdSliylcxsg.top™>
34 xn----f38am@9bgvcdSliylcxsg.top
5 </a»<br><br>

https://www icann.org/

http://ua-test link/

37]<a href="http://xn----

Punvcode (A-label £38am99bqvcdsliylcxsg.xn--rhgvosg” >
U, y ( . ) _— xn~---f38am99£q\'cdsliy1cxsg.xn--rhqv96g
BRI top dataset as an input ,

2| </a><br><br>|

hitp //ua-test technology/

ua-test fHE




Plugin Newsletter: Validate Test @aw.\aus

Evolutionary Al

N . Blocks Global Styles B Mobile Preview 4 Test
https-//iwww icann.org/

hittp-//ua-test link/

Header

http-//ua-test technology/

ua-test {HF

e == flk =

Content

(1CXSQ.XN--INC

xn----f38am99bqvcd5Sliy1cxsg.xn--rhqvi6g

/ =
25X

premmtormel [l oiovs EES 0N

dataset as an input

The Newsletter Plugin Composer Backtolastsave Save  Next»

n]‘égsﬁ._ﬂ ]‘-“-E EE

ua-test xn--rhqv96g

xn—-f38am99bqvcdSliy1cxsg.top




Plugin Newsletter: Storage Test @)E\/Aans
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p h p M y A d m " n 7] Server: localhost 3306 » @ Database: evaris_newsletter » [ Table: wp_default |
ofle &e =] Browse ¥ Structure L] SQL 4 Search ¥¢ Insert =} Export
> NORE -
Recent Favorites ubject message created status total last id sent track
(= e 2sting - . . .
- ewsletter [2 href="http://xn----f38am33bgvcdsliylcxsg.top™>
i evaris_memberpress ~ Xn----f38am39bgvcdsliylcxsg. top
T = k /a><br><br>
—~_ | evaris_newsletter .
T T TN - ka href="http://xn----f38am39bgvcd5liylcxsg.xn--rhqvesg”> Punycode (A-label) 1S
ew : Copy Xn----f383m39bgvcds1iy1cxsg. xn- -rhquosg doesn't get ¢converted to
- /ax<br><br> I
*.l+ wp_default commentrr [(/8><20><2L \— . ..
WP - ——yrrEryrTyyr—— U-label while storing in
E I n ka href= p:/ /o=l sa s top/™>
@34 wp_default_comments AT 5 s, top/ database.
#L# wp_default_links iter rows: k /a><pr><br>
#.l# wp_default_newsletter ka href="http://&=, Al jzams
- | QRCCIEFE
+_l» wp_default_newsletter k /a><br><br> </td>
: </tr>
#L 1z wp_default_newsletter_ ly chart [f/tbody></tables</td></tr></thody></tables<! --[if mso | IE]></td></fr></tablesc! [er
F } wp default newsletter —k/tbody></table><table border="8" cellpadding="0" cellspacing="e" align="center" wi
raE — - E Ftyle="border-collapse: collapse; width: 1eeX;" class="tnpc-row tnpc-row-block ui-s
+_1» wp_default_newsletter lata-id-clg"> ) _
- - 1 ktbody><tr><td align="center” style="padding: ;" class="edit-block">
H._}_ wp_default_options k!--[if mso | IE]><table role="presentation" border="8" cellpadding="e" align="cent
ellspacing="e" width="602"><tr><td width="600" style="vertical-align:top;width:se¢
(+_l# wp default postmeta ktable type="cptions" data-




Plugin Newsletter : - @EV/\R|E
P2T, Display Test — B

https:/iwww.icann.org/

http://ua-test link/

http:/iua-test technology/

ua-test xn--rhqv86g

xn-—f38am399bqvcd5liy1cxsqg.top

Process on output test

xn—f38am99bavedsliy1cxsg.xn--rhqvasg | < ) fails Punycode (A-label) is
9
i il js topl not converted to U-label

P byt =t sy
A sl gl s

—— e T




Plugin Newsletter: End to end Scenario Pl=vamis

& = % A Notsecure | ZEZEZ-JITHR
B

i Apps uild Software Appl... Q@ The Unique Person... G Signin-Google Ac.. & Google Forms  [(J) Path to Purchase |... m HackerRank [{)) Success [{)) Dashboard / Mac
Punycode (A-label) in Thisis a landing page for the Universal Acceptance Steering Group.
URL is converted/resolved
to U-label/UTF-8 by the The address bar should display:
address bar of the browser — *
http://EiE#ESZ -l . {255
P://a 321 g

For more information on the UASG, please go to http://uasg.tech

| I/ |

/i 1 it Universal Acceptance
Il [
I



Plugin Mailster: Accept Test Pl=vnmis
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\‘T‘ # EvarisMailster €3 B 4+ New

L ETEL Template Y .
% Newsletter a

° 3 » B 9 i B BRase

All Campaigns
{webversion} | {unsub} | {profile}
New Campaign

Autoresponder MyMall {subject}
Subscribers

Forms R
B I u = {}v AvHE- [2

Lists
- {copyright]
Manage Subscribers
Templates itp:/lua-test lin

Add Ons

I

Settings

Il

¥ Appearance

| ntpmEE s, 1R
§¢ Plugins (1




Plugin Mailster: Validate Test
) A Evaris Mailster & 3 P 4+ New
¥ Comments Template
¥ Newsletter _
9 B« B Q
All Campaigns
New Campaign
Autoresponder
Subscribers
Forms

@' =SVARIS
Evolutionary Al
AV A
N7
4
{webversion} | {unsub} | {profile}
MyMail
, B I U
Lists
) {copyright}
Manage Subscribers
Templates
Add Ons
Settings

(98]

)
w

g!]

M Appearance

{subject}
http -, R
, =EiEiE
A Plugins (1
oa Users




Plugin Mailster: P1T & Store Test l=un=is
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Database: evaris_mailster » [ Table: wp_default posts

L} sQL | 4 Search | #t Insert =} Export [& Import =3 Privileges = #” Operations ® Tracking 22 Triggers

date_gmt post_content post_title post _excerpt post_status comment_status ping_status post_password
02-23 11:42:50 <tab1ercellggdding=“e" cellspacing="8" class="o-fix" role="presentation"> o
<tbody><tr>

<td width="552" valign="top" align="left">
<table cellpadding="e" cellspacing="e" align="left" role="presentation">

<tbody><ir>
<td width="260" valign="top" align="left" class="small m-b">
iport <div><single label="CAN-SPAM">{can-spam}</single></div>
. <div><single label="Address">{address}y</single></div>
Open dot 1S saved as <div><single label="Copyright">{copyright}<br><a data-mce-
href="https://www.icann.org/" href="https://www.icann.org/">https://www.icann.org/</a><br><a data-mce-href="http://ua-
it iS in the database. ‘ Smtest.link/" href="http://ua-test.1link/">http://ua-test.link/<br></a><a data-mce-href="http://ua-test.technclogy/"

ref-"http //ua-test.technology/">http://ua-test.technology/</a><br<a data-mce-href="http://EhSE=-IE. top” href="htip://
.gﬁ? top“shttp://EnEEE - W6, top</a><br><a data-mce-href="http://ua- test =R href="http://ua-test.{EFR">http://ua-
: : =GR ER http: //EEEE IR ERor g

I N data-wplink-url-error="true">http://SEEE-N
. L4 "
D p: €st.Xn--r qv eg p://ua-test.xn--rhqvaeg">http://ua-test.xn--
0 data proceSSlng or rhqv96g<br><f’a><a data-mce- href-"http /r’xn----f383m99bq\rcd511y1cx5g top” href="http://xn----

. . . F28am33bqvcdsliylexsg.top”>http://xn----f38amoobqucdsliylcxsg. top<br></a><a data-mce-href="http://xn----
normallzatlon 1S F28am33bqvecdsliylexsg.xn--rhquesg™ href="http://xn----f38ameobqvcdsliylcxsg.xn--rhgvasg">http: //xn----
. e [F38am39bqvcdSliylcxsg . Xn- -rhqueeg</ar<bry<a data-mce-href="http:// A=l 2a top/™ href="http:// A= 20- j=al top/">http://
ObserVEd mn PIT test, |l 530 jmai top/</@x<bry<span id="_mce _caret" data-mce-bogus="1" data-mce-type="format-caret"><a data-mce-href="http://-_ =
<=, A" href="http:/ /8=, LN J 20" data-mce-selected="inline-boundary">http:/ /a8, =Ny @i. i2ile/a></span><br>
</singlex</div>
</td>
</t
</tbody></table>
<table cellpadding="e" cellspacing="e" align="right" role="presentation”>
<tbody><tr>

<td width="168" valign="top" align="right" class="small">

| <div class="btn"><buttons data-
gl-"'€3ca%29ed1tab1e°éBD%2z"ézzxzelabeleD"ézzsoc1a1%26Med1axzaButton%zL“ézehref‘éso%zzhttps%a;«%zmz Ffacebook. ccm%zz).BE%chg"éza

Erci30%22httpX3A%2FK2F35.196.16.59%2Fmailsterk2Fwp-

| Bookmark this SQL query |




Plugin Mailster : P2T & Display Test

(@': }EV/-\R|S
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IDN Testing /nbox x

Evaris Mailster Unsubscribe

mome «

MyMail IDN Testing

You have received this email because you have subscribed to Evaris

Mailster as psmahale2k18@gmail.com. If you no longer wish to receive ’ f

emails please unsubscribe.

© 2021 Evaris Mailster, All rights reserved.

http m99%bqvedS
http - m99%bqvedS
http:// ATy s i
http://ases jadaly sk iis

17:19 (0 minutes ago)




Plugin Mailster: End-to-End Scenario Fails @Ev/.\als
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& -5 C A Notsecure | 35.196.16.59/mai|ster/maiIster/70/000000OOOOOOOOOOOOOOOOOOOOOOOOOO/aHROcDovLyVFNiUSOSVBRSVFOSU4MSU4RCVFNiU4RSVBNSVFNSU4RiUSNyOIRTYIQ... W
VA N

% Apps  BY Build Software Appl..  { | The Unique Person.. G Signin - Google Ac... E Google Forms ()] Path to Purchase |... u HackerRank Success ) Dashboard / Mage.. @ YouTube

"http://EEEZ-MWK, #©F" isnot a valid URL!

Site URL is not resolved and link failed to open with the error
message, On clicking link from the campaign/newsletter received
on the mail by Mailster plugin (issue with plugin behavior)



Plugin Mailchimp: Accept Test

Insert or Edit Link

Link to

Web address v

Web address (URL)

http://ua-test.xn--rhqv969| _

> Advanced options | Remove Link

Cancel




Plugin Mailchimp: Validate Test ) T

Evolutionary Al

Text Set Dynamic Content

View this email in your browser

Z/ Content Style Settings

EV/-\R'S B I Uedap Wiz i= [y [{ CearStyles <

Evolutionary Al Styles -~ Font - Size - A-MN- B &

Domain Name Testing - MailChimp

Domain Name Testing - MailChimp
https://www.icann.org/

https://www.icann.org/

hitp://ua-test.link/ http://ua-test.link/

http://ua-test technology/ http://ua-test.technology/

http://ua-test.xn--rhqv96g




Plugin Mailchimp : End-to-End Scenario T l=viris

ua-test.i# 5} /?mc_cid=f7ec8d767d&mc_eid=UNIQID |

Software Appl... Q2 The Unique Person... G Signin - Google Ac.. & Google Forms  [{)) Path to Purchase |... m HackerRank [{)) Success [{)) Dashboard / Mage.. @B YouTube

For ASCII and PunnyCode
URL, Additional content was
added after the actual URL
by the Mailchimp plugin

1 landing page for the Universal Acceptance Steering Group.

The address bar should display:

http://ua-test. 153 /?
mc_cid=f7ec8d767d&mc_eid=UNIQID

You are currently on the ?mc_cid=f7ec8d767d&mc_eid=UNIQID demo page
'i



UA readiness Level for Path IRI @a
Path IRI

=SVARIS

oooooooooooooo

Extension Plugin Name

UA Readiness
CMS WordPress Instance A-Level

MailChimp
Extension 1 Mailster
Subscription OptinMonster
Management Newsletter
Sumo List Builder C-Level
MemberPress A-Level
Extension 2 WooCommerce Memberships A-Level
Membership Restrict Content Pro A-Level
Management Paid Memberships Pro A-Level
S2Member C-Level
Events Manager A-Level
Extension 3 WP Event Manager C-Level
Event Event Organiser A-Level
Management All - in - One Event Calendar A-Level

Event Espresso 4 Decaf A-Level




Observations for Path IRI @EvAa|s

oooooooooooooo

* For plugins viz. Mailchimp, OptinMonster the database is on plugins server, hence P1T
and ST (Storage Test) is NA and these plugins are graded as B-level.

* The datasets (as per USAGO004) of Path IRI is not having any category with A-label
(Punycode), hence plugins fall under A-level (unlike Domain names)

* Refer screen as below:

Data categor

ascii.new/unicode ua-test.link /3% ) 7 i
ascii.long/unicode ua-test.technology/3& ) 5L [
idn.ascii/unicode W 3k 42 52 - top /TR 1 T TR
ascii.idn/unicode ua-test. tH 5 /3R 1 DL
idn.idn/unicode M 3 2 57 - . AL /3R B T
idn-open dot-idn/unicode e 4 57 -k . HH 5 /R LT
rtl.ascii/unicode Y gl i) top /3R A T TH]
rtl.rtl/unicode Al el sadll- sl /3 Y DL T




Plugin Event Organizer : Accept Test @EV/-\RIS

Evolutionary Al

‘ Path IRI Testing - Event Organiser

Permalink: http://35.196.16.59/event-organizer/events/svent/path-iri-testing-event-organiser/ Get Shartlink

O Add Media

Paragraph v B I

(1]
1]
-
-
n
]

http: / /a1 ol L) top /ERATAE

[aSsdnallaiguill. s/ EATTE| ] h ‘




Plugin Event Organizer : Validate Test (@-) =uARIS
‘ Path IRI Testing - Event Organiser
Permalink: http://35.196.16.59/event-organizer/events/event/path-iri-testing-event-organiser/ t Shartlink

B I = = & =

Paragraph

http

i b
http:/ /, el il L) top /EREKITAE

hittp: / /380 1Y i ) BT
=lodll LEYEMTE 0 R




Plugin Event Organizer : P1T & Storage Test @Ev/.\aE

Evolutionary Al

p h p M y A d m i n 7] Server: localhost 3306 » @ Database: evaris_event-organizer » [ Table: wp_default
. fo o 7] Browse ¥ Structure L] SQL 4 Search #t Insert =} Export
REle0 )% > P
Recent Favorites post_content post_title post_excerpt post_status comment_status ping_
(= @

+L_ | evaris_event-espresso ap Auto Draft auto-draft closed closeq
(=L | evaris_event-organizer

| New | [z href="http://ua-test.link/&BIRE" >http://ua-test. Link/HalnE</ 2> a e

#L44 wp_default_commentr ka href="http://ua-test.technology/EE9ME ">http://ua-test.technology/E8 R E/ a>

+.l# wp_default_comments = . ; -
xa href="http://EEE5- . top/TEITE >hitp: //EnBER - WE. top/Z8IAE </ 3>

#.l# wp_default_eo_events
) ke href="http://ua-test. BT /FETE ">http: //ua-test. BR/FHNTE >

ka href="http://E&E=%E - Wi, 27/ RE H>http: //EHEER - . 27/ B80T E 2>

+_l# wp_default_eo_venuer leq

## wp_default_links

(#.1# wp_default_options ca href="http://EEE=E -k, BFR/ZHNE >http://HEEE-MH, E2F/Z8N0E/ 2>
+Ll# wp_default_postmeta ka href="http://A=ia0- jos . top/ERIAE">hitp:/ /A=l - jos, top/FHEIAE /3>
+. bz wp_default_posts | ka href="http:/ /A=, Aulia s/ FHETIE "Shttp: / /382, Auli 8 e/ EaRE/a> v

## wp_default_termmeta y
|

Ll vaewm Al Emeald Smgnmm




Plugin Event Organizer : P2T & Display Test (#)=un=is

Evolutionary Al

Event Details

e Date: December 24, 2020 12:00 pm — 1:00 pm

/!

http:/ /ua-test link /FXA A E]

http:/ «"'u'a-test_technolog;m




Plugin Event Organizer : End-to-End Scenario Pl=vn=is

C | A Notsecure | & sollelVgiill-)Lisl/FHEIRE

£ B3 Build Software Appl... QP The Unique Person... G Signin-Google Ac.. & Google Forms  [(J) Path to Purchase |... m HackerRank [{)) Success [{)) Dashboard / Mage... D |

Thisis a landing page for the Universal Acceptance Steering Group.

The address bar should display:

http:/ /4, llalY o) Lad)/FRAYTR

You are currently on the EAYTAE demo page




General observations for Domain Name and Path IRI Pl=vnmis

» For UA readiness explicit validation rules for IDN, Path IRI and email, seems to
be missing.

* In input type URL, pattern check of http:// is not consistently followed by plugins.

* None of the plugin developers are referring to the list of valid TLD tables.

* Normalization is not applied while processing and storing into the database.

* Chinese URL with Open dot is accepted, stored and displayed as it 1s, however in
the address bar browser converts to ASCII dot and hence resolves.

* The UASGO004 data set consisted of only positive (valid) data cases, and hence
difficulty in figuring out explicit efforts taken for UA readiness by developers.
IDN support is mostly attributed to underlying Unicode support and built-in
support at browser level for “U-label to A-label and vice versa” conversion.



UA Readiness Level for EAI

Extension

CMS

Plugin Name

WordPress Instance

Mailer Service /

Plugin
WP Mail SMTP

Extension 1

Subscription

Management

Extension 2

Membership

Management

Extension 3

Event

Management

MailChimp MailChimp
iilster g;lg;irrat:;lg :I;ttings
OptinMonster MailChimp
Newdetie configutaron setigs
Sumo List Builder SendFox
MemberPress WP Mail SMTP
WooCommerce Memberships WP Mail SMTP
Restrict Content Pro WP Mail SMTP
Paid Memberships Pro WP Mail SMTP
S2Member WP Mail SMTP
Events Manager WP Mail SMTP
WP Event Manager WP Mail SMTP
Event Organiser WP Mail SMTP
All -in - One Event Calendar WP Mail SMTP

WP Mail SMTP

Event Espresso 4 Decaf

EAI
UA Readiness
C-Level

C-Level
C-Level

C-Level
C-Level

C-Level
C-Level
C-Level
C-Level
C-Level
C-Level
C-Level
C-Level
C-Level
C-Level
C-Level




I 1 - Pl=v
EAI UA Readiness — various categories QV/\R'S

» Refer functional emails used for testing at point 15.3, “Email Test Cases™ as
below:

o Category 1: ascii@ascii.ascii

o Category 2: ascii@idn.idn

o Category 3: unicode(@idn.idn

o Category 4: unicode@RTL.RTL

o Category 5: ascii@RTL.RTL

o Category 6: ascii@punycode.punycode



EAI UA Readiness — various categories SVARIS

Extension Plugin Name Categories
asdi@idn.idn  unicode@idn.idn unicode@RTL.RTL  ascii@RTL.RTL  ascii@punycode.punycode
P 3 4 5 6

A-Level C-Level C-Level A-Level A-Level

C-Level C-Level C-Level C-Level C-Level
A-Level C-Level C-Level A-Level A-Level

Extension 1 C-Level o i C-Level C-Level C-Level

Subscription

Management B A-Level C-Level C-Level A-Level A-Level

C-Level C-Level C-Level C-Level B-Level

A-Level C-Level C-Level A.Level A-Level
A-Level C-Level C-Level A-Level C-Level

Extension 2 C-Level C-Level C-Level C-Level A-Level
Membership

M Y| Paid i
Amagemen i A-Level C-Leve C-Level A-Level C-Level

A-Level C-Level C.Level A-Level C-Level
C-Level C-Level C-Level C-Level A-Level

C-Level C-Level C-Level C-Level A-Level
Extension 3 =
Event . A-Level C-Level C-Level A-Level C-Level
Management g
A-Level C-Level C-Level A-Level C-Level

C-Level C-Level C-Level C-Level A-Level

4 Decaf



Observation — EAI @)Evf\a's

* (Category 1 - ascii(@ascii.ascii
= As there is no access to database for plugins such as Mailchimp, Optinmonster and SumoList
Builder, P1T and Store test were unable to check and same were graded to Level B.

* (Category 2 - asciiwidn.idn & Category 5 - ascui@rtl.rtl
= Though end to end testing is passed for few plugins but the domain part is converted and stored
to A-Label (Punycode) instead of U-Label in database.

* (Category 6 - ascii@punnycode.punnycode

= For HTML <input> element Type as “text” validation were applied and hence those categories
were graded to level C.


http://idn.idn

General Observation — EAI @E%R'S

* For most of the plugins having HTML <input> element Type as “email” :
o Input field does not allow mail box/local part to be entered in Unicode.

* For few plugins were HTML <input> element Type as "text”

= Plugin developers may likely implemented some validation (pattern or regex
based) as per ASCII mail only.

= [DN validation rules are not applied by the plugin developers.

* None of the plugin developers had taken care of Unicode email address and EAI



Observation — EAI F)avrms

Evolutionary Al

HTML <input> element Type as “email” for category unicode@idn.idn &

unicode@RTL.RTL : Input ficld does not allow Unicode/UTF-8 characters before ‘(@ symbol 1.e.
“local-part” of an email address.

First name or full name

Test MailID -9

Email

First name or full name

v £ -
asuAlAA @sua. ng|

Test Mail ID - 3

A part followed by ‘@’ should not contain the symbol "a".
Email

IaTI@SIe=a. 4G
- First name or full name
art followed by ‘@' st t contai ymbol T, =
SUBSCRIBI| A part followed by ‘@’ should not contain the symbo | Test Mail ID - 5
@ Edit Email
S e @5 |

SUBSCRIB A part followed by ‘@’ should not contain the symbo T,




Observation — EAI

Category ascii@idn.idn and ascii@RTL.RTL: Though end to end testing is passed but
domain part is converted to A-Label (Punycode) and stored instead of U-Label in database

Accept Test

First name or full name

Test Mail ID - 2

Email

@}EV/-\RlS
Evolutionary Al

Display Test & End-to-end Test

||nfoevar|s@€|?!TﬁEﬂRﬁI

SUBSCRIBE

Store Test

¥ name

Delete Test Mail ID - 1

Delete Test Mail ID - 2

ith selected: 7 Edit

email

kulkarni.swati12@gmail.com a651944bc2

token

infoevaris@xn-- c09438f4ad
c2bd4bq1db8d.xn--h2brj9c
#c Copy @ Delete =} Export

Email Address In Your we
-
BiesY PR
(3wt (35)
5 ¥ -
EPUER
T FSTAE 5]
& tee
s
Y HosRY
6 Sg-vimt

T9T§-E (35)

fuE ot v|Q B¥lv|om tee e =

v || e |[ &

pgEN Al [1 - 10] @ » i 3w

e Welcome

Newsletter

This message confirms your subscription to our newsletter. Thank youl

Change your profile

http://35.196.16.59/newsletter/

+ 2 2uiEd g e oY




Additional activities undertaken 7 e

We have written emails to the plugin(s) provider regarding IDN, EAI
support. The response from the plugin vendors is provided in the pdf file
under respective plugin folder.

Additional 18 plugins were explored for possible UA readiné

DD
u ¥



file:///D:%5C27FEB2021%5CUASG%2520Report%252022JAN2021%5CFinal_version_google_docs
file:///D:%5C27FEB2021%5CUASG%2520Report%252022JAN2021%5CAdditional%2520plugin%2520exploration

3 3 =/~
Recommendations: |‘ C)V’\R'S

* Current version of UASG004 document needs to accommodate the negative test
data so as to confirm the user input validation of Internationalised identifiers.
= Test data having Label (> 63 octets, A-label if IDN) or full domain (> 255 octets, A-label if IDN)
= Non-permitted characters
= Hyphen at beginning and /or at the end of label
= Mixing of scripts
= Confusingly similar character’s
= Test cases to figure out whether IDNA 2008 or IDNA 2003 protocol is implemented

* More awareness campaigns needs to be spread for use of valid TLD, since it is

commonly observed that none of the plugin developers are referring to the list of
valid TLD tables.



3 3 =/~
Recommendations: |‘ C)V’\R'S

e Recommendations to W3C

= Making HTML tags namely for URL and Email to support Internationalised identifiers, since
current HTML Email tag doesn’t support UTFS8 characters before ‘@’ symbol i.e. “mailbox

name ”, “local-part”, “account name”, “username”, “UTF-8 part”.

It 1s recommended that user input should be stored in as it is which can be used
for searching, comparing and easy use of the user to understand.

e Recommends to have Test Suite/Validator for valid Internationalized i1dentifiers
and implementation of IDNA (2003/2008) protocol.



Remediations:

* To make Domain Name as UA ready (B-level to A-level):
= Punycode (A-label) test-data sets fails in P2T (Process on output) and DT(display test)

= ]deally information/data must be Validated and Stored in U-label so that it will be display in
UTF-8 (U-label)

* To make Email as UA ready (C-level to A-level):

= HTML <input> element with "type" as “email” should be suitably modified to accept Unicode /
UTF-8 characters before ‘@’ symbol i.e. local part of an email address.

= Wherever developers use HTML <input> element with "type" as “text” for email entry, instead of
using regex/pattern (most suitable for ASCII), IDNA 2008 or latest API/protocol should be
implemented.
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=
Remediations: 1|, QV’\R'S

* Increased UA awareness and campaigns for developers and technical community.

* Providing Plug-n-play solution without botheration to developers about UA
readiness.

* Increased use of IDN, EALI:

= By instituting awards for UA readiness — registries, registrars, service providers, policy makers.

= Pledging by Government for promotion & proliferation of IDN, EAI by setting time bound
examples.

= May be GAC members to monitor and present status.



@EV/-\R|§
EEEEEE ionary Al

We would like to thank UASG committee for giving us
opportunity to work and for providing all the requisite support

for successful execution of the project

www.evaris.in | www.evarissystems.com



