
Data Sensitivity Analysis
Part 2

Recursive Resolver Data



Measurements

1. Examine recursive resolver top NXDomain TLDs strings against root data
a. Compare using a sorting function of total query volume per TLD
b. Compare using a sorting function of distinct source IPs per TLD
c. How do these ranking functions compare: a.) between roots and b.) between RRs and roots

2. Examine how recursive resolvers top NXDomain TLDs compare to each other
a. Rank ordering
b. Overlap



Total Query Volume per TLD and rank
● Power law distribution 

at all observation points

● Curve flattens 
significantly after top 50 
TLDs based on query 
volume at all 
observation points



A and J Root Servers Compared to a Public Recursive
Using Total Query Volume per TLD Ranking as a Function



A Root Ranks vs. J Root Ranks

● Decent correlation at lower ranks 
between A and J.  Correlation disperse a 
similar point in which the power law 
curve flattened from previous slide.

● Overlap of 183 TLDs between two roots 
and each root having a unique 183

● Missing TLDs more common as rank 
approaches 1000



A Root Ranks vs. J Root Ranks (Log Normalized)

● It really doesn’t make sense (or matter) 
if TLD X is 447 at A and is 572 at J.  

● Using a log transformation of the Rank 
will create more “bins” in which you can 
better compare rankings with 
exponentially increasing bin sizes

● Better visualization that there is decent 
correlation by applying better bins

● Also indicates that measurements trying 
to do overlap analysis will likely suffer 
from some noise due to arbitrary cutoff 
of N (e.g. TLD is rank 997 at A but 1002 
at J)



A Root Ranks vs. Recursive Using Query Volume Sorting 

● Clearly little to no correlation of top N 
between a root server and this recursive 
resolver.

● 570 TLD strings were unmatched in the 
two top 1K lists

● Some initial evidence things might be 
very different between these entities in 
the DNS ecosystem



A Root Ranks vs. Public Rec. Using Query Volume Sorting 

● Mapping of top 50 TLDs seen at public 
recursive to top 50 TLDs seen at A root

● Some align but a fair amount don’t have 
any corresponding match



J Root Ranks vs. Public Rec. Using Query Volume Sorting 

● Again - clearly little to no correlation of 
top N between a root server and this 
recursive resolver.

● 583 TLD strings were unmatched in the 
two top 1K lists 

● more evidence things might be very 
different between these entities in the 
DNS ecosystem



J Root Ranks vs. Public Rec. Using Query Volume Sorting 

● Mapping of top 50 TLDs seen at public 
recursive to top 50 TLDs seen at J root

● Again some align but a fair amount don’t 
have any corresponding match



A, J, and L Root Servers Compared To Public Recursive
Using Distinct Source IPs per TLD Ranking Function



Venn Diagram of A, J, and L Roots and Public Recursive

● Overlap between root letters is very high 
(compared to ranking by total query 
volume).

● Large number of top TLDs observed at 
public recursive are not observed at any 
of the root letters

● Venn below shows root overlap a bit 
easier



A and Public Recursive Resolver Rank Matches

● Correlation between A root and public recursive top 
TLDs using the source diversity ranking function is 
much stronger than total query volume (slide 7)

● Fewer unmatched TLDs (346 vs 570A or 583J).
● Unmatched TLDs are further down in the tail
● Some of the unmatched are because of the 

change in ranking function
○ The “bwrouter” is ranked 33 at A root when 

sorted by total query volume yet it doesn’t 
make the top list for L root by source 
diversity.  

○ High query volume domains with small 
sources are not going to make this style of 
list

○ Potential impact to identifying “easier to 
remediate” domains



A Root Ranks vs. Public Recursive Using Source Diversity 

● Mapping of top 50 TLDs seen at public 
recursive to top 50 TLDs seen at A root

● Again some align but a fair amount don’t 
have any corresponding match

● Top 50 TLDs observed at public 
recursive but not in top 1K for A root


