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Thank you very much, Mr. Chairman, and I appreciate your holding this oversight hearing to explore ways to address internet domain name fraud through new criminal and civil enforcement tools.  The issue of internet domain name fraud is not a new one for our Subcommittee, but we have just begun to embark on an effort to find some legislative solutions. 


We have already documented, through a series of hearings, how inaccurate WHOIS data hampers law enforcement investigations, facilitates consumer fraud, impairs copyright and trademark protection, imperils computer security, enables identity theft, and weakens privacy protection efforts.


Although the Commerce Department appears to recognize the problem of inaccurate Whois data, the time has come for Congress to act.  Through Sections 303 and 305 of H.R. 2752, Mr. Conyers and I took one stab at crafting a solution.  However, after taking into account various criticisms, including privacy concerns, Chairman Smith and I decided to try a different approach.  Therefore, we introduce the bill before us today which  uses a similar underlying principle – that of penalizing those who submit false or misleading domain name information, while addressing the privacy issues.  I believe this legislation will start to rectify the problem of inaccurate Whois data.  

This legislation focuses on three initiatives.  The first provides for a sentencing enhancement when an individual uses false or misleading data in furtherance of a criminal offense.  The other two provisions entail amending the copyright and trademark statutes to allow for an enhanced penalty for a civil violation committed in connection with the provision of false contact information. 


These are good initial steps.  This legislation is crafted in a way that targets only the “bad actors” who register false or fraudulent domain name contact information in furtherance of a violation of law.   Furthermore, this legislation provides for the possibility of increased damages in civil copyright and trademark infringement cases where false or misleading information is used knowingly by the registrant most often in his attempt to avoid detection.  I do have some concerns that the bill lacks a specific mandate to the sentencing commission to craft appropriate sentencing enhancements.  I would hope to strengthen the bill by including such a  directive before we get to mark-up.


In last year’s hearing on Whois, the FTC testified that traditional scams such as pyramid schemes and false product claims thrive on the internet.  They explained that  “It is hard to overstate the importance of accurate Whois data to our internet investigations.”  One of the first tools they use to investigate these scams and identify wrongdoers is the Whois database.  Inaccurate data severely hampers their law enforcement, consumer protection and investigative abilities.  


Another example of the effects of providing false or misleading information relates to the spam problem.  Those of us who just voted a few months ago in favor of the do not spam legislation will realize the implication of the following FTC operation.  


The FTC and its enforcement partners performed a “sting” operation to test compliance with the “remove me” or unsubscribe options.”  From e-mail forwarded to the FTC’s database of unsolicited commercial e-mails by the participating agencies, they culled more than 200 e-mails that purported to allow recipients to remove their name from a spam list. The agencies set up dummy e-mail accounts to test the pledges. They discovered that most of the addresses to which they sent the requests were invalid. Most of the “remove me” requests did not get through. Based on information gathered through this operation, the FTC sent 77 letters warning spammers that deceptive “removal” claims in unsolicited e-mail are illegal. They sent the letters to addresses listed in the Whois database.   Sixteen of the 77 letters, or approximately 21 percent, were returned to the FTC because the addresses in the Whois database were inaccurate. Faulty Whois data seriously imperils the effectiveness of the legislation we just passed.


 
It is for this reason that, while I support the legislation, I believe we have not gone far enough.   The only complete solution would hold the registrars accountable for inaccurate Whois information.  We should craft legislation mandating that registrars comply with their Registrar Accreditation Agreements which require verification and periodic re-verification of the information.  This should not be difficult; the registrars are already contractually bound to do so, but neither the Commerce Department nor ICANN seem willing to enforce these contracts.   As we move forward with this legislation I will seek to place just such responsibilities on registrars. 


 
If you are so inclined, Mr. Chairman, I welcome the opportunity to work with you to further refine this legislation.  I urge my colleagues to support this legislation and yield back the balance of my time.
