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Service Expectations of Root Servers Operators
Preface

This is an Advisory to the Internet Corporation for Assigned Names and Numbers
(ICANN) Board of Directors and the Internet community more broadly from the ICANN
Root Server System Advisory Committee (RSSAC). In this Advisory, the RSSAC defines
a set of service expectations that reetserver-operatorRSOs must satisfy.

The RSSAC seeks to advise the ICANN community and Board on matters relating to the
operation, administration, security and integrity of the Internet’s Root Server System.
This includes communicating on matters relating to the operation of the Root Servers and
their multiple instances with the technical and ICANN community, gathering and
articulating requirements to offer to those engaged in technical revisions of the protocols
and best common practices related to the operational of DNS servers, engaging in
ongoing threat assessment and risk analysis of the Root Server System and recommend
any necessary audit activity to assess the current status of root servers and root zone. The
RSSAC has no authority to regulate, enforce, or adjudicate. Those functions belong to
others, and the advice offered here should be evaluated on its merits.

A list of the contributors to this Advisory, references to RSSAC Caucus members’
statement of interest, and RSSAC members’ objections to the findings or
recommendations in this Report are at the end of this document.

RSSAC001v2 was approved by the RSSAC on +H/26/2604MM/DD/YYYY. It was held
for publication in tandem with a RFC by the IAB specifying the DNS Root Name Service
Protocol and Deployment Requirements. In Beeember2045MM YY Y'Y, the IAB RFC
was published as RFC 77267720 TBD].
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1. Introduction

Domain Name System (DNS) infrastructure includes elements known as Root Name

Servers (“Root Servers”) This document deserrbes—t-he—bes-t—pr&et-ree—seﬁree-meﬁéed-by-

m&%&Mdeﬁnes the service expectatlons that Root Servers

and root server operators (RSOs) are expected to meet as they provide root name service
to the Internet community.

This document recognizes earlier guidance in the implementation and operation of Root
Servers (RFC 2010,' 2870,” 7720°)454f6%, and the part such guidance has played in the
development of the DNS as a whole.— Earlier guidance provided detailed requirements on
the technical implementation of root name servers that was useful at the time it was
written. However, technical approaches for deploying authoritative-only DNS servers
have advanced since that time, and there is a useful diversity of implementation evident
in the root server system as a whole today that would not be possible if the strict advice in
earlier documents were to be followed precisely.

This document highlights that a diversity of approach is desirable in the root server
system, and replaces earlier direction on implementation with a set of service

expectations that reotserver-operatorR SOs must satisty.

RFC 28767720 is updatedobsoleted by RFC 7726[ TBD]444,*; which defines the protocol
requirements and some deployment requirements for the Root Name Service.

In the remainder of this document each expectation is designated with an alphanumeric
identifier (e.g., E.3.1-A) followed by a succinct description of the expectation itself in
bold type. Paragraphs following each expectation provides further descriptive text and
possible ways the expectation may be satisfied.

2. Service Provided by Root Servers

At the time of writing there are thirteen Reet-Serversroot server identifiers, operated by
twelve dlfferent RSOGfg&ﬂ-l—Z-&t—lﬁﬂSS —Reet—Sewers—are—n&med%R@@?—S—E—R‘éE—RS—N—E?

! Manning, B., & Vixie, P. (1996). RFC 2010. Operational Criteria for Root Name Servers.

? Bush, R., Karrenberg, D., Kosters, M., & Plzak, R. (2000). RFC 2870. Root Name Server Operational
Requirements.

3 Blanchet, M., Liman, L-J., 2015. RFC7720. DNS Root Name Service Protocol and Deployment
Requirements.

4 add link

RSSACO001-v242



Service Expectations of Root Servers Operators

fe—rne}mdﬁ&l—mffasffue&rfe—e}emeﬁfs— An RSO 1s an orgamzatlon respons1ble for
managing the root service on IP addresses specified in the root zone and the root hints
file. A "root server identifier" is a DNS name associated with IP addresses in the root
zone and the root hints file. These names are currently A. ROOT-SERVERS.NET through
M.ROOT-SERVERS.NET, and are often referred to by letter (e.g. "L-Root"). A "root
server" is the infrastructure maintained by a root server operator to provide the root
service at the [P addresses associated with a root server identifier. The infrastructure used
to run a root server is distributed across numerous geographic sites. A root server
"instance", or an "anycast instance", is the portion of a root server's infrastructure that
serves root data at one site.

From a protocol perspective, a Reot-Serverroot server is a DNS name server that provides
authoritative-only DNS service for the root zone-#.— Such name servers receive queries
from clients using the DNS protocol{81° and provide appropriate responses. Clients of
ReetSersversroot servers are, for the most part, caching DNS resolvers that send requests
to authoritative-only servers in response to queries they receive from stub resolvers.

Root Sservers also serve additional zones. -All Reet=Serversroot servers are authoritative

for the ROOT-SERVERS.NET zone-and-etrrently-twelve-of the-thirteen-are-authoritative
for-the ARPA-—~zene’.

The root zone of the DNS was signed using DNS Security Extensions (DNSSEC)+21" in
July 2010. -Root Sservers support the corresponding DNS protocol extensions’ {3+ when
sending responses.

Each Rroot Sserver listens for queries on a set of IP addresses that are globally unique,
and that are dedicated for use by that Rroot Sserver identifier. -At-the-time-ofwriting
llseme Rroot Sservers listen-en-a-single-1Pv4-address;-and-some-listen on both a single
IPv4 address and a single IPv6 address.— Root Sservers are-renumbered-occasionally
change their IP addresses, although such events are not frequent.'® Changes in service
addresses for Rroot Sservers are coordinated by the IANA Function" as part of the
normal Rroot #Zzone Mmanagement process.

5> Mockapetris, P. (1987). STD 13, RFC 1034. Domain names - concepts and facilities.
6 Mockapetrls P. (1987) STD 13, RFC 1035. Domain names - 1mp1ementat10n and specification.

8 Arends, R. Austem R, Larson M. Massey, D., & Rose S. (2005). RF C 4033. DNS Security
Introductlon and Requlrements

? Arends, R., Austein, R., Larson, M., Massey, D., & Rose, S. (2005). RFC 4035. Protocol Modifications
for the DNS Security Extensions.

' For example, an IPv6 addresses was added to D-Root on 2011-06-10, and to I-Root on 2010-06-17.
F-Root’s IPv6 address was renumbered on 2008-01-22. A summary of historical addressing changes can be
found at http://www.root-servers.org/

" Internet Assigned Numbers Authority, http://www.iana.org/
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3. Expectations of Root Server Operators

This document describes the expectations placed upon RSOs as part of the service they
provide. An RSO should make all reasonable efforts to satisfy these expectations. When
unable to satisfy a particular expectation, the RSO should document the reason.

3.1 Infrastructure

[E.3.1-A] IndividualEach Reot-Server-OperatorRSOs areis expected to publish-er
eontinwe-to-publish operationally relevant details of their infrastructure®, including
service-delivery locations, addressing information and routing (e.g., origin
autonomous system) information.

The public availability of this technical information facilitates troubleshooting and
general operational awareness of Rroot Sserver infrastructure by the Internet technical
community. The granularity of this information is limited to the publicly exposed service

and at the comfort level of the Reet-ServerOperatorRSO.

A summary of all information published by RSOs can be found in Section 4 of this
document.

[E.3.1-B] IndividualEach ReetServersRSO willis expected to deliver the service in
conformance to IETF standards and requlrements as described in RFC 7:/—29[TBD]

foundHnataterseetion
RSSACO01-v242
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RFC 7720[TBD] describes the protocol and deployment requirements for the DNS root
name service. An RSO is expected to provide the service in compliance with the
requirements outlined in RFC [TBD].

[E.3.1-C] Each RSO is expected to notify the Internet Community of
service-impacting operational changes.

Changes such as adding or removing IPv4/IPv6 addresses have an impact on DNS
implementations and systems such as DNS resolvers.

RSOs are expected to announce changes that affect the RSO’s service with sufficient
advance notice. The amount of advance notice should be appropriate for the expected
impact on deployed systems.

3.2 Service Accuracy

[E.3.2-A] Each RSO is expected to implement the current DNS protocol and
associated best practices through appropriate software and infrastructure choices.

An RSO is expected to choose hardware, software, and other components that allow it to
meet the protocol and deployment requirements specified in RFC 7720[TBD].

[E.3.2-B] Each RSO is expected to accurately serve the IANA root zone.

This expectation is tied to principle #2 from RSSACO055, which states: “IANA is the
source of DNS root data. RSOs are committed to serving the IANA global root DNS

RSSACO001-v2
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namespace. Root servers provide DNS answers containing complete and unmodified DNS
data, including DNS Security Extensions (DNSSEC) data.” An RSO will not modify,
remove or add records from the root zone provided by IANA via the Root Zone
Maintainer (RZM).

[E.3.2-C] Each RSO is expected to serve up-to-date zone data.

An RSO is expected to make best/reasonable efforts to obtain and always serve the latest
version of the root zone as published by the RZM. No artificial or unnecessary delays
should be added to the propagation of new zone versions throughout the operator's
infrastructure.

[E.3.2-D] Each RSO is expected to serve root zone data as validly distributed by the
RZM.

An RSO is expected to serve root zone data provided by the RZM and to validate all zone
transfers to assure the integrity and authenticity of zone data. At a minimum, this means
use of Transaction Authentication for DNS (TSIG), which has been a requirement for
transfering zone data from the RZM since March 2002.

An RSO is expected to document any additional root zone validity checks they utilize or
implement, as well as how validity check failures are handled (e.g., serving most recently
valid data, notifying the RZM, etc).

3.3 Service Availability

[E.3.3-A] Each RSO is expected to deploy their systems such that planned
maintenance on individual infrastructure elements is possible without making the
entire service unavailable.

Thatis;-there-etightto-beno-plannedThere ought to be no planned maintenance

associated with the operation of any Root Server that would make the corresponding
service generally unavailable to the Internet.

RSSACO001-v242
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To date there has been no documented example of a simultaneous failure of all Root
Servers.— The DNS protocol accommodates unavailability of individual Root Servers
without significant disruption to the DNS service experienced by end users.— However
each reotservereperatorRSO shall employ best efforts in engineering and assign
appropriate resources that ensures a commensurate level of component redundancy for
the Root Server they operate.f

community:¥

3.4 Service GapabilityCapacity

[E.3.4-A] IndividualEach ReoetServer-OperatorsRSO willis expected to make all
reasonable efforts to ensure that sufficient capacity exists in their deployed
infrastructure to allow for substantial flash crowds or denial of service (DoS)
attacks.

i

Such events might present a significantly greater query load than the observed steady
state, and that abnormal load should be accommodated, where possible and within
reason, without degradation of service to legitimate DNS clients. As stated in the RSO
FAQ,"”: “Root servers may limit or prevent responses to queries used in attacks or that
otherwise cause a degradation of service to others. This is done only to protect the root

service 1tse1f or to protect th1rd partles targeted n reﬂectlon attacks Filtering-teehniques

3.5 Operational Security

[E.3.5-A] IndividualEach Reet-Server-OperatorsRSO willis expected to adept-or
eontinue-to-follow best practices with regard to operational security in the operation

of their infrastructure.

13 See https://root-servers.org/faqg/
RSSACO001-v2
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RSOs are expected to adhere to industry standard security practices. RFC 4778 (“Current
Operational Security Practices in Internet Service Provider Environments™) is an example
of such published practices.

[E.3.5-B] Each Roeet-Server-OperatorsRSO shallis expected to publish high-level
business continuity plans with respect to their Root Server infrastructure.

This provides confirmation to the Internet community that disaster recovery plans exist
and are regularly reviewed and exercised.

3.6 Diversity of Implementation

[E.3.6-A] Each ReetServer-OperatorRSO shallis expected to publish
documentation that describes key implementation choices (sueh-as-the-type-of-BDNS

software-used)-to allow interested members of the Internet community to assess the
diversity of implementation choices across the system as a whole.

Individual ReetServerOperaterRSOs make implementation decisions autonomously, but
in a coordinated fashion.— In particular, Reet-Server-OperatorRSOs collaborate to ensure
that a diversity of software and related service-delivery platform choices exists across the
Root Server sSystem as a whole.— The goal of this diversity is to ensure that the system
as a whole is not unnecessarily dependent on a single implementation choice, which
might otherwise lead to a failure of the whole system due to a serious defect in a common
component.

There are many different ways that an RSO might express their diversity of choices,
including:
e Operating systems
Name server software
Routing software
Virtualization software
Server, routing, and switching hardware
Use of third-party providers
Network connectivity
I[P address resources
Geography
Skillsets of personnel

3.7 Monitoring and Measurement

[E 3 7—A] Each R&et—SefveFOpefatefRSO willis expected to adept—e%eeﬂﬂnﬂe—te

m%hm—thetHﬂfmstPuemfe—momtor elements w1th1n thelr own mfrastructure

The goal here lies in identifying failures in service elements and mitigating those failures
in a timely fashion.

RSSACO001-v242
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[E.3.7-B] Each Reet—SefveFGpefafefRSO wr}hs expected to adept—eieeeimnﬂe—te

perform measurements-e
those-measurements: J|
and publish statistics as specified in RSSAC002.

pfed-ueﬁoﬂ-ﬁeot—Seﬂfef—t-ra-fﬁe—l-eve}s- Each RSO is expected to pubhsh their own
RSSACO002 data on a daily basis. For more information, please see RSSAC002: Advisory

on Measurements of the Root Server System, available at <TBD>. A web page
<https://root-servers.org/rssac002> provides links to each RSO’s RSSAC002 data
location.

The Internet technical community is then able to gauge trends and other effects related to
production root server traffic levels. §f

3.8 Communication
3.8.1 Inter-Operator-Communication Between RSOs

[E.3.8.1-A] IndividualEach Roeot-Server-OperatorsRSO willis expected eontinue-to
maintain functional communication channels between-eaehwith the others in order
to facilitate coordination and maintain functional working relationships between
technical staff.

Emergency communications channels exist to facilitate information sharing between
individual Reet-Server-OperatorRSOs in real time in the event that a crisis requires it.

[E.3.8.1-B] AEach RSO is expected to regularly exercise all communications

channels-are-to-be-testedregularly.

To satisfy this expectation, an RSO should publicly confirm their participation in regular
tests of RSO group communication channels.

3.8.2 Public Communication
[E.3.8.2-A] IndividualEach Roeot-Server-OperatorsRSO shallis expected to publish

administrative and operational contact information to allow users and other
interested parties to escalate technical service concerns.

RSSAC001~v2
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4. Public Documentation

This document specifies that many aspects of the operation of individual Root Servers
that are expected to be published:

e Operationally relevant details of infrastructure, including service-delivery
locations, addressing information and routing information.

e High-level business continuity plans.

e Key implementation choices, such as the type-ef-DNS-software-deptoyeds of

hardware and software in use.
e Statistics based on query traffic received.

e Operational contact information of each RSO to allow escalation of technical
service concerns.

tsevwhere—ts-Hnked-tof ] .
Each RSO publishes their own RSSACO001 statements at a location they control. A web
page https://root-servers.org/rssac001/ provides links to each RSO’s published
RSSACO001 documentation.

5. Recommendation

Recommendation 1: The RSSAC recommends each rootserver-operatorRSO publish the
level of service they offer as an reetserveroperatorRSO to the Internet Community by
responding to each of the expectations detailed herein.

6. Acknowledgments, Disclosures of Interest,
Dissents, and Withdrawals

In the interest of transparency, these sections provide the reader with information about
four aspects of the RSSAC process. The Acknowledgments section lists the RSSAC
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caucus members, outside experts, and ICANN staff who contributed directly to this
particular document. The Statement of Interest section points to the biographies of all
RSSAC caucus members. The Dissents section provides a place for individual members
to describe any disagreement that they may have with the content of this document or the
process for preparing it. The Withdrawals section identifies individual members who
have recused themselves from discussion of the topic with which this Advisory is
concerned. Except for members listed in the Dissents and Withdrawals sections, this
document has the consensus approval of the RSSAC.
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6.2 Statements of Interest

RSSAC caucus member biographical information and Statements of Interests are
available at:
https://community.icann.org/display/RSI/RSSAC+Caucus+Statements+of+Interest.
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6.3 Dissents
There were no dissents.

6.4 Withdrawals

There were no withdrawals.

7. BibliegraphyRevision History

7.1 Version 1

The first version of RSSACO001 was published on 4 December 2015, and is available
at:https://www.icann.org/en/system/files/files/rssac-001-root-service-expectations-04dec1
5-en.pdf

7.2 Version 2

The second version of RSSACO001 was published on DD MM 20YY, and is available at:
TBD.

Changes include:

e Throughout - a number of grammatical and editorial changes.
Throughout - apply RSSACO026 lexicon to the document.
Throughout - changed endnote to footnote.

Section 3.1 - added Expectation E3.1-C

Section 3.3 - consolidate all expectations into one.

Section 3.4 - removed E.3.4.-B.

Section 3.6 - added explanatory text on E.3.6-A.

Section 5 - removed recommendation 2.

Appendix A - updated to match the latest list of expectations.

[4] Blanche
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esealate-techniealserviee-eoneerns:[E.3.1-A] Each RSO is expected to publish
operationally relevant details of their infrastructure, including service-delivery
locations, addressing information and routing (e.g., origin autonomous system)
information.

[E.3.1-B] Each RSO is expected to deliver the service in conformance to IETF
standards and requirements as described in RFC 7720[ TBD].

[E.3.1-C] Each RSO is expected to notify the Internet Community of
service-impacting operational changes.

[E.3.2-A] Each RSO is expected to implement the current DNS protocol and
associated best practices through appropriate software and infrastructure choices.

[E.3.2-B] Each RSO is expected to accurately serve the IANA root zone.
[E.3.2-C] Each RSO is expected to serve up-to-date zone data.

[E.3.2-D] Each RSO is expected to serve root zone data as validly distributed by the
RZM.

RSSACO001-v2
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[E.3.3-A] Each RSO is expected to deploy their systems such that planned
maintenance on individual infrastructure elements is possible without making the
entire service unavailable.

[E.3.4-A] Each RSO is expected to make all reasonable efforts to ensure that
sufficient capacity exists in their deployed infrastructure to allow for substantial
flash crowds or denial of service (DoS) attacks.

[E.3.5-A] Each RSO is expected to follow best practices with regard to operational
security in the operation of their infrastructure.

[E.3.5-B] Each RSO is expected to publish high-level business continuity plans with
respect to their Root Server infrastructure.

[E.3.6-A] Each RSO is expected to publish documentation that describes key
implementation choices to allow interested members of the Internet community to
assess the diversity of implementation choices across the system as a whole.

[E.3.7-A] Each RSO is expected to monitor elements within their own
infrastructure.

[E.3.7-B] Each RSO is expected to perform measurements and publish statistics as
specified in RSSAC002.

[E.3.8.1-A] Each RSO is expected to maintain functional communication channels
with the others in order to facilitate coordination and maintain functional working
relationships between technical staff.

[E.3.8.1-B] Each RSO is expected to regularly exercise all communications channels.
[E.3.8.2-A] Each RSO is expected to publish administrative and operational contact

information to allow users and other interested parties to escalate technical service
concerns.
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