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Agenda

1. Call to Order and Attendance

2. Administration
a. Approval of Minutes from Teleconference #1
b. Review of RSS GWG Chair Selection Process

3. Review of RSSAC037 and RSSACO038

4. Any Other Business
a. Review of Action ltems
b. Next Teleconference

5. Adjournment
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1. Call to Order and Attendance

Luis Diego Espinoza Sanchez ccTLD registries (via Country Code Names Supporting Organization) Representative
Peter Janssen ccTLD registries (via Country Code Names Supporting Organization) Representative
Kurt Pritz gTLD registries (via Registries Stakeholder Group) Representative
Hanyu Yang gTLD registries (via Registries Stakeholder Group) Representative
Ted Hardie Internet Architecture Board Representative
Geoff Huston Internet Architecture Board Representative
Hiro Hotta Root Server Operators Representative
Lars-Johan Liman Root Server Operators Representative
Brad Verd Root Server Operators Representative
Joe Abley Security and Stability Advisory Committee Representative
Tripti Sinha ICANN Board Liaison

Lito Ibarra ICANN Board Liaison (Alternate)
Naela Sarras IANA Liaison

Duane Wessels Root Zone Maintainer Liaison




2. Administration

a. Approval of Minutes from Teleconference #1

b. Review of RSS GWG Chair Selection Process
Two-week Nomination Period Opened: Tuesday, 3 March 2020

o Nomination via the mailing list. Candidates may provide statements via the mailing list
during this timeframe. Self-nomination is possible.

Two-week Nomination Period Closed: Tuesday, 17 March 2020

O Support staff confirm final slate of candidates on the mailing list
« Ted Hardie and Brad Verd

Election: Tuesday, 23 March 2020

o Support staff distribute secret electronic ballot to RSS GWG representatives for a vote.
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3. Review of RSSAC037 and RSSAC038
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A Proposed Governance Model
for the DNS Root Server System
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A Few Acronyms

RSS

» Root Server System

RS

* Root Server

RSO

* Root Server Operator

SF

» Secretariat Function

SAPF

» Strategy, Architecture, and
Policy Function

DRF

* Designation and Removal
Function

PMMF

» Performance Monitoring and
Measurement Function

FF

* Financial Function




Setting the Context and Expectations

3-year Effort * New work with RSSAC focus only

An initial draft « RSSAC is providing a starting
model point
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Our Initial Impetus

Accountability — Who is
holding the RSOs

accountable and for
what?
Global Engagement

/_ \ Continuity — How are we

assuring continuity of

service?
Multistakeholder
Approach
Who are the

stakeholders of the RSS

and RSOs?

&
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Workshop Timeline and What Happened

RSSAC Workshop1
Sep 23-24 2015
University of Maryland

- Evolution
- Accountability
- Continuity

RSSAC Workshop2
May 11-12 2016
Verisign

- Evolution
- Architecture
- Re-inventing RSSAC

- Early version of the
mind map is created

RSSAC Workshop3
Oct 11-13 2016
University of Maryland

- Evolution
- How Tall?

RSSAC Workshop4
May 2-4 2017
Verisign

- Who are we
accountable to and for
what?

- What are the
measurements of
accountability?

RSSAC Workshop5
Oct 10-12 2017
University of Maryland

Mind Map Concept
Papers

- SAPF
-DRF

- PMMF
-SF
-FF

RSSAC Workshop6
May 1-3 2018
Verisign

The proposed
governance model
comes together.
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Global DNS Root Service

1000+ DNS root server instances in the
global DNS root cloud

Cogent Communications
ICANN

Internet Systems Consortium
NASA Ames Research Center
Netnod

Réseaux IP Européens Network Coordination
Centre

University of Maryland

Top-Level
Domain

o0k wdh =~

~

Second-Level . . , ) ]
Domain 8. University of Southern California, Information

Sciences Institute

Subdomain 9. U.S. Department of Defense Network Information
Center

10.U.S. Army Research Laboratory
Individual Machine 11 _Verisign’ Inc.
12.WIDE Project and Japan Registry Services

5 -
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Root Server System Principles

r-To remain a global
network, the Internet
requires a globally
unique public
namespace.

£ IANA is the source of
DNS root data.

r°RSOs must operate with
integrity and an ethos
demonstrating a
commitment to the common
good of the Internet.

(The RSS must be a
stable, reliable, and
resilient platform for the
DNS service to all users.

*RSOs must be
transparent.

g Diversity of the root
server operations is a
strength of the overall

system.

Principle 4

r-ArchitecturaI changes
should result from
technical evolution and
demonstrated technical
need.

(«The IETF defines
technical operation of the
DNS protocol.

Principle 6

*RSOs must collaborate
and engage with the
stakeholder community.

*RSOs must be
autonomous and
independent.

r°RSOs must be neutral
and impartial

Principle 11
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Scope of Proposed Model

ROOT ZONE PROVISIONING, DISTRIBUTION,

AND RESOLUTION
Provisioning Resolution
Change
Requests Queries
IANA
coce —> Function &— oo

DNS
RESOLVERS

TLD
OPERATIONS $ ;, G—>

root zone
Root Zone
Maintainer

Distribution servers Anycast sites

o
C
&
Q S
-
=
(7]

J

Responses

000000006
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Model Design Principles

Separation of
Functions

Avoidance of
Conflicts of

mterest

The Model

1% | 14
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Stakeholders

) |15

NNNNN



Governance: An Interplay of Three Constructs Operating in Parallel

THE MODEL

b Governance
STAKEHOLDERS

@200
T

J ) ) )

Strategy,
Architecture, &

Designation Performance
& Removal Monitoring &
Function Measurements
{DRF) Function (PMMF)

Financial
Function

Policy Function (FF)

(SAPF)

Secretariat

Function
(SF)

DNS Root Sources

\ root zone

Performance [ Designate
@** " D

root-servers.net zone

.

» DNS Root » Onboarding & Remove
Operations Offboarding Operator

5 -
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Governance: A Balance and Interplay of Separate Functions

SAPF

DRF SF

Governance

PMMF FF
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Secretariat Function (SF)
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Strategy Architecture and Policy Function (SAPF)

Strategy

stakeholders a strategic
vision for the RSS.
Examples of such groups
include the ICANN Board,
IETF/IAB, SSAC, and
RZERC.

( Coordinating with other )

7

Strategizing about how to
incorporate emerging
technologies and how to
sunset those technologies
that are becoming

\

Architecture

4 D

Ensuring that the guiding
principles of the RSS and

RSOs remain embedded in
technical and operational
architectures.

Defining system-wide,
externally verifiable metrics

to demonstrate that the
RSS as a whole is online.

\. J

4 )

...and many other

obsolete.

\ J
4 A
...and many other
responsibilities.

\ J

responsibilities.

Policy

( )

Operationalizing the
minimum levels of
performance developed in
the SAPF architecture

stream, and
communicating this
kinformation to the PMMF. )

( )

Articulating policy on
handling any grievances

concerning an RSO or the
RSS

. J

( )

...and many other

responsibilities.

6 .
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Designation and Removal Function (DRF)

e
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Performance Monitoring and Measurements Function (PMMF)

A sample of what could be measured and monitored

‘ Bandwidth
Queries
processed

RSO Technical Non-technical
Metrics Parameters

RSS Metrics

=2 | 21
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Financial Function (FF)
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Financial Function (FF)

Model
Implementation
Costs $$
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Introducing BPQ — A Proposed RSS Capacity Indicator

Bandwidth e

e

Packets per second e » B PQ
4

Queries per second Q

‘@ | 24
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Determining the Cost for the Value of BPQ

Cost for

Costed using industry
standard cost
determination
methodologies

the
value of
BPQ

) | 25

NNNNN



Estimated Cost of the Model

Cost for

the value
of BPQ
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Manifesting the Model: A Set of Three Recommendations

THE MODEL

b Governance
STAKEHOLDERS

@200
T
) ) ) )

Strategy,
Architecture, &

Performance
Monitoring &
Measurements

Designation
& Removal
Function
{DRF)

Financial
Function
(FF)

Policy Function

(SAPF) Function (PMMF)

Secretariat

Function
(SF)

DNS Root Sources

\ root zone

Performance [ ) Designate
@%* " - D

root-servers.net zone

\

» DNS Root » Onboarding & Remove
Operations Offboarding Operator
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RSSAC038 Recommendations

Recommendation KE RSSAC recommends that the ICANN Board
initiate a community process to produce a final
1 version of the Model for implementation.

Recommendation B Use the provided methodology (or a similar one)
9 to cost out the implementation and operations of

the Model.

* Implement the Model based upon the principles
of accountability, transparency, sustainability,
and service integrity.

2 | 28
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Scenarios — Testing the Model

Designation

Voluntary Resignation
Poor Performance
Catastrophic Shutdown
Rogue Operator

b=
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1. Designation
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@ [ ]

ICANN

PERFORMANCE

STRATEGIC
SECRETARIAT CONTRACT MONITORING DESIGNATION REMOVAL
RSO CANDIDATES FUNCTION (SF) HOLDER (CH) MEASUREMENT AR(;S:;TICE_EBL;IF}E:S;.)ICY FUNCTION (DRF)
FUNCTION (PMMF)
Identifies RSS
! augmentation
| needs and Tasked by
determines the SAPF
| number or
range of RSOs
! Designation
Receives Requests
notification of - application from
opportunities candidate RSOs
' i
Applies to | Receives
become an 1 applications
RSO ! pp
| |
Requests
| PMMF to
v evaluate
Evaluates the applications
; Candidates and
their Evaluates
| applications PMMF
I candidate
! reports and
! makes
determination
i ]
Makes
i recommendation
! to the ICANN
| Board on the
designation of
| the RSO
Establishes
contract with ;
new RSO

ICANN BOARD

(BOARD)

Makes decision
and instructs
IANA to add the
operator to the
DNS root
sources

IANA FUNCTIONS
OPERATOR (IANA)

IANA updates
root zone
service data

[]

Adds new RSO

Instructs
contract holder
to establish
contract

!

Informs SF of
new RSO
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2. Voluntary Resignation
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TN NI

SECRETARIAT CONTRACT } MONITORING 1 } DESIGNATION AND ICANN BOARD } IANA FUNCTIONS
RESICHINGRSO FUNCTION (SF) HOLDER (CH) \ MEASUREMENT [ AR?:BIJCE:.CIELUNR(ES:&I;'CY 'REMOVAL FUNCTION (DRF) (BOARD) \ OPERATOR (IANA)
.~ FUNCTION (PMMF) | } ;
[ [ I I | [
| | | = | | |
I [ | Receives \ I \
S | o 1 } } resignation } } }
communlcatlon .. o1 Receives | [ [ intent from RSO [ I [
the intent to resign : | reginaton | . landengagesin } : }
| : notification from : \ [ dialogue \ 1 \
Confirms intent, : | RSO | } } } { }
determines the plan | fTT T ) | \ | w |
of events, sends : : : } | }
formal resignation I [ \ \ 1 \
letter : } } Receives : : }
| ! ! ! formal } 1 \
| | | request to | | }
| | | i | | |
I \ \ resign \ I \
| | | | | |
| v 1 | ¥ \ | Tasked by 1 |
! Receives Receives } Receives } } SAPF : }
: notification notification } notification } } l i }
I \ ¥ | \ I \
I l _ \ Gathers the | Predicts the impact of | | Afetziuﬁg:;;ze I \
: Notifies } latest ~|resignation on the RSS| | o ugest and } }
! existing \ monitoring \ and makes \ q 1 !
i RSOs ‘ information ‘ recommendations | elneedion ] ‘
; } } } the SAPF } }
| | | | | |
[ [ [ [ l [ [
: : } : Makes } Makes }
I [ [ [ recommendations to [ decision and [
: } } } the ICANN Board on 1 instructs IANA } lalNatpoates
i : ‘ : ] ‘ Root Zone
| ‘ ‘ ‘ the removal of the ] to remove ‘ Service Data
| | | | operator from DNS | operator by |
: } } } sources j certain date }
| | | | | |
| | | | | |
| | | | | |
I Terminates \ | \ I Instructs \
| existing contract } } } .| contract holder }
: with RSO if \ \ | I | to terminate the |
| applicable } } } } contract }
| | | | | |
| | | | | |
| | | | | |
| | | | | |
: Removes RSO 1 1 1 1 Informs SF of }
| | ‘ | | removal |
| | | | | |
| | | | | |
[ ) [ )
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3. Poor Performance
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POOR PERFORMING RSO

PERFORMANCE

STRATEGIC

RSO makes

Improvement “‘

Receives the
communication
and seeks to

improve
performance by
certain date

l

Makes

SECRETARIAT FUNCTION CONTRACT HOLDER MONITORING DESIGNATION REMOVAL
7] (CH) MEASUREMENT FUNCTIoN ARCHITECTURE POLICY FUNCTION (DRF)
FUNCTION (SAPF)
(PMMF)
T
| a
Monitoring | Internet
shows clear [ Community :
signs of a failing - — T
RSO I | SAPF of RSO |
I performance |
l : [ problem |
| eSDTTTC
Preparesand [ _ _I |
sends [ Receives
notifications with : notifcation Tasked by SAPF
supporting data |
| !
= I Receives
Verifies | g
erformance ! euneatenich Studies the data
= performance
improvement improvement
|
No. e RSO in criti
state?
Receives -
notfication Yes

improvement if
any

Removes RSO

Produces RSO
Report

Terminates any
existing contract
with RSO if
applicable

Receives report -——»

No.

Yes

by certain date?

Determines the

Makes
recommendations
to the ICANN

predicted impact
of removal

Board on the
removal of the
operator from DNS
sources

— > toremove

ICANN BOARD
(BOARD)

Makes
decision and
instructs IANA

IANA FUNCTIONS
OPERATOR (IANA)

operator by
certain date

!

IANA updates
Root Zone
Service Data

Instructs
contract holder
to terminate the

contract

)

Informs SF of
removal
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4. Catastrophic Shutdown
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PERFORMANCE

RSO WITH CATASTROPHIC | SECRETARIAT FUNCTION CONTRACT HOLDER MONITORING ARCHI?EE?IJIIE??EIIEOLICY DESIGNATION REMOVAL ICANN BOARD IANA FUNCTIONS
SHUTDOWN (SF) (CH) MEASUREMENT FUNCTION FUNCTION (DRF) (BOARD) OPERATOR (IANA)
FUNCTION (SAPF)
(PMMF)
Notifies SAPF of ~  Receives
. P——————— -~ notification and
catastrophic | Observes | .
. engages in
shutdown | catastrophic | et
| | continuity plan
| shutdown of an F-——t—- > dialogue
| RSO and |
Works to I notifies SAPF |
resume Fm—————= - Is it
5 - No
operation by coverabl
specified date * * * 5
Receives Receives Receives °s
notification notification notification Requests RSO Tasked by SAPF
to resume
operation by
specified date
Poor P
Performance
e Discus‘;es the
initiated Produces an Predicts the fai di
RSO report > impact »| failure an _ its
prognosis
Makes Makes
regcommendations decision and
to the ICANN instructs IANA IANA updates
Board on the to remove
_ »| Root Zone
removal of operator from Sorlice baia
the operator ' DNS sources
from DNS | by certain
sources date
Y
Terminates Instructs
existing contract| contract holder
with RSO if [ to terminate the
applicable | contract
\i
Removes RSO Informs SF of
removal
[ ) [ )
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5. Rogue Operator
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PERFORMANCE STRATEGIC

IANA FUNCTIONS
OPERATOR (IANA)

SECRETARIAT FUNCTION CONTRACT HOLDER MONITORING DESIGNATION REMOVAL ICANN BOARD
MELEEE et (SF) (CH) MEASUREMENT FUNCTION G AlUEEIE S e I FUNCTION (DRF) (BOARD)
FUNCTION (SAPF)
(PMMF)
Observes what Notified of
appears to be rogue RSO
rogue RSO activities
activities
¢ Y
Investigates and
publishes Tasked by
reports SAPF
Receives Attembts to
notification of |« resolve with the
concerns RSO
Remediates Considers RSO
issue or response or v
deadline passes lack thereof Makes
: Makes
l recommendations decision and
to the ICANN ;
2 Board on the instructs
IANA to
removal of
remove
the operator operatorb
from DNS P . y
certain date
sources
Finish
\i
Terminates Instructs
existing contract contract holder
with RSO if to terminate the
applicable contract
Y
Removes RSO Informs SF of
removal

Y

IANA updates
Root Zone
Service Data
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Thank you.

Questions?
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4. Any Other Business

a. Review of Action Iltems

b. Next Teleconference: Thursday, 2 April 2020, 22:00 UTC
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Adjournment

RSS GWG workspace: https://go.icann.org/rssqwgworkspace
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https://go.icann.org/rssgwgworkspace

