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About Shirak Technologies (SHTE)

Shirak Technologies is a technology partner headquartered based in Armenia focused on
IOT systems developments, business, and industrial solutions, as well as research,
development, and maintenance services of complex systems and software platforms.
Founded in 2001, the company has always been on the forefront of the high-tech industry,
backed up with innovations and inventions. We compete in a price-centric and innovation-
centric development environment, we invest and highly value education, corporate culture,
and exceedingly incentivize innovative thinking to promote an informed atmosphere among
teams and professionals.
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Introduction

This report outlines research and analysis conducted to determine the Universal Acceptance
(UA)-readiness of some popular identity platforms while using internationalized email
addresses (EAI) and email addresses with long top-level domains (TLDs). The findings of
this study will be used for future recommendations with an objective to improve UA.

Executive Summary

Universal Acceptance (UA) is the concept that all valid domain names and email addresses
should be treated equally. However, many Internet resources having traditionally developed
security validations and constraints that reject Internationalized Domain Names (IDNs) and
new long TLDs. While users have more choice in the domain name industry, the range of
validations and rules to filter identity formats on various platforms remain outdated. These
limitations prevent users from being able to use the domain name or email address of their
choice, which include those in local languages.

The obijective of this research is to identify UA-related gaps in a few of proprietary and open-
source identity platforms. The findings will help platform vendors and Internet-enabled key
players and applications become UA-ready in an effort to build a more inclusive Internet.

Test Methodology

The test was run on the front-end platform, HyeConnect, in a test environment (a social
network platform that works through invitations model). The integration of several identity
platforms with the HyeConnect social media platform was implemented: OKTA, Auth0Q, and
OpenlAM. Below are the supported versions:

Identity Platforms:
= Okta: version 2022.05.0
= AuthO: version 2202.03 (30269.1762)
=  OpenlAM: version 4.2.1.2

The tests were implemented as automated QA running on the test platform of HyeConnect,

written in Java and using the Selenium environment. The tests were run on different web
browsers:
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Browsers:
= Google Chrom: 102.0.5005.63
= Edge: 107.0.1418.35 (64 bit)
= Firefox: 90.0

Operating Systems:
=  Windows: Windows 10
=  Ubuntu: 22.04 LTS

Email Server:
= Microsoft Exchange, 2019 Server

The test cases include all major uses of the identity tools which deal with input, validation,
processing, storage, and display of the different categories of domain names and email
addresses identified as relevant for UA (including domain names with new TLDs, long TLDs,
IDNs, and email addresses with Unicode@IDN and Unicode @ASCII-domain-name).

As a result of the test run, the logs generated are the basis for further analysis and reporting.
The results of the categorized outcomes are provided to capture any possible gaps and are
tagged with pass/fail options. The list of bug reports will be included in the reporting
documentation. It will include the following results:
= Test results on whether the enabled identity platform supports authentication flow for
new gTLDs or IDNs with EAI.
= Test results on whether the enabled identity platform remembers/stores EAIl and new
gTLDs or IDNs.
= Test results on whether the enabled identity platform is able to work with all types of
URLSs in its own systems.
= Test results on whether the implementation of OAuth follows to underlying Open
Authentication standard requirements, “OAuth.”
= htips://en.wikipedia.org/wiki/OAuth for UA-readiness.

Test Cases
The following test cases were identified and ran within the scope of the given project:

Test 1:

Register new account on HyeConnect (signup flow)

Scenario: The registered user on HyeConnect invites a new user that has an EAI
account to get registered on the platform.

Applicability: HyeConnect applications ideally must allow usage of EAlI email addresses in
all steps of signup workflow: perform an entry of EAl and pass validation,
store, process, and visualize EAI. As a result, an invitation email is sent to the
invited user with EAI (a token for signup).

Step #1 : Visit invite page in user profile section of HyeConnect social network platform

and invite a new user to the platform by entering EAI account details and click
invite.
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Step #2 : Login to webmail of the given email account, check received HyeConnect
invite email, and click on the registration link (a token) in the mail body to get
signed up.

Step #3: The link will redirect user to a signup page on HyeConnect for a dialog.

Step #4: Fill in the necessary details and password to register a new account on
HyeConnect.

Test 2:

Authenticate the user account (sign-in flow)

Scenario: The user attempts to login into HyeConnect account having already
registered EAl account and access credentials.

Applicability: HyeConnect applications ideally must allow user to pass validation of pre-
registered EAl email address in signup flow to perform an entry of EAl and
pass validation, store, process and visualize EAI, while getting signed-in to
the platform.

Step #1: Visit home page of HyeConnect social network platform and click on sign-in
button.
Step #2: Enter EAI ID and password credentials to get signed in using pre-registered

email account.

Test 3:

Authenticate user account through forget password in HyeConnect

Scenario: The user may get authenticated while using their own EAI account in the
social network platform to reset the password.

Applicability: HyeConnect applications ideally must allow user to identify if EAl address
exists as a registered user to send a reset email to the given addressee for
resetting account password.

Step #1: Visit home page of HyeConnect social network platform and click on forget
password link.

Step #2: Fill in EAl account details in the mail prompt of forget password modal, and
click send.
Step #3: Login to webmail of the given email account, check HyeConnect link in the

mail body to reset password.

Step #4: Enter the new password and reset the password.
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Test 4:

Authenticate user account in HyeConnect through OKTA

Scenario: The user passes two-factor authentication using its own EAI account through
OKTA identity platform.

Applicability: HyeConnect applications ideally must allow user to validate its email identity
performing OKTA verification, and to sign in.

Step #1. Visit profile page of HyeConnect and in settings submenu, activate two-factor
authentication as well as identity type to use — OKTA.

Step #2: Sign out

Step #3: Visit home page of HyeConnect social network platform and click on OKTA
authentication.

Step #4: Sign in with pre-signed email account credentials (EAI) in webmail.

Step #5: Get 6-digit code from OKTA to enter and sign in.

Test 5:

Authenticate user account in HyeConnect through AuthO

Scenario: The user passes two-factor authentication using its own EAIl account and
AuthO identity platform.

Applicability: HyeConnect applications ideally must allow user to validate its EAl email
address in the first step and then on second step while performing AuthO
verification to sign in.

Step #1.: Visit profile page of HyeConnect, and in settings submenu activate two-factor
authentication as well as identity type to use — AuthO.

Step #2: Sign out

Step #3: Visit home page of HyeConnect social network platform and click on AuthO
authentication.

Step #4: Sign in with pre-signed email account credentials (EAI) in mobile App
Guardians.

Step #5: Get 6-digit code from app to enter in the prompt and sign in.

Test 6:

Authenticate user account in HyeConnect through OpenlAM

Scenario: The user passes two-factor authentication using its own EAI account and
OpenlAM identity platform.
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Applicability:

Step #1:

Step #2:

Step #3:

Step #4.

Step #5:

Test 7:
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HyeConnect applications ideally must allow user to validate its EAI email
address in the first step and then on second step while performing OpenlAM
verification to sign in.

Visit profile page of HyeConnect, and in settings submenu activate two-factor
authentication as well as identity type to use — OpenlAM.

Sign out

Visit home page of HyeConnect social network platform and click on
OpenlAM authentication.

Sign in with pre-signed email account credentials (EAI) in webmail.

Get 6-digit code from OpenlAM to enter and sign in.

Authenticate user account through 2-Factor (2F) authentication in HyeConnect using

OKTA

Scenario:

Applicability:

Step #1.

Step #2:

Step #3:

Step #4.

Step #5:

Test 8:

The user passes two-factor authentication using its own EAI account through
OKTA identity platform.

HyeConnect applications ideally must allow user to validate its email identity
performing OKTA verification, and to sign in.

Visit profile page of HyeConnect, and in settings submenu, activate two-factor
authentication as well as identity type to use — OKTA.

Sign out

Visit home page of HyeConnect social network platform and click on OKTA
authentication.

Sign in with pre-signed email account credentials (EAI) in webmail.

Get 6-digit code from OKTA to enter and sign in.

Authenticate user account through two-factor authentication in HyeConnect using

AuthO

Scenario:

Applicability:

Step #1:

The user pass two-factor authentication using its own EAI account and AuthO
identity platform.

HyeConnect applications ideally must allow user to validate its EAl email
address in the first step and then on second step while performing AuthO
verification to sign in.

Visit profile page of HyeConnect, and in settings submenu, activate two-factor
authentication as well as identity type to use — AuthO.
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Step #3:

Step #4:

Step #5:

Test 9:
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Sign out

Visit home page of HyeConnect social network platform and click on AuthO
authentication.

Sign in with pre-signed email account credentials (EAI) in mobile App
Guardians.

Get 6-digit code from app to enter in the prompt and sign in.

Authenticate user account through two-factor authentication in HyeConnect using

OpenlAM

Scenario:

Applicability:

Step #1:

Step #2:

Step #3:

Step #4:

Step #5:

Test 10:

The user pass two-factor authentication using their own EAI account and
OpenlAM identity platform.

HyeConnect applications ideally must allow user to validate its EAlI email
address in the first step and then on second step while performing OpenlAM
verification to sign in.

Visit profile page of HyeConnect, and in settings submenu, activate two-factor
authentication as well as identity type to use — OpenlAM.

Sign out

Visit home page of HyeConnect social network platform and click on
OpenlAM authentication.

Sign in with pre-signed email account credentials (EAI) in webmail.

Get 6-digit code from OpenlAM to enter and sign in.

Verify whether view/display/store of the characters in local language scripts are intact

Scenario:

Applicability:

Step #1:

The test is assigned to verify whether EAI is displayed in local language
scripts.

HyeConnect applications ideally must allow user to validate its EAI email
address in the first step and then on second step while performing OpenlAM
verification to sign in.

Visit profile page of HyeConnect, and in settings submenu, activate two-factor
authentication.
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Test Candidate Email Addresses

The list of email addresses as test candidates are given below.

# Name E-mail Comments

1 ua-sso-test] Ua-sso-testl@webmail testoxys
2 Arrmenian Ejthnuun-rpEuunl @ hwdplnhwlno-pllywnud-EEuun, hug
3 ASCl-alabel Arabic 2 gil-test L@ bga,  falidl- fo,all- 4, o ILTR)
4 Cyrillic NoYTa-TECTL@EYHMEERCAN BHO E-NPHHATHE -TECT. MO CKES
5 Devanagari %WWI@WWWU&WW
=} Ethiopic RGBT R TE LR A AR - ML R IF-0™ g com
7 Greek MhEkTpovLE -V ULe-So KAl @k aBohik-como oy -So kL, su
B Hangul DHEHAE 1O EHPIO[ SR HHAE 3=
9 Latin using .org email-epreuveli@épreuve-acceptation-universelle.org
10 Latin Email-testli@universales-akzeptanz-test.vermdgensheratung
1 Malayalar S0 00T TETG el €8 1L D T TG T 8 P T 101 o D6 TR -
@ TERIM. BINMo
12 nev-long, Long ASCI emmail-testl@universal-acceptance-test.international
13 new-short, Short ASCI email-testl@universal-acceptance-test.icy
14 Avrahic LAJUJ)QA,WLA’;JFL,[SA_G_-M-:LIﬁd@ldj;\ﬁhby-a_lﬁd (FTL)
15 Thaana com.;ﬂa—ﬁ;o—};: 3}-,;11”;@19;;,—‘9:?-:;/! (RTL)
16 Simplified Chinese B F RN 25 58 5 R SR B IR
17 Tamil L efT e (G 611 - (B 8F T Shemedl Limial LI TRl -6 L -
BF M SHansr. & m &L
18 | Telugu Daond- 88 1@chrDSS B -eR5rdho-H8 s arda
19 Thai Suanadaul@aanaaau. L
20 Tibetan ﬁw]'ﬁﬁa;q g-ﬂ'lliﬂﬁ"] @W:M'EQ'EM'?&!W zqsgs-COM
21 Traditional Chinese E 7B L @ R A S5
22 EmaiI—Epreuve1 Ernail-Epreuvel@épreuve-acceptation-universelle. arg
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Test Results and Findings

The pilot study was performed on the following identity platforms:
= Proprietary Identity Platform:
o OKTA
o AuthO
= Open-Source Identity Platform:
o OpenlAM

The front-end platform used is HyeConnect (www.hyeconnect.org)

= The test automation is developed and run on the Selenium platform. The code is
written in Java, running on www.hyeconnect.org platform, and performed validations
as per the test scenarios described in test cases section (test 1-9). Test 10 is
performed out of Selenium scope.

Selenium takes the email addresses from the external list (that can be updated at any time)
to run passing through all addresses and for each email address performing the following:

A. Send invitation

User Registration

Switch Authentication (to next SSO)
Login

Logout

Forget password

Login after password reset

OTMMUO®m

Send invitation, registration, forget password, and login after password reset, can be
performed on HyeConnect platform native authentication mechanisms. The platform can
sign up a new user in “invitation only” mode.

Switch Authentication means to register a new user through API to the given SSO platform
(e.q., register a new user in OKTA). Thus, with third-party SSO platforms, validation refers to
register a new use in SSO, login, and logout.

Below is the test report summary that is auto-generated on HyeConnect’s internal portal:
= MS Exchange cannot handle valid EAIs as a mail sender

HyeConnect platform is using invitation-based registration of the users by using MS
Exchange as a mail sender. The following mail addresses fail to send on MS Exchange
version 2019:

=  noyTa-Tect1@yHunBEpcalbHOEe-NMPUHATUNE-TECT.MOCKBA
= LDl6tTeuTEh & 6L-FCEFMG eI I@U CNGI-eJDL-FCEF TS 601601 SIS LI
= MS Office linkification issue

Microsoft Office cannot recognize and display EAIs with linkification as follows:
" ATLLHN-P N1 @UATAPE-TPOLTH-a7ne..com (Ethiopic)

» O|HYHAEI1@CH=0| =0 Q0| 8Lt EH A E Bt= (Hangul)
" 90600® - IG0160IWM1@IVIB@ 1d:-Il8:d0 @2
al@16URIWM.BIRMo (Malayalam)
ﬁﬂ'a%ﬁ'ng'ﬁgﬁl@ﬁ:m‘@m‘fwr}qn;q'ﬁgﬁ.com (Tibetan)
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The below are email formats it recognized and created links for:
= ua-sso-testl @webmail.testo.xyz
*  Ephnun-phunl@hwdpinhwtnip-nujuyniud-phun.huyg
= email-testl @Wk ) o, Jalil)-J gill-d, a5
=  noyTa-TecT1@yHuBEpcanbHoe-NPUHATME-TECT.MOCKBA
= SH-UATITL @A A - Feieh - aIaToT. HeraeT
= NAEKTPOVIKO-UARVUpa-0oKIun1@kaboAikA-a1TodoxA-00KIUA.EU
= email-épreuvel @épreuve-acceptation-universelle.org
=  Email-testl@universales-akzeptanz-test.vermégensberatung

email-testl @universal-acceptance-test.international
email-testl @universal-acceptance-test.icu

n ) ge JalBll-d plll-As i@ (5 S - g

= COMA3 23 prpl@ s r-5 v - pr—p

» BFEHENH1IeEEEANE. EEMR"

»  LHl6oT60T(6F &6V -CF MG 606011 @ CILITH|-6IMLI-CFIT&H6M60T. FIRISHLILLIT
" Q000S-HD0L 1@ A30rAN0E\S-e8d0-00E. 2P ES

= ’Smamaaul@sﬂmamaauﬂm
» EFEHARI@EEERR. 5E
=  Email-Epreuvel@épreuve-acceptation-universelle.org

&€ s> >4 ¢ o0 >

Some examples may be difficult to read, com..>23-@r—@l@ 5752502 g in
particular.

EAI Validation

Below are the findings related to EAl and IDN validations:

= HyeConnect platform initially was identified as supporting Latin-ASCIl email
addresses only. The development team modified the validation, data storage, and
data processing parts to support UA compliancy for sign-in, signup, forget password,
and change password. The given fixes eliminated the limitations of the platform to
enable the platform to accept EAI, Unicode@ASCII, IDNs, and long TLDs

= The below given Regex is a syntax for three languages (Dart, ReactJS and Java) to
be used as a reference scheme that one may use for EAIl validation. The given
reference relates to both backend and frontend designs:

Dart email validation:

String p = r"\p{LN\p{M}a-zA-Z0-9_#$%&"*+\/=?\x60{|}~".\-]+ @[\p{L}\p{M}a-zA-Z0-9.\-
1+.[\p{L\p{M}a-zA-Z]{2,64}3$",

RegExp regExp = new RegExp(p, unicode: true);

ReactJS email validation:
const emailRegex = /"\p{L}\p{M}0-9. %+-~\.]+@[\p{LN\p{M}O-9\.-]+\.\p{LN\p{M}|{2,64}$/u;

Java email validation:

private static final String REGEX = ""[\p{L}Np{MNW_#$%&"*+\V/=?\\x60{[|}~".\\-
JF@MNp{LMNp{MNw.\-1+[.{1 }\p{L\N\p{M}a-zA-Z]{2,64}$";

private static final Pattern VALID_EMAIL_ADDRESS_REGEX = Pattern.compile(REGEX,
Pattern.CASE_INSENSITIVE);
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The above regex recommendations are given just as a reference that one may use while
developing UA-compliant validators on their own platforms. The given expressions may not
be sufficient or completely correct if the validation is too conservative. Note that none of
these are perfect. Using them to warn about probable invalid addresses should be
acceptable but should not be used for automatically rejecting candidate addresses.

Test Case Run Flow

The test cases were run through Jenkins pipeline and the following results are generated as
given below. The failures are shown in red, and the skips relate inability to continue the test
from the failure step.
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How to Reproduce the Errors

The detailed steps on how to reproduce the errors are given in Annex 1.

OAuth Evaluation

The evaluation of OAuth standard is performed on target systems: OKTA / AuthO /
OpenlAM. They are treated as black boxes.

The following steps are performed:
1. Register a new user with EAI within target systems via Restful API calls.
2. Authenticate the user (being registered in the target system, as mentioned in the
above step) using login page of the given platform.
3. Upon successful login third-party target platform returns JWT token.
4. The user info is requested using JWT token from the platform.

The evaluation according to the log messages is done on each of those steps to capture
whether it goes through or fails. Therefore, UA barriers, if any, is identified by the given
failure of JWT token validation, or on the failure of getting user info by using provided JWT

token.

As per the observation, it was identified that all the authentication failures occurred on
registration phase (step one).

View/Display/Store Validation

The validation of language script formats in terms of how the fonts and local language
scripts for EAl and long emails are displayed on the web page (view/display), as well as how
they are stored and processed internally to be intact against the user perception.
For manual validation by visual comparison of original views shown in Microsoft Word of EAI

and long emails against what is captured within the app, is given in the below snapshots:

History of Invitations
Email Address

emailtestl @universales-akzeptanz-tes
tvermigensheratung

email-épreuvel @épreuve-acceptation-u
niverselle.org

O|HYLE| A E1gCtR0 EH elo| 8 H
BlAE 313

NAEKTpOVIKO-pivupc-Hokpi T @kad odl
KA-amo&oi-GoKipn.cu
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Tickets and Follow-up
The tickets were opened on the support page with OKTA and OpenlAM.

OKTA Ticket detalils:

-------- Original Message --------

Subject: Okta has received your support request! Case Number 01612779.
ref:_0O0ODAOKWYD. 5004z1IDIM2:ref

Date: 2023-01-10 17:44

From: Okta Support <support@okta.com>

To: "developer@ihost.am" <developer@ihost.am>

Hi Avetik Yessayan,
Your support request (01612779) has been received by Okta Global Customer Care.

Subject: UA Readiness support for EAI

Description: OKTA is not supporting some Email Addresses International

(EAIs) mentioned below. An error occurs on a new user registration in OKTA while using
Rest API call https://dev-25957965.0kta.com/api/vl/users?provider=false

The failing email addresses are as follows:

Erhnun-phunl @hwidpunhwinip-pijunid-phuwn.huy

email-test Lilh ) sa, Julill-J sl 23@ 1 noyta-Tect1@yHrBEpCanbHOe-NPUHATME-
TECT.MOCKBa

SHA-I{18T0T @ AT Hh- Tl fa- o aTor. Heroa
A5LLA0-a7Ne-1 @ U-\ThPe-TP0RrH-avhé..com

NAEKTPOVIKO-UAVUPA-00KIUA 1 @KaB0oAIKN-aTTod0X-O0KIUN.EU
O|HYHAE1@CI=m0 =0 QI0| 82t BHAE o=

email-épreuvel @épreuve-acceptation-universelle.org

Email-testl @universales-akzeptanz-test.vermdgensberatung
0900W @3-a 1@ 16L0IWML@MIBU@ |-V B30 -0 1B 1GRIWM.EIOMo

Ll ) g, Jalill-J sl pa3@ 1 5 5 yiSU-2 50-45 a3

e) ,—IO ?< _/// V>;> w>>51 _}7( /,}> @1e> ’—JU e( _}? <</,;” lcom
BT ER N1 @& E AN ZER

LD60T 60T (6F, & 6V -C &FIT60) & 6T 1 @ QLT &-6TML]-C FT60 & 60T. RIS LILL [T
QR0ES-08E. 1 @ 0P DDOG\S-e5 DT S0-008.. 276

’Smamaaul@gmmaauﬂm

ﬁq'a‘%ﬁn;ﬂ'g@gl @ ﬁ:&'@quﬁqngqggg. com
BErFEHAFH1IoEEEALR. &E

We want to help you resolve this problem as quickly as possible, and we will look into this
issue promptly.

Please be sure to check our Knowledge base or our Communities. We may have an answer
for you already posted!

Thank You,
Okta Global Customer Care
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-------- Original Message --------

Subject: UA Readiness support for EAl [
ref:_OODAOKWYD._5004z1IDIM2:ref ]

Date: 2023-01-10 19:11

From: Okta Support <support@okta.com>

To: "developer@ihost.am" <developer@ihost.am>

Hello Avetik,

My name is Beau Mayeux and | will be assisting you with this case regarding UA Readiness
support for EAL.

Those characters are not supported. Please refer to KB article for your reference.
https://support.okta.com/help/s/article/\What-characters-are-supported-in-the-Okta-email-
address-field?language=en _US

Regards,
Beau Mayeux

ref._OODAOKWYD._5004z1IDIM2:ref

———————— Original Message --------

Subject: UA Readiness support for EAl |
ref:_00DAOKWYD._5004z1IDIM2:ref ]

Date: 2023-01-13 13:35

From: Okta Support <support@okta.com>

To: "developer@ihost.am" <developer@ihost.am>

Hello Avetik,

| have also found that you can submit a feature request for this as it is currently not
supported with the steps below.

https://support.okta.com/help/s/article/Okta-ldeas-Overview-FAQ?language=en US

Please let me know if you require any further assistance or have any further questions.

Open IAM ticket content is given below, however no response from their site:

OpenlAM TICKET: Universal Acceptance Readiness Support

OpenlAM is not supporting some Email Addresses International (EAIS) as given
below, to register them in OpenlAM with Rest API call
([openiamhostnamel/webconsole/rest/api/

[prov/saveUser).

To replicate the error please do 2-step requests:
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Step 1: Request Access Token
OpenlAM version: 4.1.0.9, docker containers

Postman Call: https://<IP_address>/idp/oauth2/token  //OpenlAM local server
Request type: post
Body Format: x-www-form-urlencoded
Body:
key: client_id; value: ${client_id}
key: client_secret; value: ${client_secret}
key: username; value: ${username}
key: password; value: ${password}
key: grant_type; value: password
Response message:
{

"access_token":
"PTpmh2.cCwkAYAQXb7rXL_Y7BdIOajBOt0IPve6274Sh3BWO07yfAxlugkfVrMnvWV.KOUVF
SSgIJmgT-DvCD3sjtL3ggN18",

"token_type": "Bearer",

"expires_in": 1800
}

Copy <access_tocken> and <token_type> values from the response to use it in step 2

Step 2: Request to get register a new user

Email to register: [email address] I for each email address failing given
below
Postman URL.: https://<IP_address>/webconsole/rest/api/prov/saveUser
Request type: post
Body Format: json
Headers:
key: Authorization
value: <token_type> <access_token> /lget from step 1
Body:

"emailAddresses":
{
"email"; "[email address]",
"typeld": "PRIMARY_EMAIL",
"published": true

}

firstName": "ua-name”,

"lastName": "ua-name",

"login": "[email address]|",

"rolelds": null,

"visible": true,

"supervisorld": "3000",
"supervisorMetadataTypeld": "DEF_SUPERVISOR_TYPE",
"metadataTypeld": "DEFAULT_USER",
"notifyUserViaEmail": false,
"notifySupervisorViaEmail": false,
"provisionOnStartDate": false

}

Response message:

]
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"primaryKey": null,
"status": 500,
"errorList": [

{

"i18nError": null,

"error": "INVALID_EMAIL_ADDRESS",
"validationError": null,

"params": null,

"message": "E-mail address has an invalid format"

}
1
"redirectURL": null,
"successToken": null,
"successMessage": null,
"contextValues": null,
"stackTrace": null,

"possibleErrors": null,
"error": true

Below are the failing email addresses:

email-test Liliy ) se. Jalill-J saall-d, ,a5@ 1
noyta-tect1@yHunBepcanbHOe-NpUHATME-TECT.MOCKBA
SHA-TLETOTL @A {Heh-Felleh fol-araTor. HaraeT
ATLLA-a2Ne-1 @ U-\ThPe-tP0RrH-avhé..com

NAEKTPOVIKO-URVUPa-00KIKA 1 @KaBoAIKA-aTTo80XA-O0KIUR .EU

O|HYHAE1@LI= 0| =H Q0| 8 HH A E St=
email-épreuvel@épreuve-acceptation-universelle.org

000 G3-a 1@ 160IWML@MIBU@ -V B0 -0 B 1GURIWM.EIOMo

Ll ) s, Jallll-J sl )@ 1 (25 iSI- - s
e> ’_la ?< -/// V>;> w>>51 -}7< /’f> @1e> )—ld e< -}7 <</,)” .com
BB F BNl 1 @ E & AR . B Z 4R
LD\65T6T (65 & 60-C & M6t & 6011 @ CILIMT G| -] DL-C &6 & 63T FIRISLILL T
fabooooé-béél@Qﬁ)f«bbdbé-esbrao-:oéé.wdé
SLuamaaul@gLamaau."lm
ﬁq'a%qngqgggl @ ﬁ:m‘@qfw?ﬁqngqggg. com
ETEHHARIoETEERAE.5E
Issues identified on WHM (cPanel)
While creating a new account in WHM with IDN
1. Login to WHM

2. Go to Account Functions / Create a New Account
3. Type your IDN in Domain field of Domain Information section. ex. ptup.huy
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4. You will get an error: This is not a valid domain.

Domain Information

Pomain RGUR.huw) ‘ © | This is not a valid domain.

While creating a new email address in WHM (EAI)

1
2
3

Login to WHM

Go to Account Functions / Create a New Account

Type your IDN email address in Domain Information section. ex.
Ethnun@ptup.huy

You will get an error:

Email [tuhnum@(abum.htu; | (1] ‘[ The email field must be empty or an email address.

Create a new email address

OhwhE

Login to cPanel
Go to Email -> Email accounts
Press +Create button
Type custom non-Latin letter in username field
You will get an error: The username can only contain letters, numbers, periods,
hyphens, and underscores.
CREATE AN EMAIL ACCOUNT Show/Hide Help ®

Username @

RGUR S

main?

Missing a do

© The username can only contain letters, numbers, periods, hyphens, and underscores.
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Summary

UA-Readiness testing was run as automation tests as per the given workflow taking each
email address from the predefined list as a test case with the following results:

1. As email addresses in general are not case-sensitive, therefore the given email
address listed in position 22 (Email-Epreuvel@épreuve-acceptation-universelle.org )
is matching to email addresses in a position of 9 (email-épreuvel@épreuve-
acceptation-universelle.org ). In our flow email at position 22 is identified as already a
registered user. Therefore, in total we consider having 21 email addresses for
reporting, by considering that email address 22 is a duplication.

2. Authentication platform AuthO passed all email address validations throughout the
given test flow.

3. Authentication platform OKTA passed only 3 email address validations and failed in
18 email addresses.

4. Authentication platform OpenlAM passed only 5 email address validations and failed
in 16 email addresses.

5. Microsoft Exchange unable to send out 2 email addresses by defining them invalid.

Below is given the chart about pass percentages for target platforms:

Exchange OpenlAM OKTA Auth0
Server 2019 v.4.1.0.9 2022.05.0 2202.03 (30269.1762)
Used as a mail Open Source SSO Open Source SSO Open Source SSO
sender for EAls Target Platform Target Platform Target Platform
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How to Reproduce the Errors

Below are steps on how to reproduce each reported failure and related parameter details.

Email | EMAIL
# ADDRESS ACTION ERROR MESSAGE
The email doesn't pass OKTA's internal validation to register a new
user.
OKTA User: developer@ihost.am
OKTA Sign-in URL: dev-25957965.0kta.com
Email to register:  Lithnuwn-phunl@hbhudpinhwbnip-nulumnud-
phuwn.huy
Postman Call: https://dev-
25957965.0kta.com/api/vl/users?provider=false
Post Type: post
Header Key: Authorization
Header Value: SSWS ${API token}
Postman Body:
body
"credentials": {
"password": {
"value": "tertr7WWwte"
l g];num— }’ }
phunl@h . "profile™: {
wiplghwy | Regster a "firstName": "Second",
2 . new user "lastName": "Test",
n in OKTA "use_mfa": false
Lut hw login": "Ejthnuwn-plunl@hwdpunhwinip-pjunid-
phuwn.huy”,
"email": "Ejthnun-phunl@hwdpiunhwnip-pujuynud-
ptuwn.huy”
}
}
Response Message:
{
"errorCode": "EO000001",
"errorSummary": "Api validation failed: email”,
"errorLink": "EO000001",
"errorld": "oaejsk7sbsaTwWoSGFbaMO50g",
"errorCauses": [
{
"errorSummary": "email: Does not match required pattern”
}
]
}
email- Register a | The email doesn't pass OKTA's internal validation to register a new
3 testl@ > | newuser | user.
-J satll-4, in OKTA OKTA User: developer@ihost.am
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o) ga, Jalidl)

L

OKTA Sign-in URL: dev-25957965.0kta.com

Email to register: email-testl @l ) se, Jaliill-J gal)-4 )25
Postman Call: https://dev-
25957965.0kta.com/api/vl/users?provider=false

Post Type: post

Header Key: Authorization

Header Value: SSWS ${API token}

Postman Body:

body

"credentials": {
"password": {
"value": "tertr7WwWte"

}

rofile": {

“firstName": "Second",
"lastName": "Test",
"use_mfa": false,

"login": "email-testl @i ) se. Jalill-J sdll-4y ja3 ")
"email": " email-testl@Lith ) s, Jalill-J saall-ay ja3
}
}
Response Message:

{

}

"errorCode": "EO000001",
"errorSummary": "Api validation failed: email",
"errorLink"; "EO000001",
"errorld": "oaejsk7shsaTwWoSGFbhaMO50g",
"errorCauses": [
{
"errorSummary": "email: Does not match required pattern”
}
]
}

email-
testl@ >3
-J il

Cu ) g0, Jall)
L

Register a
new user
in
OpenlAM

The email doesn't pass OpenlAM’s internal validation to register a
new user. To replicate the error please do 2-step requests:
Step 1: Request Access Token
OpenlAM version: 4.1.0.9, docker containers
Postman Call: https://<IP_address>/idp/oauth2/token
//OpenlAM local server
Request type: post
Body Format: x-www-form-urlencoded
Body:
key: client_id; value: ${client_id}
key: client_secret; value: ${client_secret}
key: username; value: ${username}
key: password; value: ${password}
key: grant_type; value: password
Response message:

{

"access token":
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"PTpmh2.cCWkAYAQXb7rXL_Y7BdIOajBOt0IPve6274Sh3BWO7yf
AxlugkfVrMnvWV.kOUVFSSgIJmgT-DvCD3sjtL3ggN18",
"token_type": "Bearer",
"expires_in": 1800
}
Copy <access_tocken> and <token_type> values from the
response to use it in step 2

Step 2: Request to get register a new user
Email to register: email-testl@ il ) se, Jolill-J gull-d, a5
Postman URL.:
https://<IP_address>/webconsole/rest/api/prov/saveUser
Request type: post
Body Format: json
Headers:

key: Authorization

value: <token_type> <access_token> /lget from step 1
Body:

"emailAddresses": [
{
"email": "email-testl @i se, Jalidl-J saall-dy o,
"typeld": "PRIMARY_EMAIL",
"published": true
}

firstName": "ua-name",

"lastName": "ua-name”,

"login": "email-testl @i ) e, Jalill-J sadll-4y jai)
“rolelds": null,

"visible": true,

"supervisorld": "3000",
"supervisorMetadataTypeld": "DEF_SUPERVISOR_TYPE",
"metadataTypeld": "DEFAULT_USER",
"notifyUserViaEmail": false,
"notifySupervisorViaEmail": false,
"provisionOnStartDate": false

]

}

Response message:
{
"primaryKey": null,
"status": 500,
"errorList": [
{
"i18nError": null,
"error"; "INVALID_EMAIL_ADDRESS",
"validationError": null,
"params": null,
"message": "E-mail address has an invalid format"
}
]

"redirectURL": null,
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"successToken": null,
"successMessage": null,
"contextValues": null,
"stackTrace": null,
"possibleErrors": null,
"error": true

}

Exchange Server version: Windows Server 2019 1809 Build
10.0.17763S.2989
Email address (send to):
NPUHATUE-TECT.MOCKBA
Exchange Error message: “A problem occurred and this message
couldn't be delivered. Check to be sure the email address is
correct. If the problem continues, please contact your email admin.
Original message headers: DKIM-Signature: v=1; a=rsa-sha256;
d=termo-ar.am; s=dec2022; c=simple/simple; t=1671609827;
h=from:subject:to:date:message-id;
bh=9HgLSu9co7jx4HzNuLoscAW3BmM40Dz9AhP+b4ceiUnQ=;
b=NKNL6jvj100TKYLU2TgCI7MuMnO0aOyW+zL0OXmYQB64B8U
COryWGJIfZXVtFguOTYC6wj5xbEEZn

noyta-tect1@yHunBepcanbHoe-

noyra- Send xLfv8pfyeG8Y60qcAqylIvwiWKi2NCsxNSGidWevrjffDWWJILKfiOM

Tect1@yHu | Invitation | RB5bUXsQ5bP8vmXqcYYdSHoG

BepcansHo | email ZICzz5PwyCych4m0ORK3Xciy3/DNu5BzEdNG5gdBf8ZvneNDTcqG

e- (using Hygz2ylC1m87LakJdDXau4Yr2C

npuHatne- | MS 0zHdOqgrg+yaie+Z08x0b1zJwgNeSj4703zyZlad6lgvk7XBqCuGoU

TecTt.mockB | Exchange | BOdqw2grc3Tutjevol47334a

a ) 6 THL2fP4d5UH1BdBPeRsw2apJJd7Dd+wtNXw== Received: from
68293bbafl8b (10.50.0.1) by tar-mail.termo-ar.am (10.50.0.2) with
Microsoft SMTP Server (version=TLS1_ 2,
cipher=TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384) id
15.2.1118.7; From: HyeConnect <Hyeconnect@termo-ar.am> To:
noyta-tTect1@yHnBepcanbHOe-NpUHATNE-TeCT.MOCKkBa Message-
ID: <438945957.31.1671606068631@68293bbaf18b> Subject:
You Are Invited to Join HyeConnect! MIME-Version: 1.0 Content-
Type: text/html; charset="UTF-8" Content-Transfer-Encoding:
guoted-printable List-Unsubscribe:
https://hyeconnect.org/unsubscribe Return-Path:
Hyeconnect@termo-ar.am X-Originating-IP: [10.50.0.1] X-
ClientProxiedBy: tar-mail.termo-ar.am (10.50.0.2) To tar-
mail.termo-ar.am (10.50.0.2)"
The email doesn't pass OKTA's internal validation to register a new
user.
OKTA User: developer@ihost.am

noyra- OKTA Sign-in URL: dev-25957965.0kta.com

TecT1@yHu Email to register: nouta-tect1@yHvBepcansHoe-npuHaTUE-

BepcansHo | Register a | Tect.mockBa

e- new user Postman Call: https://dev-

npuHatme- | in OKTA 25957965.0kta.com/api/v1/users?provider=false

TECT.MOCKB Post Type: post

a Header Key: Authorization

Header Value: SSWS ${API token}
Postman Body:
body
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"credentials": {
"password": {
"value": "tertr7WWwte"
}
h
"profile™: {
"firstName": "Second",
"lastName"; "Test",
"use_mfa": false,
"login”; "noyta-Tect1@yHnBEpPCanbHOE-NPUHATUE-
TecT.MoCcKkBa",
"email": "noyta-tect1@yHuBEpPCabHOE-NPUHATUE-
Tecrt.mockea"
}
}
Response Message:

{

"errorCode": "E0000001",
"errorSummary": "Api validation failed: email”,
"errorLink": "EO000001",
"errorld": "oaejsk7sbsaTwWoSGFbaMO50g",
"errorCauses": [
{
"errorSummary": "email: Does not match required pattern”
}
]
}

noyra-

TeCT1@yHuU
BepcanbHO
e-
NpUHATHE-
TECT.MOCKB
a

Register a
new user
in
OpenlAM

The email doesn't passes OpenlAM’s internal validation to register
a new user. To replicate the error please perform 2-step API
requests:

Step 1: Request Access Token

OpenlAM version: 4.1.0.9, Docker containers

Postman Call: https://<IP_address>/idp/oauth2/token
//OpenlAM Local Server

Request type: post

Body Format: x-www-form-urlencoded
Body:
key: client_id; value: ${client_id}
key: client_secret; value: ${client_secret}
key: username; value: ${username}
key: password; value: ${password}
key: grant_type; value: password
Response message:
{

"access_token":
"PTpmh2.cCwkAYAQXb7rXL_Y7BdIOajBOt0IPve6274Sbh3BWO7yf
AxlugkfVrMnvWV.kOUVFSSgIJmgT-DvCD3sjtL3ggN18",
"token_type": "Bearer",

"expires_in": 1800

}
Copy <access_tocken> and <token_type> values from the given
response to use them in step 2
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Step 2: Request to get register a new user
Email to register: noyrta-tect1@yHuBepCcanbHoe-NpUHATME-
TEeCT.MOCKBa
Postman URL.:
https://<IP_address>/webconsole/rest/api/prov/saveUser
Request type: post
Body Format: json
Headers: key: Authorization

value: <token_type> <access_token>

/lget from step 1
Body:

"emailAddresses": [

{
"email"; "novyTta-tect1@yHuBEpPCAnbHOE-NPUHATUE-
TecT.MockBa",
"typeld": "PRIMARY_EMAIL",
"published": true

}

firstName": "ua-name”,

"lastName": "ua-name",

"login™; "noyTta-Tect1@yH1BEpPCanbLHOE-NPUHATUE-TECT.MOCKBA",
"rolelds": null,

"visible": true,

"supervisorld": "3000",

"supervisorMetadataTypeld": "DEF_SUPERVISOR_TYPE",
"metadataTypeld": "DEFAULT_USER",
"notifyUserViaEmail": false,

"notifySupervisorViaEmail": false,

"provisionOnStartDate": false

]

}
Response message:
{
"primaryKey": null,
"status": 500,
"errorList": [
{

"i18nError": null,
"error": "INVALID_EMAIL_ADDRESS",
"validationError": null,
"params": null,
"message": "E-mail address has an invalid format"
}
1
"redirectURL": null,
"successToken": null,
"successMessage": null,
"contextValues": null,
"stackTrace": null,
"possibleErrors": null,
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"error": true

}

The email doesn't pass OKTA's internal validation to register a new
user.

OKTA User: developer@ihost.am

OKTA Sign-in URL: dev-25957965.0kta.com

Email to register:  SA-T{8T0T1 @ A8 {Heh-Eleh - GI&TOT. HaTSoT

Postman Call: htips://dev-
25957965.0kta.com/api/vl/users?provider=false
Post Type: post

Header Key: Authorization

Header Value: SSWS ${API token}

Postman Body:

body

{

"credentials": {
"password": {
"value": "tertr7WwWte"

}
b
LGE "profile": {
g1 @ "firstName": "Second",
siffre. | Register a "lastName": "Test",
it new user "use_mfa": false,
T fa- in OKTA "login": "$AT-GETUTL @ ATGHI TFh-FehTcl-TToT. HardeT ",
CRETOT.HT "email”; "$AT-TETTL @ WS eh-TaepTa - aaTor HareaT"
od }
}
Response Message:
{
"errorCode": "EO000001",
"errorSummary": "Api validation failed: login",
"errorLink™: "EO000001",
"errorld": "oaeFs2500z-Rp-_aoknl-T_MQ",
"errorCauses": [
{
"errorSummary": "login: Username must be in the form of
an email address”
h
{ | |
"errorSummary": "email: Does not match required pattern”
}
]
}
s Register a The email doesn't passes OpenlAM’s internal validation to register
q{eoT1 @ nev% user | &new user. To replicate the error please perform 2-step API
) requests:
ardaifAs- g enlAM Step 1: Request Access Token
- P OpenlAM version: 4.1.0.9, Docker containers
Edlld-
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T&TOT.H4T

Postman Call: https://<IP_address>/idp/oauth2/token
//OpenlAM Local Server
Request type: post

Body Format: x-www-form-urlencoded
Body:
key: client_id; value: ${client_id}
key: client_secret; value: ${client_secret}
key: username; value: ${username}
key: password; value: ${password}
key: grant_type; value: password
Response message:
{

"access_token":
"PTpmh2.cCwkAYAQXb7rXL_Y7BdlOajBOt0IPve6274Sh3BWO7yf
AxlugkfVrMnvWV.kOUVFSSgImgT-DvCD3sjtL3ggN18",
"token_type": "Bearer",

"expires_in": 1800

}
Copy <access_tocken> and <token_type> values from the given
response to use them in step 2

Step 2: Request to get register a new user

Email to register: SHA-G{ATUT] @I Heh-Edleh - IaTT. HaToe
Postman URL:
https://<IP_address>/webconsole/rest/api/prov/saveUser
Request type: post
Body Format: json
Headers: key: Authorization

value: <token_type> <access_token>

/lget from step 1

Body:
"emailAddresses": [
{
"email”: "SH-T8TITL @ ATeei {Aeh-Eden - aaToT. HaTaT",
"typeld": "PRIMARY_EMAIL",
"published": true
}

]

firstName": "ua-name",

"lastName": "ua-name",

“login": *SHe-THETOTL @ BTE - Eee Y- detor Harea”,
“rolelds": null,

"visible": true,

"supervisorld"; "3000",

"supervisorMetadataTypeld": "DEF_SUPERVISOR_TYPE",
"metadataTypeld": "DEFAULT_USER",
"notifyUserViaEmail": false,

"notifySupervisorViaEmail": false,
"provisionOnStartDate": false
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Response message:

{
"primaryKey": null,
"status": 500,
"errorList": [
{
"i18nError": null,
"error": "INVALID_EMAIL_ADDRESS",
"validationError": null,
"params": null,
"message": "E-mail address has an invalid format"
}

]

"redirectURL": null,
"successToken": null,
"successMessage": null,
"contextValues": null,
“stackTrace": null,
"possibleErrors": null,
"error": true

}

ATLLAN-
arhel @ua
ThPG-
++087h-
ar-né-.com

Register a
new user
in OKTA

The email doesn't pass OKTA's internal validation to register a new
user.

OKTA User: developer@ihost.am

OKTA Sign-in URL: dev-25957965.0kta.com

Email to register:  A.7324-970é-1 @U-ATheG-TP0LrE-avhs..com
Postman Call: htips://dev-
25957965.0kta.com/api/vl/users?provider=false

Post Type: post

Header Key: Authorization

Header Value: SSWS ${API token}

Postman Body:

body

{

"credentials”; {
"password": {
"value": "tertr7WwWie"

}

rofile": {
“firstName": "Second",
"lastName": "Test",
"use_mfa": false,
"login": "A LeA-07N¢-1 @U-AThPF- PO rF-avhé..com”,
"email": "A.7224-70e1 @UNTAPS-TPOLTE-aohg..com”
}
}
Response Message:

{

}

"errorCode": "EO000001",

"errorSummary": "Api validation failed: email",
"errorLink": "EO000001",

"errorld": "oaejsk7sbsaTwWoSGFbaMO50g",
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"errorCauses": [

{

}
]

"errorSummary": "email: Does not match required pattern”

}

ATLLAN-
arhel @ua
ThaPG-
++087-
ar-né-.com

Register a
new user
in
OpenlAM

The email doesn't passes OpenlAM’s internal validation to register
a new user. To replicate the error please perform 2-step API
requests:

Step 1: Request Access Token

OpenlAM version: 4.1.0.9, Docker containers

Postman Call: https://<IP_address>/idp/oauth2/token
//OpenlAM Local Server

Request type: post

Body Format: x-www-form-urlencoded
Body:
key: client_id; value: ${client_id}
key: client_secret; value: ${client_secret}
key: username; value: ${username}
key: password; value: ${password}
key: grant_type; value: password
Response message:
{

"access_token™
"PTpmh2.cCWkAYAQXb7rXL_Y7BdIOajBOt0IPve6274Sh3BWQ7yf
AxlugkfVrMnvWV . kOUVFSSgJmgT-DvCD3sjtL3ggN18",
"token_type": "Bearer",

"expires_in": 1800

}
Copy <access_tocken> and <token_type> values from the given
response to use them in step 2

Step 2: Request to get register a new user
Email to register: A 12A-970-1@u-AThe&-TP0LrH-avns..com
Postman URL:
https://<IP_address>/webconsole/rest/api/prov/saveUser
Request type: post
Body Format: json
Headers: key: Authorization

value: <token_type> <access_token>

/lget from step 1

Body:
{
"emailAddresses": [
{
"email": "A.72L40-97ne-1 @ UNTAPE-TPOLF-avhe..com”,
"typeld": "PRIMARY_EMAIL",
"published": true
}

]

firstName": "ua-name”,
"lastName": "ua-name",
"login": "A.738A-07n¢-1 @U-AThPG-TPOL1H-av-hé..com”,
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“rolelds": null,

"visible": true,

"supervisorld": "3000",

"supervisorMetadataTypeld": "DEF_SUPERVISOR_TYPE",
"metadataTypeld": "DEFAULT_USER",
"notifyUserViaEmail": false,

"notifySupervisorViaEmail": false,

"provisionOnStartDate": false

}
Response message:
{
"primaryKey": null,
"status": 500,
"errorList": [
{

"i18nError": null,
"error"; "INVALID_EMAIL_ADDRESS",
"validationError": null,
"params"; null,
"message": "E-mail address has an invalid format"
}
1
"redirectURL": null,
"successToken": null,
"successMessage": null,
"contextValues": null,
"stackTrace": null,
"possibleErrors”: null,
"error": true

The email doesn't pass OKTA's internal validation to register a new
user.

OKTA User: developer@ihost.am

OKTA Sign-in URL: dev-25957965.0kta.com

Email to register: NAeKTpOVIKO-prvUua-00KIuN 1@KaBoAIKH-
a1T000XN-O00KIUN.EU

Postman Call: https://dev-
25957965.0kta.com/api/vl/users?provider=false

gf\‘c'—'f;% Post Type: post

a)%]—,#J—K Register a | Header Key: Authorization

GOONKI- new user | Header Value: SSWS ${API token}
Wég,_ in OKTA | Postman Body:

QOKIuN.eu body

"credentials": {
"password": {
"value": "tertr7Wwte"

}

rofile™: {
"firstName": "Second",

}
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"lastName": "Test",
"use_mfa": false,
"login": "nAeKTPOVIKO-UAVUUa-00KIUAN 1 @KaBoAIKA-atTodox -

QOKIUN.EU",
"email": "nAeKTPOVIKO-uNVUUa-00KIuN1@KaboAIKA-aTTod0X -
dokiyn.eu”
}
}

Response Message:

{

"errorCode": "EO000001",

"errorSummary": "Api validation failed: email”,
“errorLink™: "E0O000001",

"errorld": "oaejsk7sbsaTwWoSGFbaMO50g",
"errorCauses": [

"errorSummary": "email: Does not match required pattern”

}
]
}

NAEKTPOVIK
0-uAvuUua-
ookiun1@k
aBoAIKA-
amodoxn-
OQOKIUNA.EU

Register a
new user
in
OpenlAM

The email doesn't pass OpenlAM’s internal validation to register a
new user. To replicate the error please do 2-step requests:

Step 1: Request Access Token

OpenlAM version: 4.1.0.9, docker containers

Postman Call: https://<IP_address>/idp/oauth2/token
//OpenlAM local server
Request type: post
Body Format: x-www-form-urlencoded
Body:
key: client_id; value: ${client_id}

key: client_secret;
key: username;
key: password;
key: grant_type;
Response message:

{

"access_token":
"PTpmh2.cCwkAYAQXb7rXL_Y7BdIOajBOt0IPve6274Sbh3BWO7yf
AxlugkfVrMnvWV.kOUVFSSgImgT-DvCD3sjtL3ggN18",

"token_type": "Bearer",

"expires_in": 1800

value: ${client_secret}
value: ${username}
value: ${password}
value: password

}

Copy <access_tocken> and <token_type> values from the
response to use it in step 2

Step 2: Request to get register a new user
Email to register: nAekTpOVIKO-UAvUUa-00KIUN1@KaB0OAIKN-
atTo®0XN-00KIUN.EU

Postman URL:
https://<IP address>/webconsole/rest/api/prov/saveUser

Request type: post
Body Format: json
Headers:
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key: Authorization
value: <token_type> <access_token> /lget from step 1
Body:

"emailAddresses": [
{
"email"; "nAeKTPOVIKO-uNVUUa-00KIUN 1 @KaB0oAIKA-
atrodoxnN-0oKIun.eu”,
"typeld": "PRIMARY_EMAIL",
"published": true

}

firstName": "ua-name”,
"lastName": "ua-name",
"login™: "NAEKTPOVIKO-UAVUUa-BoKIUN 1 @KaBoAIKN-aTTodoX -

]

QOKIUA.eU",
"rolelds": null,
"visible": true,

"supervisorld": "3000",

"supervisorMetadataTypeld": "DEF_SUPERVISOR_TYPE",
"metadataTypeld": "DEFAULT_USER",
"notifyUserViaEmail": false,

"notifySupervisorViaEmail": false,

"provisionOnStartDate": false

}
Response message:
{
"primaryKey": null,
"status": 500,
"errorList": [
{

"i18nError": null,
"error"; "INVALID_EMAIL_ADDRESS",
"validationError": null,
"params"; null,
"message": "E-mail address has an invalid format
}
1
"redirectURL": null,
"successToken": null,
"successMessage": null,
"contextValues": null,
"stackTrace": null,
"possibleErrors": null,
"error": true

}

Of | 2 &l &
Ei1@t=
Of == 0O Q1 O]

Register a
new user
in OKTA

The email doesn't pass OKTA's internal validation to register a new

user.
OKTA User: developer@ihost.am
OKTA Sign-in URL: dev-25957965.0kta.com
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3L AH A Email to register:
£33 O|HYHAEI@LI= 0= Q0| & BH AE St=
Postman Call: https://dev-
25957965.0kta.com/api/vl/users?provider=false
Post Type: post
Header Key: Authorization
Header Value: SSWS ${API token}
Postman Body:
body
"credentials”; {
"password": {
"value": "tertr7Wwte"
}
h
"profile™: {
“firstName": "Second",
"lastName": "Test",
"use_mfa": false,
"login": "O|H Y E|AE1@Ct= 0| =0 Q10| 8L E H| A E Bh=,
"email": "O|H YHAE1@CH= 0] =0 Q10| B2t A H A E ot
}
}
Response Message:
{
"errorCode": "E0000001",
"errorSummary": "Api validation failed: email”,
"errorLink": "EO000001",
"errorld": "oaejsk7sbsaTwWoSGFbaMO50g",
"errorCauses": [
{
"errorSummary": "email: Does not match required pattern”
}
]
}
The email doesn't pass OpenlAM’s internal validation to register a
new user. To replicate the error please do 2-step requests:
Step 1: Request Access Token
OpenlAM version: 4.1.0.9, docker containers
O|H H A Postman Call: https://<IP_address>/idp/oauth2/token
. //OpenlAM local server
E C
El@th= E:V%Iztseerra Request type: post
Ol =0 Q10| in Body Format: x-www-form-urlencoded
- Body:
SIAFH A
8 8H|~ | OpenlAM key: client_id; value: ${client_id}
Egt= key: client_secret; value: ${client_secret}
key: username; value: ${username}
key: password; value: ${password}
key: grant_type; value: password

Response message:
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{

"access_token™
"PTpmh2.cCWkAYAQXb7rXL_Y7BdIOajBOt0IPve6274Sh3BWQ7yf
AxlugkfVrMnvWV.kOUVFSSgJmgT-DvCD3sjtL3ggN18",

"token_type": "Bearer",

"expires_in": 1800
}

Copy <access_tocken> and <token_type> values from the
response to use itin step 2

Step 2: Request to get register a new user
Email to register:

O|HYHAE1@CI= 0= Q0| S BH A E,
Postman URL.:
https://<IP_address>/webconsole/rest/api/prov/saveUser
Request type: post
Body Format: json
Headers:

key: Authorization

value: <token_type> <access_token> /lget from step 1
Body:

%

=

"emailAddresses": [

{

"email™:
"O|HYHAE1@L= 0| =0 Q0| 8=t H A E ot=,

"typeld": "PRIMARY_EMAIL",

"published": true

}
1
“firstName": "ua-name”,
"lastName": "ua-name",
"login": "O|H Y HAE1@LCH= 0] =0 21 0| B FH| A E o=,
"rolelds": null,
"visible": true,

"supervisorld": "3000",

"supervisorMetadataTypeld": "DEF_SUPERVISOR_TYPE",
"metadataTypeld": "DEFAULT_USER",
"notifyUserViaEmail": false,

"notifySupervisorViaEmail": false,

"provisionOnStartDate": false

}
Response message:
{
"primaryKey": null,
"status": 500,
"errorList"; [
{

"i18nError": null,
"error": "INVALID_EMAIL_ADDRESS",
"validationError": null,
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"params": null,
"message": "E-mail address has an invalid format"
}
1,
"redirectURL": null,
"successToken": null,
"successMessage": null,
"contextValues": null,
"stackTrace": null,
"possibleErrors": null,
"error": true

}

email-
épreuvel
@épreuve-
acceptation

universelle.
org

Register a
new user
in OKTA

The email doesn't pass OKTA's internal validation to register a new
user.

OKTA User: developer@ihost.am

OKTA Sign-in URL: dev-25957965.0kta.com

Email to register: email-épreuvel @épreuve-acceptation-
universelle.org

Postman Call: htips://dev-
25957965.0kta.com/api/vl/users?provider=false

Post Type: post

Header Key: Authorization

Header Value: SSWS ${API token}

Postman Body:

body

{

"credentials”; {
"password": {
"value": "tertr7WWwte"

}

rofile": {

“firstName": "Second",

"lastName": "Test",

"use_mfa": false,

"login™: "email-épreuvel@épreuve-acceptation-
universelle.orq",

"email"; "email-épreuvel@épreuve-acceptation-

universelle.org”

}

}
}
Response Message:
{
"errorCode": "E0000001",
"errorSummary": "Api validation failed: email",
"errorLink"; "EO000001",
"errorld": "oaejsk7shsaTwWoSGFbaMO50g",
"errorCauses": [
{
"errorSummary": "email: Does not match required pattern"
}
]
}
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email-
épreuvel
@épreuve-
acceptation

universelle.
org

Register a
new user
in
OpenlAM

The email doesn't pass OpenlAM’s internal validation to register a
new user. To replicate the error please do 2-step requests:

Step 1: Request Access Token

OpenlAM version: 4.1.0.9, docker containers

Postman Call: https://<IP_address>/idp/oauth2/token
//OpenlAM local server

Request type: post

Body Format: x-www-form-urlencoded
Body:
key: client_id; value: ${client_id}
key: client_secret; value: ${client_secret}
key: username; value: ${username}
key: password; value: ${password}
key: grant_type; value: password
Response message:
{

"access_token™:
"PTpmh2.cCWkAYAQXb7rXL_Y7BdIOajBOt0IPve6274Sh3BWO7yf
AxlugkfVrMnvWV.kOUVFSSgJmgT-DvCD3sjtL3ggN18",

"token_type": "Bearer",

"expires_in": 1800
}
Copy <access_tocken> and <token_type> values from the
response to use itin step 2

Step 2: Request to get register a new user
Email to register: email-épreuvel@eépreuve-acceptation-
universelle.org
Postman URL:
https://<IP_address>/webconsole/rest/api/prov/saveUser
Request type: post
Body Format: json
Headers:

key: Authorization

value: <token_type> <access_token> /lget from step 1
Body:

"emailAddresses": [
{
"email"; "email-épreuvel@épreuve-acceptation-
universelle.orqg”,
"typeld": "PRIMARY_EMAIL",
"published": true

}

firstName": "ua-name",

"lastName": "ua-name",

"login™; "email-épreuvel@épreuve-acceptation-universelle.org",
“rolelds": null,

"visible": true,

"supervisorld"; "3000",

"supervisorMetadataTypeld": "DEF_SUPERVISOR_TYPE",
"metadataTypeld": "DEFAULT USER",

]
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"notifyUserViaEmail": false,
"notifySupervisorViaEmail": false,
"provisionOnStartDate": false

}

Response message:
{
"primaryKey": null,
"status": 500,
"errorList"; [
{
"i18nError": null,
"error": "INVALID_EMAIL_ADDRESS",
"validationError": null,
"params": null,
"message": "E-mail address has an invalid format"”
}
1,
"redirectURL": null,
"successToken": null,
"successMessage": null,
"contextValues": null,
"stackTrace": null,
"possibleErrors": null,
"error”: true

10

Email-
testl@univ

ersales-

akzeptanz-
test.vermo
gensberatu
ng

Register a
new user
in OKTA

The email doesn't pass OKTA's internal validation to register a new
user.

OKTA User: developer@ihost.am

OKTA Sign-in URL: dev-25957965.0kta.com

Email to register: Email-testl@universales-akzeptanz-
test.vermdgensberatung

Postman Call: https://dev-
25957965.0kta.com/api/vl/users?provider=false

Post Type: post

Header Key: Authorization

Header Value: SSWS ${API token}

Postman Body:

body

"credentials": {
"password"; {
"value": "tertr7WwWie"

}

rofile™: {

"firstName": "Second",

"lastName"; "Test",

"use_mfa": false,

"login"; "Email-testl @universales-akzeptanz-
test.vermdgensberatung”,

}
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"email"; "Email-testl @universales-akzeptanz-
test.vermdgensberatung"

}
}
Response Message:

{

"errorCode": "EO000001",

"errorSummary": "Api validation failed: email",
“errorLink™: "EO000001",

"errorld": "oaejsk7shsaTwWoSGFbaMO50g",
"errorCauses": [

{

}
]

"errorSummary": "email: Does not match required pattern”

}
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Register a
new user
in OKTA

The email doesn't pass OKTA's internal validation to register a new
user.

OKTA User: developer@ihost.am

OKTA Sign-in URL: dev-25957965.0kta.com

Email to register: 00 1@3-a1@ 1602IWM1L@MIAOL(® 1&>-

m)ﬂoeaarocg 02-al® 1CIWM.BI0Mo

Postman Call: https://dev-
25957965.0kta.com/api/v1/users?provider=false
Post Type: post

Header Key: Authorization

Header Value: SSWS ${API token}

Postman Body:

body

{

"credentials": {
"password": {
"value": "tertr7WWwte"

}

rofile": {

"firstName": "Second",

"lastName": "Test",

"use_mfa": false,

"login”: " @00 @3-l 1600IWML@ MDA 1d>-

&0 J 02-al@1CUIWM.BI Mo ",
"email”: " @O M-I 16UIWMLE@TVIBU(® Ids>-
@00 J 02-al@1CIWM.BIRM0 "

}
}
Response Message:

{

}

"errorCode": "E0000001",
"errorSummary": "Api validation failed: login",
"errorLink": "EO000001",
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"errorld": "oaeFs2500z-Rp-_aoknl-T_MQ",
"errorCauses": [

{
"errorSummary": "login: Username must be in the form of
an email address"
h
{
"errorSummary": "email: Does not match required pattern”
}
]
}
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Register a
new user
in
OpenlAM

The email doesn't pass OpenlAM’s internal validation to register a
new user. To replicate the error please do 2-step requests:

Step 1: Request Access Token

OpenlAM version: 4.1.0.9, docker containers

Postman Call: https://<IP_address>/idp/oauth2/token
//OpenlAM local server
Request type: post
Body Format: x-www-form-urlencoded
Body:
key: client_id; value: ${client_id}

key: client_secret;
key: username;
key: password;
key: grant_type;
Response message:

{

"access_token":
"PTpmh2.cCwkAYAQXb7rXL_Y7BdIOajBOt0IPve6274Sh3BWO7yf
AxlugkfVrMnvWV.kOUVFSSgImgT-DvCD3sjtL3ggN18",

"token_type": "Bearer",

"expires_in": 1800

value: ${client_secret}
value: ${username}
value: ${password}
value: password

}

Copy <access_tocken> and <token_type> values from the
response to use it in step 2

Step 2: Request to get register a new user
Email to register: @0OAM [@-aI@16000WM1@MVIBC(@® I&>-

m)ﬂda;o(% 02-al® 1CIWM.EI0Mo

Postman URL:
https://<IP address>/webconsole/rest/api/prov/saveUser

Request type: post
Body Format: json
Headers:

key: Authorization
value: <token_type> <access_token>
Body:

/lget from step 1

"emailAddresses": [

{
"email”: " @O @3- 16UIWMLE@MVIBCU(® Id:>-

(mﬂ&:)(o(j 02-a_l@1CIWM.BIRM0",
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"typeld": "PRIMARY_EMAIL",
"published": true

}

firstName": "ua-name",
"lastName": "ua-name",
"login": " @NOA @-al@16URIWML@MIBCU(® |-

oo J 02-al® 1CIWM.EIRMo",

“rolelds": null,

"visible": true,

"supervisorld": "3000",

"supervisorMetadataTypeld": "DEF_SUPERVISOR_TYPE",
"metadataTypeld": "DEFAULT_USER",
"notifyUserViaEmail": false,

"notifySupervisorViaEmail": false,

"provisionOnStartDate": false

]

}
Response message:
{
"primaryKey": null,
"status": 500,
"errorList": [
{

"i18nError": null,
"error"; "INVALID_EMAIL_ADDRESS",
"validationError": null,
"params"; null,
"message": "E-mail address has an invalid format"
}
1
"redirectURL": null,
"successToken": null,
"successMessage": null,
"contextValues": null,
"stackTrace": null,
"possibleErrors”; null,
"error": true

}
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Register a
new user
in OKTA

The email doesn't pass OKTA's internal validation to register a new
user.

OKTA User: developer@ihost.am

OKTA Sign-in URL: dev-25957965.0kta.com

Email to register: Wil ) so, Jalill-J sadl)-a 3@ 1 2 5 sl i ja
Postman Call: https://dev-
25957965.0kta.com/api/v1/users?provider=false

Post Type: post

Header Key: Authorization

Header Value: SSWS ${API token}

Postman Body:

body

{
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"credentials": {
"password": {
"value": "tertr7WWwte"
}
h
"profile™: {
"firstName": "Second",
"lastName": "Test",
"use_mfa": false,
"login": "Wl ) e, Jeldll-J g4 a3@) 1 S 9 yiSIl-a ya-do a3
"email"; "Lk ) se, Jalill-J sall-dy )@ ] g yiSI-ay p-d jar
}
}
Response Message:

{

"errorCode": "E0000001",

"errorSummary": "Api validation failed: email”,
“errorLink™: "E0O000001",

"errorld": "oaejsk7sbsaTwWoSGFbaMO50g",
"errorCauses": [

"errorSummary": "email: Does not match required pattern”
}

]
}
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Register a
new user
in
OpenlAM

The email doesn't pass OpenlAM’s internal validation to register a
new user. To replicate the error please do 2-step requests:

Step 1: Request Access Token

OpenlAM version: 4.1.0.9, docker containers

Postman Call: https://<IP_address>/idp/oauth2/token
//OpenlAM local server

Request type: post

Body Format: x-www-form-urlencoded
Body:
key: client_id; value: ${client_id}
key: client_secret; value: ${client_secret}
key: username; value: ${username}
key: password; value: ${password}
key: grant_type; value: password
Response message:
{

"access_token":
"PTpmh2.cCwkAYAQXb7rXL_Y7BdIOajBOt0IPve6274Sbh3BWO7yf
AxlugkfVrMnvWV.kOUVFSSgImgT-DvCD3sjtL3ggN18",

"token_type": "Bearer",

"expires_in": 1800
}
Copy <access_tocken> and <token_type> values from the
response to use it in step 2

Step 2: Request to get register a new user
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Email to register: wili ) se. Jalill-( gl jmi@) 1 g Sl juds o
Postman URL:
https://<IP_address>/webconsole/rest/api/prov/saveUser
Request type: post
Body Format: json
Headers:

key: Authorization

value: <token_type> <access_token> /lget from step 1
Body:

"emailAddresses": [
{
"email": "Wl g, Jalil)-J saidll-d 5@ 1 S5 SiS-2 pa-d a3
"typeld": "PRIMARY_EMAIL",
"published": true

}

firstName": "ua-name",

"lastName": "ua-name”,

"login"; "Wl ) se. Jalill-J gadll-A )23@ 1 (55 yiSI-y iy 2"
“rolelds™: null,

"visible": true,

"supervisorld": "3000",

"supervisorMetadataTypeld": "DEF_SUPERVISOR_TYPE",
"metadataTypeld": "DEFAULT_USER",
"notifyUserViaEmail": false,
"notifySupervisorViaEmail": false,
"provisionOnStartDate": false

]

}
Response message:
{
"primaryKey": null,
"status": 500,
"errorList": [
{

"i18nError": null,
"error"; "INVALID_EMAIL_ADDRESS",
"validationError": null,
"params"; null,
"message": "E-mail address has an invalid format"
}
1
"redirectURL": null,
"successToken": null,
"successMessage": null,
"contextValues": null,
"stackTrace": null,
"possibleErrors": null,
"error": true
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The email doesn't pass OKTA's internal validation to register a new
user.

OKTA User: developer@ihost.am

OKTA Sign-in URL: dev-25957965.0kta.com

Email to register: _son -ps—@ 1@ 5 - AU 305 ~pr—®’
Postman Call: https://dev-
25957965.0kta.com/api/vl/users?provider=false

Post Type: post

Header Key: Authorization

Header Value: SSWS ${API token}
Postman Body:

.com

body
"credentials": {
"password": {
"value": "tertr7WWte"
}
N - 2
.. "profile™: {
o~ 1@ redist "firstName": "Second",
o egister a “lastName": "Test",
15 ML/ | new user "use_mfa": false,
/—Lo @s - | InOKTA "login": " soa  -pr—@ 1@ 5 - AV s0s ~@r—e .com",
gr-e .C0 "email": "s24 " -@r@ 1@nr s - AV 05 -pr@  .com”
- }
}
Response Message:
{
"errorCode": "EO000001",
"errorSummary": "Api validation failed: login",
"errorLink"; "EO000001",
"errorld": "oaeFs2500z-Rp-_aoknl-T_MQ",
"errorCauses": [
"errorSummary": "login: Username must be in the form of
an email address”
2
{
"errorSummary": "email: Does not match required pattern”
}
]
}
L The email doesn't pass OpenlAM’s internal validation to register a
24 - new user. To replicate the error please do 2-step requests:
2’1@ Step 1: Request Access Token
R Register a | OpenlAM version: 4.1.0.9, docker containers
15 NS - new user Postman Call: https://<IP_address>/idp/oauth2/token
> 5 0 in //OpenlAM local server
ZV225 | OpenlAM | Request type: post
@ .CO Body Format: x-www-form-urlencoded
m Body:
_ key: client_id; value: ${client_id}
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key: client_secret; value: ${client_secret}

key: username; value: ${username}

key: password; value: ${password}

key: grant_type; value: password
Response message:

{

"access_token":
"PTpmh2.cCwkAYAQXb7rXL_Y7BdIOajBOt0IPve6274Sbh3BWO7yf
AxlugkfVrMnvWV.kOUVFSSgIJmgT-DvCD3sjtL3ggN18",

"token_type": "Bearer",

"expires_in": 1800
}
Copy <access_tocken> and <token_type> values from the
response to use it in step 2

Step 2: Request to get register a new user

Email to register: o1 -r—@ 1@, -, 305 -@r @’ .com
Postman URL:
https://<IP_address>/webconsole/rest/api/prov/saveUser
Request type: post
Body Format: json
Headers:

key: Authorization

value: <token_type> <access_token> /lget from step 1
Body:
{

"emailAddresses”: [

{

<< >3 /s 4 o ¢ >

"emall": " son -pr—e 1@ 5 - AV oS -@pr—e .com",
"typeld": "PRIMARY_EMAIL",
"published": true

"firstName": "ua-name”,
"lastName": "ua-name",

"login": " son ~pr—ee 1@ 5 <35 ~pr—e .com",
"rolelds": null,

"visible": true,

"supervisorld": "3000",

"supervisorMetadataTypeld": "DEF_SUPERVISOR_TYPE",
"metadataTypeld": "DEFAULT_USER",
"notifyUserViaEmalil": false,

"notifySupervisorViaEmail": false,

"provisionOnStartDate": false

}
Response message:
{
"primaryKey": null,
"status": 500,
"errorList": [
{
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"i18nError": null,
"error"; "INVALID_EMAIL_ADDRESS",
"validationError": null,
"params"; null,
"message": "E-mail address has an invalid format"
}
1
"redirectURL": null,
"successToken": null,
"successMessage": null,
"contextValues": null,
"stackTrace": null,
"possibleErrors": null,
"error”: true

}
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Register a
new user
in OKTA

The email doesn't pass OKTA's internal validation to register a new
user.

OKTA User: developer@ihost.am

OKTA Sign-in URL: dev-25957965.0kta.com

Email to register:  E8FH41H 1 @ & & NN F 2R
Postman Call: htips://dev-
25957965.0kta.com/api/vl/users?provider=false

Post Type: post

Header Key: Authorization

Header Value: SSWS ${API token}

Postman Body:

body

"credentials": {
"password": {
"value": "tertr7Wwite"
}

rofile™: {

"firstName": "Second",
"lastName": "Test",
"use_mfa": false,

"login": "EB FHL 4 N1 1@ & & & AN FZ R,
"email": "EB F NN 1@ Ei&iE AN EE 4R
}
}
Response Message:

{

}

"errorCode": "EO000001",
"errorSummary": "Api validation failed: email",
"errorLink™: "EO000001",
"errorld": "oaejsk7shsaTwWoSGFbaMO50g",
"errorCauses": [

{

"errorSummary": "email: Does not match required pattern”

}
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}
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Register a
new user
in
OpenlAM

The email doesn't pass OpenlAM’s internal validation to register a
new user. To replicate the error please do 2-step requests:

Step 1: Request Access Token

OpenlAM version: 4.1.0.9, docker containers

Postman Call: https://<IP_address>/idp/oauth2/token
//OpenlAM local server

Request type: post

Body Format: x-www-form-urlencoded
Body:
key: client_id; value: ${client_id}
key: client_secret; value: ${client_secret}
key: username; value: ${username}
key: password; value: ${password}
key: grant_type; value: password
Response message:
{

"access_token":
"PTpmh2.cCwkAYAQXb7rXL_Y7BdIOajBOt0IPve6274Sb3BWO7yf
AxlugkfVrMnvWV.kOUVFSSgImgT-DvCD3sjtL3ggN18",

"token_type": "Bearer",

"expires_in": 1800
}
Copy <access_tocken> and <token_type> values from the
response to use it in step 2

Step 2. Request to get register a new user
Email to register: =2 #4011 @& & 5E RN 3 Z T
Postman URL.:
https://<IP_address>/webconsole/rest/api/prov/saveUser
Request type: post
Body Format: json
Headers:

key: Authorization

value: <token_type> <access_token> /lget from step 1
Body:
{

"emailAddresses": [
{
"email": "EB F B4 N15l 1@ & iE AN B Z R,
"typeld": "PRIMARY_EMAIL",
"published": true

}

firstName": "ua-name",

"lastName": "ua-name",

"login": "EBFH 4N 1@ F & AN L Z R,
"rolelds": null,

"visible": true,

"supervisorld": "3000",

]
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"supervisorMetadataTypeld": "DEF_SUPERVISOR_TYPE",
"metadataTypeld": "DEFAULT_USER",
"notifyUserViaEmail": false,

"notifySupervisorViaEmail": false,

"provisionOnStartDate": false

}

Response message:
{
"primaryKey": null,
"status": 500,
"errorList"; [
{
"i18nError": null,
"error": "INVALID_EMAIL_ADDRESS",
"validationError": null,
"params": null,
"message": "E-mail address has an invalid format"
}
1
"redirectURL": null,
"successToken": null,
"successMessage": null,
"contextValues": null,
"stackTrace": null,
"possibleErrors": null,
"error”: true

}
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Send
Invitation

Exchange Server version: Windows Server 2019 1809 Build
10.0.17763S.2989

Email address (send to):  LO60T60T(6FF60-C&F 15606071 @ GILITS)-
gML-CEMG 60601 FIRISHLILLIT

Exchange Error message: “A problem occurred and this message
couldn't be delivered. Check to be sure the email address is
correct. If the problem continues, please contact your email admin.
Original message headers: DKIM-Signature: v=1; a=rsa-sha256;
d=termo-ar.am; s=dec2022; c=simple/simple; t=1671609827;
h=from:subject:to:date:message-id;
bh=9HgLSu9co7jx4HzNuLoscAW3Bm40ODz9AhP+b4ceiUnQ=;
b=NKNL6jvj100TKYLU2TgCI7MuMnO0aOyW+zLOXmYQB64B8U
COryWGJIfZXVtFguOTYC6wj5xbEEZn
xLfv8pfyeG8Y60qcAqylvwiWKt2ZNCsxNSGidWevrjffDWWJILKfiOM
RB5bUXsQ5bP8vmXqgcYYdSHoG
ZICzz5PwyCycb4mORK3Xciy3/DNu5BzEdNG5gdBf8ZvneNDTcqG
Hygz2ylC1m87LakJdDXau4Yr2C
0zHdOqgrg+yaie+Z08x0b1zJwgNeSj4703zyZlad6lqgvk7XBqCuG9oU
BOdqw2grc3Tutj6vol47334a
6THL2fP4d5UH1BdBPeRsw2apJJd7Dd+wtNXw== Received: from
68293bbafl8b (10.50.0.1) by tar-mail.termo-ar.am (10.50.0.2) with
Microsoft SMTP Server (version=TLS1 2,
cipher=TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384) id
15.2.1118.7; From: HyeConnect <Hyeconnect@termo-ar.am> To:
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LD165T60T(6H & 6L-C & TG 61611 @ GILITG|-6JML]-

Cangenen. HRISHLILLT Message-ID:
<438945957.31.1671606068631@68293bbafl8b> Subject: You
Are Invited to Join HyeConnect! MIME-Version: 1.0 Content-Type:
text/ntml; charset="UTF-8" Content-Transfer-Encoding: quoted-
printable List-Unsubscribe: https://hyeconnect.org/unsubscribe
Return-Path: Hyeconnect@termo-ar.am X-Originating-1P:
[10.50.0.1] X-ClientProxiedBy: tar-mail.termo-ar.am (10.50.0.2) To
tar-mail.termo-ar.am (10.50.0.2)"
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Register a
new user
in OKTA

The email doesn't pass OKTA's internal validation to register a new
user.

OKTA User: developer@ihost.am

OKTA Sign-in URL: dev-25957965.0kta.com

Email to register:  LDl6T601(6hF 60 -C&F & 6016011 @ CILIMGH)-6JMLI-
CEngemn6u. SIRIGSLILLIT

Postman Call: https://dev-
25957965.0kta.com/api/vl/users?provider=false

Post Type: post

Header Key: Authorization

Header Value: SSWS ${API token}

Postman Body:

body

"credentials": {
"password": {
"value": "tertr7wWwite"
}

rofile": {

"firstName": "Second",

"lastName": "Test",

"use_mfa": false,

"login": "LDl68T601 (65 & 6L-GC& & 616011 @ GILITS]-6JML]-
C&IMG 60601 FIRISLILLIT",

"email": "LDI6oT60T(6H F 60 -CFM&H 606011 @ CILITH|-6TML]-
C&ITG 6060T. FIRISLILLIT"
}

}
Response Message:

{

}

"errorCode": "E0000001",

"errorSummary": "Api validation failed: login"”,
"errorLink": "EO000001",

"errorld": "oaeFs2500z-Rp-_aoknl-T_MQ",
"errorCauses": [

"errorSummary": "login: Username must be in the form of
an email address"”
I3
{

}

"errorSummary": "email: Does not match required pattern”
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]
}
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Register a
new user
in
OpenlAM

The email doesn't pass OpenlAM’s internal validation to register a
new user. To replicate the error please do 2-step requests:

Step 1: Request Access Token

OpenlAM version: 4.1.0.9, docker containers

Postman Call: https://<IP_address>/idp/oauth2/token
//OpenlAM local server
Request type: post
Body Format: x-www-form-urlencoded
Body:
key: client_id; value: ${client_id}

key: client_secret;

key: username;

key: password;

key: grant_type;
Response message:
{

"access_token™
"PTpmh2.cCwkAYAQXb7rXL_Y7BdIOajBOt0IPve6274Sh3BWO7yf
AxlugkfVrMnvWV.kOUVFSSgImgT-DvCD3sjtL3ggN18",

"token_type": "Bearer",

"expires_in": 1800

value: ${client_secret}
value: ${username}
value: ${password}
value: password

}
Copy <access_tocken> and <token_type> values from the
response to use it in step 2

Step 2. Request to get register a new user

Email to register: LD6oT60T(6h&F60-GC& TS 6016011 @ QILITGH]-6JML]-
C&I5 6m601T. FIRISLILLIT

Postman URL.:
https://<IP_address>/webconsole/rest/api/prov/saveUser

Request type: post
Body Format: json
Headers:

key: Authorization
value: <token_type> <access_token>
Body:

/lget from step 1

"emailAddresses": [

{ "email": "LDI60T60T(6H & 60 -CFMTH 6M 6011 @ QILIT&HJ-6TML]-
GFTGH 6. AIRIGLILLT",
"typeld": "PRIMARY_EMAIL",
"published"; true

}

firstName": "ua-name”,

"lastName": "ua-name",

"login": "LDl60T60T (65 & 6L -GC&F & 616011 @ GILITE|-6JML]-
CaFMT&Hem6vT. FIRISLILLIT",

]

"rolelds": null,
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"visible": true,
"supervisorld": "3000",

"supervisorMetadataTypeld": "DEF_SUPERVISOR_TYPE",

"metadataTypeld": "DEFAULT_USER",
"notifyUserViaEmail": false,
"notifySupervisorViaEmail": false,
"provisionOnStartDate": false

}
Response message:
{
"primaryKey": null,
"status": 500,
"errorList": [
{

"i18nError": null,

"error": "INVALID_EMAIL_ADDRESS",
"validationError": null,

"params": null,

}
1
"redirectURL": null,
"successToken": null,
"successMessage": null,
“contextValues": null,
“stackTrace": null,

"possibleErrors”: null,
"error": true

"message": "E-mail address has an invalid format"

}
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Register a
new user
in OKTA

The email doesn't pass OKTA's internal validation to register a new

user.
OKTA User: developer@ihost.am
OKTA Sign-in URL: dev-25957965.0kta.com

Email to register:  @2000065-06£1 @ 05052 Dd G\ -esd5°ho-00 L. 2705

Postman Call: htips://dev-
25957965.0kta.com/api/vl/users?provider=false
Post Type: post

Header Key: Authorization

Header Value: SSWS ${API token}

Postman Body:

body

"credentials": {
"password": {
"value": "tertr7WwWte"

}

rofile": {

"firstName": "Second",
"lastName": "Test",
"use mfa": false,

}
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"login": "@200006-0881 @ 0rDHE\ -3 So-00 8.8 S",

"email”: "@a00206-00£1 @ a0 ADE\S-e3ArB0-00 4.2 EE"
}
}
Response Message:

{

"errorCode": "EO000001",
"errorSummary": "Api validation failed: login",
"errorLink": "EO000001",
"errorld": "oaeFs2500z-Rp-_aoknl-T_MQ",
"errorCauses": [
{
"errorSummary": "login: Username must be in the form of
an email address"
|3
{
"errorSummary": "email: Does not match required pattern”
}
]
}
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Register a
new user
in
OpenlAM

The email doesn't pass OpenlAM’s internal validation to register a
new user. To replicate the error please do 2-step requests:

Step 1: Request Access Token

OpenlAM version: 4.1.0.9, docker containers

Postman Call: https://<IP_address>/idp/oauth2/token
//OpenlAM local server

Request type: post

Body Format: x-www-form-urlencoded
Body:
key: client_id; value: ${client_id}
key: client_secret; value: ${client_secret}
key: username; value: ${username}
key: password; value: ${password}
key: grant_type; value: password
Response message:
{

"access_token™
"PTpmh2.cCWkAYAQXb7rXL_Y7BdlOajBOt0IPve6274Sh3BWO7yf
AxlugkfVrMnvWV.kOUVFSSgIJmgT-DvCD3sjtL3ggN18",

"token_type": "Bearer",

"expires_in": 1800
}
Copy <access_tocken> and <token_type> values from the
response to use it in step 2

Step 2: Request to get reqgister a new user
Email to register: @2000085-08£1@ a30rDH6\S-e825°S0-004.27° 68

Postman URL:
https://<IP_address>/webconsole/rest/api/prov/saveUser
Request type: post

Body Format: json
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Headers:

key: Authorization

value: <token_type> <access_token> /lget from step 1
Body:
{

"emailAddresses": [

{

"email”: "@a00206-00£1 @ a0 ADE\S-esArB0-00L .2 EE",

"typeld": "PRIMARY_EMAIL",
"published": true

}

firstName": "ua-name",
"lastName": "ua-name",
"login": "@a00206-08£ 1@ 0T AIG\S-e3DB0-00 L. 288",

]

“rolelds™: null,

"visible": true,

"supervisorld"; "3000",

"supervisorMetadataTypeld": "DEF_SUPERVISOR_TYPE",
"metadataTypeld": "DEFAULT_USER",
"notifyUserViaEmail": false,

"notifySupervisorViaEmail": false,

"provisionOnStartDate": false

}
Response message:
{
"primaryKey": null,
"status": 500,
"errorList"; [
{
"i18nError": null,
"error"; "INVALID_EMAIL_ADDRESS",
"validationError": null,
"params"; null,
"message": "E-mail address has an invalid format"
}

1
"redirectURL": null,

"successToken": null,
"successMessage": null,
"contextValues": null,
"stackTrace": null,
"possibleErrors": null,
"error": true

}

The email doesn't pass OKTA's internal validation to register a new

a ) Register a | user.
1@ :
B new user OKTA User: developer@ihost.am
in OKTA OKTA Sign-in URL: dev-25957965.0kta.com

Email to register: Eimwmaul@gmmaau.vlm

glanagay. lny
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Postman Call: https://dev-
25957965.0kta.com/api/v1/users?provider=false
Post Type: post

Header Key: Authorization

Header Value: SSWS ${API token}

Postman Body:

body

"credentials": {
"password": {
"value": "tertr7WwWte"
}
}

"profile™: {
"firstName": "Second",
"lastName": "Test",
"use_mfa": false,
"login": "&mwmaaul@gm“ﬂfmau.‘lwm",
"email": "8wanaseul @sienaseu. ny"
}

}

Response Message:

{

"errorCode": "EO000001",
"errorSummary": "Api validation failed: login",
"errorLink"; "EO000001",
"errorld": "oaeFs2500z-Rp-_aoknl-T_MQ",
"errorCauses": [
{
"errorSummary": "login: Username must be in the form of
an email address"
h
{
"errorSummary": "email: Does not match required pattern”
}
]
}
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Register a
new user
in
OpenlAM

The email doesn't pass OpenlAM’s internal validation to register a
new user. To replicate the error please do 2-step requests:

Step 1: Request Access Token

OpenlAM version: 4.1.0.9, docker containers

Postman Call: https://<IP_address>/idp/oauth2/token
//OpenlAM local server

Request type: post

Body Format: x-www-form-urlencoded
Body:
key: client_id; value: ${client_id}
key: client_secret; value: ${client_secret}
key: username; value: ${username}
key: password; value: ${password}
key: grant_type; value: password

Response message:

Universal Acceptance - Report UASG045
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{

"access_token™
"PTpmh2.cCWwkAYAQXb7rXL_Y7BdlOajBOt0IPve6274Sb3BWO7yf
AxlugkfVrMnvWV.kOUVFSSgJmgT-DvCD3sjtL3ggN18",

"token_type": "Bearer",

"expires_in": 1800
}

Copy <access_tocken> and <token_type> values from the
response to use itin step 2

Step 2: Request to get reqgister a new user
Email to register: fuanasaul @yionamoy.lns
Postman URL:
https://<IP_address>/webconsole/rest/api/prov/saveUser
Request type: post
Body Format: json
Headers:

key: Authorization

value: <token_type> <access_token> /lget from step 1
Body:

"emailAddresses": [

{

"email": "Ememﬁmul@qmwﬂaauﬂm",

"typeld": "PRIMARY_EMAIL",
"published": true

}

firstName": "ua-name",
"lastName": "ua-name",
"login™: IISL&JNW@@QU]_@EUJLQ‘VW@QGU.VL‘WEI",

"rolelds": null,

"visible": true,

"supervisorld": "3000",

"supervisorMetadataTypeld": "DEF_SUPERVISOR_TYPE",
"metadataTypeld": "DEFAULT_USER",
"notifyUserViaEmalil": false,

"notifySupervisorViaEmail": false,

"provisionOnStartDate": false

]

}
Response message:
{
"primaryKey": null,
"status": 500,
"errorList": [
{

"i18nError": null,

"error": "INVALID_EMAIL_ADDRESS",
"validationError": null,

"params": null,

"message": "E-mail address has an invalid format"
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]l
"redirectURL": null,

"successToken": null,
"successMessage": null,
"contextValues": null,
"stackTrace": null,
"possibleErrors": null,
"error": true

}
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Register a
new user
in OKTA

The email doesn't pass OKTA's internal validation to register a new
user.
OKTA User: developer@ihost.am
OKTA Sign-in URL: dev-25957965.0kta.com
Email to register: ﬁq'q%q‘q;q'ﬁ@gl@ﬁ:&'@q‘f&\l'&q‘q;q'ﬁgﬁ.C0m
Postman Call: htips://dev-
25957965.0kta.com/api/vl/users?provider=false
Post Type: post
Header Key: Authorization
Header Value: SSWS ${API token}
Postman Body:
body
{
"credentials”; {
"password"; {
"value": "tertr7rWWwte"
}

rofile™: {

"firstName": "Second",
"lastName": "Test",
"use_mfa": false,

"login™; " §q'a§q‘ng'ﬁgﬁl@ﬁ:h\l'@q‘fm‘&q‘qgﬂ'ﬁ@g.C0m",
"email"; " ﬁq'q%ag'ng]'ﬁggl@ﬁ:&'@q‘f&\lﬁqn;q'ﬁgg.Com"
}
}
Response Message:

{

}

"errorCode": "EO000001",
"errorSummary": "Api validation failed: login",
"errorLink"; "EO000001",
"errorld": "oaeFs2500z-Rp-_aoknl-T_MQ",
"errorCauses": [
{
"errorSummary": "login: Username must be in the form of
an email address"
h
{
"errorSummary": "email: Does not match required pattern”
}
]
}

Universal Acceptance - Report UASG045
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Register a
new user
in
OpenlAM

The email doesn't pass OpenlAM’s internal validation to register a
new user. To replicate the error please do 2-step requests:

Step 1: Request Access Token

OpenlAM version: 4.1.0.9, docker containers

Postman Call: https://<IP_address>/idp/oauth2/token
//OpenlAM local server

Request type: post

Body Format: x-www-form-urlencoded
Body:
key: client_id; value: ${client_id}
key: client_secret; value: ${client_secret}
key: username; value: ${username}
key: password; value: ${password}
key: grant_type; value: password
Response message:
{

"access_token™
"PTpmh2.cCWkAYAQXb7rXL_Y7BdIOajBOt0IPve6274Sh3BWO7yf
AxlugkfVrMnvWV.kOUVFSSgJmgT-DvCD3sjtL3ggN18",

"token_type": "Bearer",

"expires_in": 1800
}
Copy <access_tocken> and <token_type> values from the
response to use it in step 2

Step 2: Request to get register a new user

Email to register: ﬁq'agﬁ'ng'tﬂ@ﬁl@ﬁ:&‘@m‘fmﬁqq;qﬁgﬁ.Com
Postman URL:
https://<IP _address>/webconsole/rest/api/prov/saveUser

Request type: post
Body Format: json
Headers:
key: Authorization
value: <token_type> <access_token> /lget from step 1
Body:

"emailAddresses": [
{
"email": " iq'q%ﬁ'q;q'ﬁ@gl@U‘it:m‘@quﬁﬁ'q;q'ﬁgﬁ.COI’n",
"typeld": "PRIMARY_EMAIL",
"published": true
}

firstName": "ua-name",

“lastName": "ua-name",

"login": " ﬁﬂ'q%q‘qgﬂ'ﬁ@ﬁl@ﬁ:m‘@qfwr?@ngﬁ@:\.C0m",

"rolelds": null,

"visible": true,

"supervisorld": "3000",

"supervisorMetadataTypeld": "DEF_SUPERVISOR_TYPE",
"metadataTypeld": "DEFAULT_USER",
"notifyUserViaEmail": false,

"notifySupervisorViaEmail": false,

]
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"provisionOnStartDate": false

}
Response message:
{
"primaryKey": null,
"status": 500,
"errorList"; [
{
"i18nError": null,
"error": "INVALID_EMAIL_ADDRESS",
"validationError": null,
"params": null,
"message": "E-mail address has an invalid format"
}

1

"redirectURL": null,
"successToken": null,
"successMessage": null,
"contextValues": null,
"stackTrace": null,
"possibleErrors": null,
"error": true

}
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Register a
new user
in OKTA

The email doesn't pass OKTA's internal validation to register a new

user.

OKTA User: developer@ihost.am

OKTA Sign-in URL: dev-25957965.0kta.com
Email to register: &= F #3485 1@ iEE AR &7
Postman Call: https://dev-
25957965.0kta.com/api/vl/users?provider=false
Post Type: post

Header Key: Authorization

Header Value: SSWS ${API token}

Postman Body:

body

"credentials": {
"password": {
"value": "tertr7WWwte"

}
h
"profile™: {
"firstName": "Second",
"lastName": "Test",
"use_mfa": false,
"login™: "& F B4R 1 @ LR E AR &8
"email": "B FE 4RI 1@ T HE AR S
}

}

Response Message:
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"errorCode"; "E0000001",

"errorSummary": "Api validation failed: email",
“errorLink™: "E0O000001",

"errorld": "oaejsk7sbsaTwWoSGFbaMO50g",
"errorCauses": [

{

}
]
}

"errorSummary": "email: Does not match required pattern”
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Register a
new user
in
OpenlAM

The email doesn't pass OpenlAM’s internal validation to register a
new user. To replicate the error please do 2-step requests:

Step 1: Request Access Token

OpenlAM version: 4.1.0.9, docker containers

Postman Call: https://<IP_address>/idp/oauth2/token
//OpenlAM local server

Request type: post

Body Format: x-www-form-urlencoded
Body:
key: client_id; value: ${client_id}
key: client_secret; value: ${client_secret}
key: username; value: ${username}
key: password; value: ${password}
key: grant_type; value: password
Response message:
{

"access_token":
"PTpmh2.cCwkAYAQXb7rXL_Y7BdIOajBOt0IPve6274Sb3BWO07yf
AxlugkfVrMnvWV.kOUVFSSgImgT-DvCD3sjtL3ggN18",

"token_type": "Bearer",

"expires_in": 1800
}
Copy <access_tocken> and <token_type> values from the
response to use it in step 2

Step 2: Request to get register a new user
Email to register: %=+ {4 A5 1 @ & & i F AR &7
Postman URL:
https://<IP_address>/webconsole/rest/api/prov/saveUser
Request type: post
Body Format: json
Headers:

key: Authorization

value: <token_type> <access_token> /lget from step 1
Body:

"emailAddresses": [

{
"email”: "EFEHEAGFH10EEERAR.&8E "
"typeld": "PRIMARY_EMAIL",
"published": true
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}

}

firstName": "ua-name",

"lastName": "ua-name",

"login"; "EFEE A 1@ i AR B
"rolelds": null,

"visible": true,

"supervisorld": "3000",
"supervisorMetadataTypeld": "DEF_SUPERVISOR_TYPE",
"metadataTypeld": "DEFAULT_USER",
"notifyUserViaEmail": false,
"notifySupervisorViaEmail": false,
"provisionOnStartDate": false

]

Response message:

{

"primaryKey": null,

"status": 500,

"errorList": [

{

"i18nError": null,
"error": "INVALID_EMAIL_ADDRESS",
"validationError": null,
"params": null,
"message": "E-mail address has an invalid format

}
1
"redirectURL": null,
"successToken": null,
"successMessage": null,
"contextValues": null,
"stackTrace": null,

"possibleErrors”: null,
"error": true
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Error when send invitation: User already has a profile
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	▪ ኢሜይል-ሙከራ1@ሁለንአቀፍ-ተቀባይነት-ሙከራ.com (Ethiopic)
	▪ 이메일테스트1@다국어도메인이용환경테스트.한국 (Hangul)
	▪ ഇമെയിൽ-പരിശോധന1@സാർവത്രിക-സ്വീകാര്യതാ-പരിശോധന.ഭാരതം (Malayalam)
	▪ གློག་འཕྲིན་བརྟག་དཔྱད1@ཡོངས་ཁྱབ་ངོས་ལེན་བརྟག་དཔྱད.com (Tibetan)
	▪ ua-sso-test1@webmail.testo.xyz
	▪ Էլփոստ-թեստ1@համընդհանուր-ընկալում-թեստ.հայ
	▪ email-test1@تجربة-القبول-الشامل.موريتانيا
	▪ почта-тест1@универсальное-принятие-тест.москва
	▪ ईमेल-परीक्षण1@सार्वभौमिक-स्वीकृति-परीक्षण.संगठन
	▪ ηλεκτρονικό-μήνυμα-δοκιμή1@καθολική-αποδοχή-δοκιμή.ευ
	▪ email-épreuve1@épreuve-acceptation-universelle.org
	▪ Email-test1@universales-akzeptanz-test.vermögensberatung
	▪ email-test1@universal-acceptance-test.international
	▪ email-test1@universal-acceptance-test.icu
	▪ تجربة-بريد-الكتروني1@تجربة-القبول-الشامل.موريتانيا
	▪ com.ޓުސްޓެ-ރާކުލުބޫގަ-ޔެނިދު@1ޓުސްޓެ-ލުލމޭއީ
	▪ 电子邮件测试1@普遍适用测试.我爱你"
	▪ மின்னஞ்சல்-சோதனை1@பொது-ஏற்பு-சோதனை.சிங்கப்பூர்
	▪ ఇమెయిల్-పరీక్ష1@యూనివర్సల్-ఆమోదం-పరీక్ష.భారత్
	▪ อีเมลทดสอบ1@ยูเอทดสอบ.ไทย
	▪ 電子郵件測試1@普遍適用測試.台灣
	▪ Email-Épreuve1@épreuve-acceptation-universelle.org
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